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AN ENCYCLOPEDIA OF THE COMPUTING DISCIPLINES

Every discipline is a floor that hides the floor below and offers a cleaner surface to
the floor above. Every chapter names its floor: what it hides, what it exposes, what
leaks.
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How this book is built

Fifteen self-contained chapters and a closing one, 900-1,400 words each:
principles, not surveys. Every fact, date, name and link was verified on the web in
the session that wrote it. Read in order to climb the tower, or open any floor on its
own — each chapter's first line states where it stands in the stack, and its
Connections section says which stairs lead where.
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THE MAP

CHAPTER 00

The Map

P
LLAUN

This chapter is the ground floor of the tower — the map every chapter above it
assumes you have seen.

]
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uniifeduasgauesensy — unuinynundsuuduiugiuliinaaueeiivanneu

Why is "computer science" neither about computers nor a science — and
what are the disciplines, really?

vinlu "Ing1n1smeunmes (computer science)" glailyniasasnaunimnes
wagldlvinermans — udrarvivunarinesslsiuud

In September 1967, three men wrote a letter to the journal Science because
colleagues kept telling them their field did not exist. Allen Newell, Alan
Perlis, and Herbert Simon were not obscure cranks defending a fad: Perlis
had received the first Turing Award ever given, the year before; Newell and
Simon would share one in 1975; Simon would add a Nobel Prize in econom-
ics in 1978. Their defense fit in a sentence — computer science is "the study
of computers and all the phenomena surrounding them" (Newell, Perlis &
Simon, 1967).

lufouiueneu U 1967 vigaunudsuaniueiemisans Science lNg1e
Wousensyansenyenudadarivaisvaswanenlifiegaia Allen
Newell, Alan Perlis ag Herbert Simon lafldwanadsladlédeidesfisonun
Unflasnszuatiag: Perlis 1isl#5u Turing Award s19¥ausniieueulilasiie
Yrountitiu; Newell fu Simon agldsussTasauiulull 1975; d2u Simon 2
TiseTaluaaviasugenanfinudnlud 1978 duddnswaswanivieglu


https://www.science.org/doi/10.1126/science.157.3795.1373.c
https://www.science.org/doi/10.1126/science.157.3795.1373.c
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Useloafien — MeIn15AaunNILias (computer science) A "AsAnE
ABUNILABSIAZUSINGNISIINNNATNIBETOURISI" ("the study of computers

and all the phenomena surrounding them") (Newell, Perlis & Simon, 1967)

Eighteen years later, the most famous textbook the field ever produced
opened by disagreeing with its founders. Abelson and Sussman's Structure
and Interpretation of Computer Programs declares in its preface a convic-
tion that "computer science" is not a science, and that its significance has
little to do with computers (SICP, 1985). A sharper version of the same jab
circulates to this day — computer science is no more about computers than
astronomy 1is about telescopes — usually pinned on Edsger Dijkstra, though
the traceable source is Michael Fellows and Ian Parberry in 1993 (Quote In-
vestigator).

Auuundliugs ssrildsiaitaanifiawninendnoonin WUaidesdenis
L'ﬁuﬁhqmnp;'{fiaé;?\immwmﬁ'sl,aa Structure and Interpretation of Computer
Programs 489 Abelson uaz Sussman Uszmal3lugiiwaniwdedn
Fngrnsaeuiuned lildinermans uazanudrdvesiuunulifies
aglsiumsuRILAaSsiaY (SICP, 1985) AMLANAULUULIEINULAANNINANE
mguﬁauagj,'a]uﬁmﬂﬁuﬁ — Angrmsaeuiameslilfiferfuneuiames uin
Vlﬂﬂdﬁﬁmﬁ'lmam‘l,ﬁ'mﬁ’umé’aﬂmmsﬁﬁ (computer science is no more
about computers than astronomy is about telescopes) — ﬁﬂgﬂﬂﬂiﬁlﬂuﬁﬂ
WAYa4 Edsger Dijkstra wrdunadidudouldaseie Michael Fellows uaz lan
Parberry Tul 1993 (Quote Investigator)

So the founders called it a science of computers, and the field's own cat-
echism says it is neither. Both are right, and seeing how both can be right is
the work of this chapter — and the organizing idea of this book.

HAORAIAIUTNIUININGIAARSVOIABUNILADS AIUAIADUVDIAIVIOINAY
veningiulylunsg visaesihenngn waznmsuediiiuiisdesdegnlanien
fiuagals Assuvesunil — wazhouudAnidnaiaanily


https://www.science.org/doi/10.1126/science.157.3795.1373.c
https://sicp.sourceacademy.org/chapters/prefaces96.html
https://quoteinvestigator.com/2021/04/02/computer-science/
https://quoteinvestigator.com/2021/04/02/computer-science/
https://sicp.sourceacademy.org/chapters/prefaces96.html
https://quoteinvestigator.com/2021/04/02/computer-science/

THE MAP

The first thing to understand is that "computing” is not one discipline
wearing five name tags. Each discipline is a different question asked about
the same machines. The official map was drawn by the professional
computing societies: the CC2005 report (ACM, AIS, and the IEEE Computer
Society) fixed the five classical disciplines, and its successor CC2020 — a
fifty-member task force from twenty countries, reporting at the end of
2020 — inherited them and welcomed two arrivals. The five ask:

ausniigeadilofie "n1seuan (computing)” lildanundwieafiaantiede
#lu uitazauife fnu fidefudagnaiuiuiesosinsyniiientiu wudii
Hunensgnaietulasaunaisndndiuneuiames: 18911 CC2005 (ACM,
AIS uag IEEE Computer Society) fnuuaanwidadunainly wazseaususe
119819 CC2020 — Anugyheurinduauandaulsena demsnunaiiovans
U 2020 — utavnAuTaINde wieudouiudulmidnass faundu
aUI:

Computer science (CS): what can be computed at all, and at what cost?
Computer engineering (CE): how does electricity become logic — and
where exactly does hardware end and software begin? Software engineer-
ing (SE): what happens to a program when it must live for years and be
changed by many hands? Information systems (IS): what does computing
do inside an organization — to its decisions, records, and power? Informa-
tion technology (IT): who keeps real systems running for real users, and
how? The arrivals are cybersecurity (curricular guidelines: CSEC2017) and
data science (ACM competencies, 2021) — younger, and, as we will see,
shaped differently from the elder five.

MIn1sABUNIABS (computer science, CS): azlstnsfiA LA uazAle
Aunuinls? Idanssunaunanes (CE): Invnaneidunssnzldegnals —

s I3 s ¢ a ) .a 4 4
wazasAKISAUNSI v YaWdwIssunseluuAuLg? Imnssuganawas (SE):
wnezlstudulusunsullediuiesegde lUnaneUuazgnudlulasauinuau
11n? szuvdIsauwmA (1S): n1sawaa i ezlstnemelussdng — sianis
andula deduiindaya uazredua? malulagarsauma (IT): lasAoaun
iliszuuasedavinaueg e lda3e uazvinegnals? gunluiaessieds A


https://www.acm.org/binaries/content/assets/education/curricula-recommendations/cc2005-march06final.pdf
https://www.acm.org/binaries/content/assets/education/curricula-recommendations/cc2020.pdf
https://www.acm.org/binaries/content/assets/education/curricula-recommendations/cc2005-march06final.pdf
https://www.acm.org/binaries/content/assets/education/curricula-recommendations/cc2020.pdf
https://dl.acm.org/doi/book/10.1145/3184594
https://www.acm.org/binaries/content/assets/education/curricula-recommendations/dstf_ccdsc2021.pdf
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AunsUasnfeluiues (cybersecurity) (Touuziimangns: CSEC2017) uag
Inwn15aya (data science) (ACM competencies, 2021) — 18N
wazfafiaziusely fgunssinsainimanvinadiy

Watch one artifact — a hospital's patient-records system — and the five be-
come five professions. The computer scientist asks whether the record-
matching algorithm scales to ten million patients. The computer engineer
asks why the storage controller corrupts writes during power loss. The
software engineer asks how to change the billing module without breaking
the pharmacy's. The IS specialist asks why nurses route around the system
with paper notes. The IT professional is the one paged at 3 a.m. when it
goes down. Same machine; five questions.

a o

JuRQAIUTEAYFIURALY — s3UUTsTUEUEUNEUlsIngIUIa — WA

<

a1v1aznaeluine1Tn 1nINeIn1sABNNIWa5a1UI1dan o3 NUIUALIY
seilsuazagnasessugUisduauaulalu Iansaeuiamasatuinvinlugs

dl [ ¥ = o L4 = ¥ = dl % a < (4
mivAuiuteyadivwihlinsWeudeyademelialnau Imnssenmwisau
TazuinegasuninuRueglslaglivinlissuuvesdhemndunssuns
HLU8I91 QA USSUUAISAUMAAINIYI [N U188 A ULEE9s S UURIEN 1590
Tdnszanuunu drudisivigiumalulagaisaumafonungnaudinoud
ANULDTTUUAN LATBUAYINY WIAIDY

This book does not walk that map department by department. It makes a
different cut — the cut the field itself quietly makes every day. Computing's
one great trick, the trick underneath every discipline, is abstraction: build a
floor, hide its machinery, and offer the floor above a surface simpler than
what it conceals. Electric charge is hidden by the transistor; transistors by
logic gates; gates by the processor; the processor by the operating system,;
the machine's bare instructions by programming languages; single ma-
chines by networks; and on upward until a child drags a photo across a
screen, commanding billions of switches with one finger and needing to un-
derstand none of them. Nobody holds the whole tower in mind at once.
That is not a failure of education — it is the design. Dijkstra, in his 1972 Turing
Award lecture, put his finger on why the trick works: the purpose of ab-


https://dl.acm.org/doi/book/10.1145/3184594
https://www.acm.org/binaries/content/assets/education/curricula-recommendations/dstf_ccdsc2021.pdf
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stracting is not to be vague, but "to create a new semantic level in which
one can be absolutely precise" (EWD340). Each floor is not a blurrier view of
the one below; it is a new language, exact on its own terms.

wilsdorauidlaldAumuunuituiiaziuun uidRYLLBIBUBENNIUNY — i
anilesinegnatiuy aguniu nadlaluguiafsrvesnisduin naifiad
otflémnanv1iun Ao urmsssu (abstraction): a¥adunilsiuin deunalnues
ful¥ uériufin (surface) iFeudenindsiisudatslilituuu Ussglwiign
foulilaansudames (transistor); nsudamesgnteulaainanssng (logic
gate); inmgneaulaufIUsENIaNa (processor); fiusEananagndaulagssuy
UUAN"s (operating system); ﬁﬂﬁaawmLﬂ%l'mgﬂeu'auiﬂam'mrﬂﬂmnsu
(programming language); Lﬂéauﬁmgnqjaﬂﬂmﬂ%aﬂw (network); wazlagu
TUiSess sunseiiadnaunisainguaiedruntinge dealadiunududdag
e Inghiead leaindmariuuiudduion liflasenmenss3lui
wieufuiaun thilildanudumaivesnisine — fufenisesnuuy
Dijkstra Tutgnan Turing Award ¥ 1972 weain Fnssgaiwilunaiaials
wa: 9AUsEAIRvRINTTYi abstraction lilvielinquiede usiie "ad1asziu
A lvaitusnsedunils fidasnanusausiugldogauysal’ ("to
create a new semantic level in which one can be absolutely precise")
(EWD340) usiaztulaildyuuasiingriniwestudns sufe awilv
wsiugluideulvvesaues

The proof that the tower is climbable is that students climb it. In Nisan and
Schocken's course-in-a-book The Elements of Computing Systems
(nand2tetris.org), learners start with a single logic gate and build — gates,
chips, a machine, an assembler, a compiler, an operating system, a game —
in one term. One person can build the whole stack only because each floor
needs nothing from the floor below except its surface.

% d' 1 c’l’d Y a A d' v a = £ a o 4 a
nangunimenesiitulaase Aensniniseuluduaiey Tudis-resatou
LlaULAYB4 Nisan wag Schocken %@ The Elements of Computing Systems
(nand2tetris.org) {l3811311910 logic gate fiufied udas19vuld — e TU


https://www.cs.utexas.edu/~EWD/transcriptions/EWD03xx/EWD340.html
https://www.cs.utexas.edu/~EWD/transcriptions/EWD03xx/EWD340.html
https://www.nand2tetris.org
https://www.nand2tetris.org
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r:'l % [ o a wa d!
LATBIINT uoALTUIUADS (assembler) paulwians seuuUfURn1S uazinunily
wn — Aneluntlaney aAuauRgIas19ITutau (stack) TaNanuAALNG1Z
urazdulidainisezlsanndualaay uanaINHIVDITU

But the surfaces are not perfect, and this is the second idea the whole book
leans on. Joel Spolsky named it the Law of Leaky Abstractions: "all non-
trivial abstractions, to some degree, are leaky" (Spolsky, 2002). Your app
promises that a message "was sent,' until the network below it disagrees.
Two loops, logically identical, run ten times apart in speed because of how
memory hardware three floors down caches data. When an abstraction
leaks, someone must descend the stairs — and knowing which floor the leak
comes from is most of what expertise in computing is. That is why every
chapter in this book answers three questions about its floor: what it hides,
what surface it offers, and where it leaks.

wiRamanuulilaauysaluuy uazifelefenassinaiaunieagy Joel Spolsky
A9YBIUIING MY abstraction N8 (the Law of Leaky Abstractions):
"abstraction lyisssun1ynda $2liunntes” (“all non-trivial abstractions,
to some degree, are leaky") (Spolsky, 2002) LLE)'tJ‘lJszuﬁmuiuuTj']‘t’famm "an
1 Y o 3 = 1 Z 1 1 & v A = [y
dadn" aunduaseietuasazliiiudin guassguinmiloudunnusenislu
NNASINE NAUTNUSITIEAUEUMN 1238 Re15awasriieaudiany
Y v ' v P . P o v @
TU19819uAY (cache) Toyald ille abstraction 53 lasdnaudesasiulalug
— wazn1s3inssatuinanguluuiun Aedulngvesdsiniseniiainy
WengylunisAiuan tuRswnnannnunlauinauAauaudeineaiu
FureIRaes: Yuildeusrls suruuulwulituuy uazimssl

Now the two 1967-versus-1985 claims resolve. Newell, Perlis, and Simon
were right: the phenomena are real, and floors like architecture, networks,
and machine learning are studied with experiments, like nature. Abelson
and Sussman were right too: no floor above the bottom two is about elec-
tronics at all — the upper tower is made of pure structure, closer to math-

10


https://www.joelonsoftware.com/2002/11/11/the-law-of-leaky-abstractions/
https://www.joelonsoftware.com/2002/11/11/the-law-of-leaky-abstractions/
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ematics than to any machine. Computing is not one kind of knowledge. It is
a tower in which physics hardens into engineering, engineering into lan-
guage, and language into something very much like thought.

naUNYaaNLA8Na0I1InU 1967 AUl 1985 Aamataadla Newell, Perlis wag
Simon wAgn: Usingmsalinatuiiegass wastuedwanUnenssy
(architecture) 1A38%1e waz machine learning NgnANYIRIBNISNAADY LilDL
= a LY [ [ Y = 1 N
Anw1535uYA Abelson U Sussman Awagnduiu: Lifiguluuiegwiiodes
Fuawanneanudiannsedindlasuduntes — veAsyaLULAS19TURIN
1Aseaseaaue Inalrgepdindransuinninaiesdnsiaeg nisawinlildaiu
Y a a o A daas ¢ & o @ a a [J
Jytiafen dunsrenssnidndutsiinaiaiduiainssu dmnssunanedu
M1 waznwnaneluddilndldssiuaiuAnegiauin

How to read this book: there are fifteen floors and a closing chapter, each
self-contained, each 900-1,400 words — principles, not surveys. Chapters
01-03 are bedrock (what is computable, what is efficient, what is informa-
tion); 04-06 build the machine; 07-10 take it to scale; 11-14 walk the edges,
where adversaries, learned behavior, and human beings enter. Read in order
to climb the tower, or jump to any floor — every chapter names its place in
the stack in its first line, and its Connections section tells you which stairs
lead where.

ad U dy aa v gj a 1 = d! 1 L% 1
ISouauil: HAvTurazunUaaudnutiaun whazunaulusies urazun
817 900-1,400 A1 — 1Wunannis lailanisdrsraninsau uni 01-03 Aedu
singu (ezlsanald azlslivszandam ezlsfoansawnea); 04-06 51969
1A3BITUNN; 07-10 walUgszavanaluey; 11-14 wiuluauveu NTewhense
U WeRNITUNSEUGLA wazuyudiiiungItes srumuauiesnlu

g N 6’5 @ v ) 1 Y] 35
weomseduly winaznselanluduluunld — aunvendunisvesiaedudu
Faulluussiiausn wagiive "Waulee" vesuniuazvanintulalvuwily
Nlvu

1
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Connections - 1%aule

Below this chapter: nothing — this is the ground. Every other chapter
stands on it. The disciplines map onto the floors unevenly, and that is worth
noticing as you read: CS saturates chapters 01-03 and 12, CE owns 04, SE
owns 07, IS and IT surface in 08-10, and the two young arrivals — security
and data science — turn out not to be floors at all but stairwells, cutting
vertically through everything (11 and 12 explain why).

¥ 14 [
(Y 1 =1

Fuanvesunil: laifi — DAewuRu ynuvduBueguuiu A irdneg muiiy
futiusngg Taiviniu wasluBesfinsdunauazsiu: CS asounquifisunii
01-03 uag 12, CE {hudrvesunii 04, SE iludvesunii 07, IS #u IT Tuadu
wluund 08-10 dugulmiaesmedionytiosnin — security iU data
science — naulallyduasdntu usiilutulafidatuaslumnisunesne

(UN 11 wag 12 asuiaqvinlu)

Open questions - A1aundalnag

Is computing a science, a branch of engineering, or a new kind of mathem-
atics? The 1967 letter did not settle it, and sixty years on the field still funds
all three answers. Will data science and cybersecurity harden into discip-
lines with their own floors, or dissolve into competencies every computing
professional needs — the reading CC2020's competency-first framing
quietly favors? And is the tower finished growing? Chapter 12 raises the live
possibility that natural language itself is becoming the newest floor — a
surface under which everything in this book is hidden.

NISATUIUABINYIANANS LVUINTRVBNIAINTTU USondinAansuulninu
wi? anvuney 1967 lalldiusaosil uasnndulniuly anadviiindslinu
fAuAmauamLUUeY data science iU cybersecurity azudssnaneiiu

a dld g L% = <, dld
AT INITUYeIdLe nseazazatgluiluaussaus (competency) Ndie
91¥waunsAwIanAURed — JudlunserunnseuAnuu competency-

12
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first ¥4 CC2020 1BeaioulUnnanueg1aieus? udaenssingaiulaunas
A o a a [ vy o Ada [ a o W
w39d9? unit 12 ndvenanudululangalidineginnuisssuifiesingeny
[ 5 [ @ a adc 1 = 1 [ ¥
nanedutulnianan — 1Wuiandamnegnsluauiignyeuegtnsls

Go deeper - 91ufia

— Charles Petzold, Code: The Hidden Language of Computer Hardware and
Software, 2nd ed., Microsoft Press, 2022 — the lower tower, built floor by
floor for a general reader; interactive companion at codehiddenlan-

guage.com.
Charles Petzold, Code: The Hidden Language of Computer Hardware and
Software, 2nd ed., Microsoft Press, 2022 — WoReUTUEN ai'lwu‘wauﬂju
dwdugeruily; Sgfieldnouldii codehiddenlanguage.com

— Allen Newell, Alan Perlis & Herbert Simon, "Computer Science," Science 157,
no. 3795 (1967): 1373-1374 — science.org.

Allen Newell, Alan Perlis & Herbert Simon, "Computer Science," Science

157, no. 3795 (1967): 1373-1374 — science.org

— ACM & IEEE Computer Society, Computing Curricula 2020: Paradigms for
Global Computing Education — full report PDF.

ACM & IEEE Computer Society, Computing Curricula 2020: Paradigms for
Global Computing Education — s7991u2U0ULAN PDF
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https://www.codehiddenlanguage.com
https://www.codehiddenlanguage.com
https://www.codehiddenlanguage.com
https://www.science.org/doi/10.1126/science.157.3795.1373.c
https://www.science.org/doi/10.1126/science.157.3795.1373.c
https://www.acm.org/binaries/content/assets/education/curricula-recommendations/cc2020.pdf
https://www.acm.org/binaries/content/assets/education/curricula-recommendations/cc2020.pdf

THEORY OF COMPUTATION

CHAPTER 01

Theory of Computation

N EHNISATUIN

This chapter is the bedrock of the tower — the floor that decides what every floor
above it is permitted to attempt.

unilAetusinguvesiensy — Fuiimuuaimndutisuulasuaygynlviassieslsla
U4
What can be computed at all — and what never, on any hardware?

v dl o % dl o MYy & [ I's I's
azlstnsnAuiulaiay — wazezlsnarualulawmavia lidnaguusnsands
sinluunnIu

Here is a tool every working programmer would like to own. It reads a pro-
gram and its input and answers one question: will this finish, or will it run
forever? No more hung builds, no more servers looping overnight. It need
not even fix the program, only report on it.

A = A A s o a a & Q. 3 [
0] Lﬂii’]\'illE]VII‘UiLLﬂSll bBINNIUINYINAUD mﬂﬂ”ﬂuua SJHS'IUI‘I.JiLLﬂSS.I nu

e =D

o

Yoyaud1velusunsuty udnauA1ufe: lUsuNsNLRLaU KseasIugn

lunasnnia? Lided build dednsaly luidedi@snesuguiuaudnse
U dulddndudos uf TUsunsuiied uAsIBURNANNE

14



THEORY OF COMPUTATION

It cannot exist. Not "nobody has managed it yet," not "it would be too slow"
— no such program can be written, on any machine ever built or ever to be
built, and the proof was published in 1936, before there was a machine to
run it on. Why is the whole of this floor, and the reason the floor sits at the
bottom of the tower: it fences the territory everything above builds on.

fulsifimafiegase Ty "delsifilasvidnse” Tl uasiniuly” — lid
dd o

Tsunsunuuimdesutuld lidazuuaiesluuiineaieunuivsoasadraiy

a L3

‘luamﬂm LLawumwmuaﬂmﬂuﬁﬁ'ﬂLwﬂ 1936 dauawﬁl,ﬂ%aﬁnsﬁ'ﬂLﬂ%@ﬂﬁ’%'u

Y
a/
d

NUGI’JEJQH "‘1/]'1'111" ﬂal,uawmmmsuawuu u,a.uﬂammwam%uuaﬂmaaﬂmm
RIRBHE NuﬂuL‘UﬁlLLﬂu‘VI‘VIﬂ’e)EJ’N‘U’NUHHTNG'I’E)EJE)WUUN'I

The question came from Hilbert, and was meant to have a happy answer. In
1928 David Hilbert and Wilhelm Ackermann published Grundziige der theor-
etischen Logik, the first textbook exposition of first-order logic, and posed
in it the Entscheidungsproblem: is there a definite procedure that takes any
statement of logic and decides whether it follows from the axioms
(Springer)? Hilbert expected there was. In Konigsberg on 8 September 1930
he closed a speech with the line later carved on his gravestone: Wir miissen
wissen — wir werden wissen — we must know, we will know (MAA Conver-
gence).

fanuiiinann Hilbert uazdalalifmeuiiiiniuay U 1928 David Hilbert
uaz Wilhelm Ackermann GWuW Grundziige der theoretischen Logik #ins1tau
usnitesueRssnAaRsSusunila (first-order logic) aghalluszuu uazded
a1 Entscheidungsproblem Wlutiu: finszuiunisiiuiueudsiudeninunds
assnglag udrsnauldlnuinuduilesnaindana (axiom) wiels
(Springer)? Hilbert aa3ndl Miiles Konigsberg Tuit 8 fugnew 1930 1wndn
UngnndeusgleafiniendsgnadnlTuuvquanyaan: Wir missen wissen

— wir werden wissen — L’i']{?l'ad;%: L’i'l%(?fa\‘if}f (MAA Convergence)
The day before, at a roundtable closing a conference in the same city, a

young logician named Kurt Godel had mentioned almost in passing that any
consistent formal system strong enough to describe arithmetic must con-

15


https://link.springer.com/book/10.1007/978-3-662-41928-1
https://old.maa.org/press/periodicals/convergence/david-hilberts-radio-address-introduction
https://old.maa.org/press/periodicals/convergence/david-hilberts-radio-address-introduction
https://link.springer.com/book/10.1007/978-3-662-41928-1
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tain true statements it cannot prove. The room let it go by; John von Neu-
mann, present, appears to have been the only person who grasped what had
happened (Davis, Notices of the AMS, 2006). The paper followed in 1931
(Monatshefte flir Mathematik und Physik 38:173-198).

Tunsunihiu TunmsdssyuliznaunUainenisussguisnisludsufieny
o a = .. = P [ J 1 !
UNAIININeMYNTe Kurt Godel waduninauazidunisiderinue) 115suugy
e (formal system) Niaannasslumiadlae Nudusinweazesuisiavanala
Aeslivennuassusdeniungaulildeglui veswsesguuasenulues;
John von Neumann Jsaglufiussyuaig guatiouszsiliuauiieanduladaig
\inaglsu (Davis, Notices of the AMS, 2006) Una3um uu Ul 1931
(Monatshefte fur Mathematik und Physik 38: 173-198)

Godel had holed the ship, but the Entscheidungsproblem stayed afloat: you
cannot prove no procedure exists until you have said what a procedure is.

Godel 101z3150lUna us Entscheidungsproblem dyaaeadle: aasngaulyls
laisinsguarunislaegias auniigauesiionunowii "nseuiuns” Avesls

The definition was found by watching a person. Alan Turing's move, at
twenty-three and a Fellow of King's College, was less mathematical than
anthropological. In 1936 a computer was a job title: a human being, usually
poorly paid, who calculated. Turing watched one. "Computing is normally
done by writing certain symbols on paper," he wrote. "We may suppose this
paper is divided into squares like a child's arithmetic book" (On Computable
Numbers, §9). Then he stripped the human away one faculty at a time: a
bound on the symbols taken in at a glance, a bound on the "states of mind"
he can hold, nothing to do but look, write, and move. What remains is a
tape, a finite table of rules, and a head that reads and writes — the Turing
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machine, less a machine than a description of what a person does when
they stop thinking and start following instructions. The London
Mathematical Society received it on 28 May 1936.

HgnuilgnAunuainnisiiligau nasiadeulnives Alan Turing neueigaady
auuazidu Fellow ¥a4 King's College ﬁ'uﬂuummgwf‘mmmnn'h
a s a o 1 o & A o 1 o = Y]
AainAans Tul 1936 A191 computer Galudosiunuaau: uywdaunis dn
laA131961 Mt iiaIwan Turing lEgAuALLY wRBUlI "Msau
TngUnfvinlaenisidsudyanualu19e819a9uUNTE Y 151919AUURD
1 -g 1 & 1 a a = a < .
nszauuNuiignuUaludesdvneurilouayaauainvuaan” (On
g.ll @ 1 L4 =
Computable Numbers, §9) 21nUULYINABYS) ADAAMUAIUITAVDIUYYEDBNN
azeg14: AMnuavaulnvesdydnwainsulalunisususazass fmun
YOULYAYDY "dN1IENIAMUAR (states of mind)" Mw1d13la laifies]slivin
UBNAINUDA LWEU kazdu AeinaeagAamy M51NIIUIUTINA wasia
1 A = 14 = & v a . . A & o a 1
gunguuazidsuld — AsLA38991254 (Turing machine) MiluAiaSulgin
uywdvihezlsillongadnuasuvimudids inninazsdunissingaie ey
8n London Mathematical Society l@suunanuilliilioTui 28 wauwaiau
1936

Everyone who defined it independently landed in the same place. Alonzo
Church got there first by another road: an April 1936 proof, built on his
lambda calculus, that no such procedure exists (American Journal of Math-
ematics 58: 345-363). Emil Post reached a near-identical formalism that
year; GOdel and Kleene, general recursive functions. All define exactly the
same class, and that convergence is the evidence for the Church-Turing
thesis: this class is what we informally mean by "effectively calculable." It is a
thesis, not a theorem, and cannot be otherwise: it joins an informal human
idea to a formal object, and no proof bridges that gap (Stanford Encyclope-
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dia of Philosophy). It is also why this floor's results are hardware-proof:
build a computer from anything you like — tubes, silicon, qubits — and if it
computes at all, it computes this set and no more.

ynaunlewiudunnegraludaszranu snasesiigaieanu Alonzo
Church lUfisgaiunaulasieidunidu: uniigaiidafiouusiau 1936 7
@519%uuL lambda calculus va391 31 lIINTEUIUNITHUULLOYDI
(American Journal of Mathematics 58: 345-363) Emil Post ﬁvlﬂﬁqszuugﬂﬁfa
Aunvazwlaunululifeiny; Godel fu Kleene TUfeR28 general recursive
functions NauNALleuAaTIARINULTE LAZNISNAIEUNINUIUTTIUA UL
LDIMBUANGIUVBIVBRI Church-Turing (Church-Turing thesis): AanaLABdEN
smuneieegsliiduninisdionndn "drunaldeddivszansua”
("effectively calculable”) sfuidutions lailenguijun uazsidusdrsdululaila:
Y =] a o 1 & Y v v A & Y 1y a 4
sugeulawevasuywdnliidunsmsitiiuingniduguily wasliduniga
Tnieudesinatiuld (Stanford Encyclopedia of Philosophy) fintduimnmain

o [ 4 g cglld a [ ¥ I3 ¢ a } 4 d' o
ilunadwsvestuilfangaulalidnagldaniauasutialuu: asramaiasmiuin
Junnezlsnlanameeinld — vasndeyinied Faneu Ardn (qubit) — d1siu
Auraldase dufdwalduararativingu ladunlundng

One machine can be all machines. Section 6 of Turing's paper opens with
the most consequential sentence in it: "It is possible to invent a single
machine which can be used to compute any computable sequence." Hand a
machine the description of another and it behaves as that one. Before this, a
calculating device was built for its task — a loom for weaving, a differential
analyzer for equations. After, the machine is blank and the task arrives as
data. Everything downstream depends on that: software separable from
hardware, the compiler, the emulator, the virtual machine, the operating
system running programs it was never designed for. Universality is the
hinge the tower swings on.

& a < = & v A . a v
wn3uReduAsannA3adld daui 6 YaaunAIUVeY Turing LUARY
Uszleandenagziioufignluunanunsatu: "JululdnazUsshvginiounsn

42X dea, o o o oy )
seanilsduin Feldauradnunauinlalag alavisun” ("It is possible
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to invent a single machine which can be used to compute any computable
sequence.”) UauA195U18091A3999UlHNULATDLATDINTN LAILUIEYINM

& = & 1% 1 4 g ¢ o 1% X = C%
Juwasesuulaiag neuntiil gunsalAiuingnasaduuNeuanIzveely
WU — AnerndmSuNern 1ATaAS1ZRTIRYAUS (differential analyzer)
dmsuaunis weniu wnseaduwiuinadan uazauandsdugudeya vn

A ' XX Y & i o 4 o
agNMNNIREINLTUEYAUgaLL: YaWdAwIsILenaanIINEITALISLA
¢ o dl & . .

maulwiaes Byianas (emulator) LASoataiiau (virtual machine) s2UU
UfURnsTsulusunsudsldimegnoenuuuanliiudulddeusdu anandu
@1na (universality) ABUIUWUTNINOABEVINAILN DU

And some questions simply have no procedure. The proof is Cantor's diag-
onal argument of 1891, turned on machines. Suppose the halting checker
exists. Build a program that hands the checker its own description and does
the opposite of the prediction: halt if told it loops, loop if told it halts. Ask
the checker about that program and it must be wrong. So it never existed.

wazuAnunlifinszuiunmsnouaeaien ungatRon1snLeayu
(diagonalization) 481 Cantor 910 1891 figntusnldiiuiniesdng auufdn
R3I988UN1VYA (halting checker) flaga3s a¥ilusunsumilsiitloudiosuny
vasdsiuadliinmaaoy udwhasidwiuasdidnseaeuriungls: vgad
gnuanisiuagaugu wugudngnueniniiuazuge anufnsvaeuReafy
Tsunsutiu fudesmeuiniane Auiuiudslineiogaeiausiusn

Two footnotes of honesty. Turing used neither that name nor that proof; he
proved undecidability for related problems about his machines, and both
name and modern formulation appear later, in Martin Davis's Computability
and Unsolvability of 1958 (Hamkins & Nenu, 2024). And halting is no exotic
special case: H. G. Rice proved in 1953 that every non-trivial question about
what a program computes is undecidable (Transactions of the American
Mathematical Society 74: 358-366). That is a fence, not a pothole — why no
compiler will promise your loop terminates, why no antivirus can decide by
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analysis alone whether a program is malicious, and why every static analyz-

er answers "yes,' "no," or "I cannot tell"" That third answer is a theorem, not a
bug.
a 1 dl v . " k24 5 dl gj a L4 3.’/
\B9955AUNIANNTENSIERIUD Turing luilaldvstetiukasunigarinuuiuaeg
a L4 vV a v v . op e dl dl v [ dl LY
winwgatnsinaulaild (undecidability) vasdaymninetesiuniasdnsves
LY B4 , . va
wwinuu 1193 "Usyrnn1suga (halting problem)” wagguuuuatelniusing
JuNENaT Ty Computability and Unsolvability ¥@4 Martin Davis U 1958
(Hamkins & Nenu, 2024) uazn1svgan lildnsdiiiawidans wae: H. G. Rice
wgaulul 1953 Mdanunlisssunndaiieaiuaanlusunsuaiulniiuy
sndulilAvieaviun (Transactions of the American Mathematical Society 74:
358-366) HuRasinun lilivauve — Asmwnnanlulineulwasssiiluuay
Suusziulainguuesnaazay wananluiilusunsudesiulsadmlvudagule
MInTziegiufgrilusunsuniiadusunsievselad wazaunai
static analyzer ninsnaulaua “1a" “lily" wse "venlild” Aneunautude
naeijun lilyun

Past the wall of the possible stands a second wall: the affordable. A problem
can be decidable and still cost more than the universe can pay. Stephen
Cook showed in 1971 that Boolean satisfiability is NP-complete, and Leonid
Levin proved as much independently in 1973 (Cook's own account). The in-
strument behind such a claim is reduction: a translation cheap enough that
a fast solver for one problem becomes a fast solver for another — one hard
problem made into a lever on all the rest. In 1972 Richard Karp used it to
show that twenty more natural problems were the same problem in
disguise (Karp, 1972); by 1979 Garey and Johnson's Computers and Intractab-
ility catalogued three hundred. Whether checking an answer quickly im-
plies finding one quickly — P versus NP — was posed in a letter Godel wrote
to the dying von Neumann on 20 March 1956 (translation), carries a million-
dollar Clay Institute prize, and is unsolved (CMI). The wall leaks usefully,
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though: the best proven bound for 3-SAT is exponential, yet industrial solv-
ers routinely dispatch structured instances of over a million variables
(Gomes et al.). Worst case is not typical case — where the next floor begins.

v o 1 I3 1% v A o P N 1 o ] 1%
wuiuwsuiiauduldlaluuds dadifunaassdiueg: fMunawisnudy
aunu Jeyinnilaanadinduld (decidable) usgadidunuuneninienanmnsluag
3181117 Stephen Cook wanslsidiuludl 1971 41 Boolean satisfiability 181 NP-
complete wag Leonid Levin Aigauisedeiuldegradudaselud 1973
(Uuiinuad Cook 104) 1AT89NIBLUBINAIIBNA919ULTEAD N15angY

. a Y ¥ A< o o P I3 Y
(reduction): nsuUasgnweauiwAdynisidmsulynimis naneidusa
% A@d o w a =&V yy = v o § v [
widaymnisadmsudndaynmilsldaag — Jymennnilstagniinlinaadu

pulenfientymiiwmaenanunla U 1972 Richard Karp Ttsiunansliiiuga
YaymingulusssuvAsnddude wisswarredeywideriuiiuavasudun
(Karp, 1972); wWonsU 1979 wilede Computers and Intractability 984 Garey
fiu Johnson Asrusaulateauiesdaymn drumauinnisasamneulmsiivs
vendnmanauldisamieniali — P vs NP — gnastuluannuned Godel
\Weund von Neumann Ki&eRgidedindioun 20 urau 1956 (Auda) 1
wiauRus 9 Ianilsauneaaisain Clay Institute wazdslifidmouunaugamn

[ dy 1 0 c’lldq:l [l 1 L4 (%% aa v al
Tuil (CMI) usinuwsiinsegralulseleoviaging: veulwnningallanngn
dm3U 3-SAT ABLBNLAYTNAES (exponential) wsiRuAlnsEAugnaINns sy

YY) a o 14 o & A Y Y Y @ [
navdanN1souaLaudnillassassdaaudadiiulsnindumaladulszd

D

(Gomes et al.) nsgiugign (worst case) hailansainaly (typical case) — ua
AegaAnITuinlUsueA
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Connections - 1%aule

Below: 00, the map. Above: 02, which takes every problem this floor calls
possible and asks what it costs, turning the same counting arguments into
lower bounds. Universality is what 05 sells as virtualization and 06 as com-
pilation. 11 builds on the second wall: cryptography is the deliberate
manufacture of problems believed unaffordable.

FUA: UNTI 00 wrudi Fuuy: und 02 Gamdunndayvinguiisenindulula
wausedudsunuinls Inewdsudelduduganisivuuuieanulinans
\WJuwauana (lower bound) Autluanna (universality) As@snunii 05 vrelu
= o 4 . . . = = I
Fonsvinadiou (virtualization) wazuni 06 veludenisaeulng
(compilation) U7l 11 @51968AMNAUNITIFDS: INYINTTHAAU
(cryptography) Aeni1saslaasadaymngenuinlifuauyunozunauun

Open questions - A1aundanag

P versus NP, obviously — though a proof that P = NP would be less a theor-
em than an event: the security of the internet dissolved, much of mathem-
atics handed to a machine. Is the thesis itself safe? Quantum computers
compute nothing a Turing machine cannot, but may break its efficiency ver-
sion — chapter 14's territory. And the deepest: undecidability limits ma-
chines and, through the thesis, any procedure a human could follow. Does
anything escape it, or is the fence around the possible simply the shape of
thought?

P vs NP uuuausguas — udituniigaian P = NP azilluimanisalunnnineg
&, 3 = [ a s @ a g 1 1
Juuanguijun: Anuasaievesdumesidnazaasl adaransdiulne
vzgnaswauliiiaIesdnsvinunu 4ome Church-Turing taUasnfeniailan?
ABNWILADIAIBUAN (quantum computer) Auaieglsii Turing machine
awralilalasdnagng usenavianenesdulszansnmvesduls — dude
a -:i ° e v a M v . Y. o w
AUKALYDIUNT 14 uazAiaunaniign: nsanaulale (undecidability) S
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Go deeper - 91ufia

— Michael Sipser, Introduction to the Theory of Computation, 3rd ed., Cengage,
2012 — the standard course text (author's page).

Michael Sipser, Introduction to the Theory of Computation, 3rd ed.,
Cengage, 2012 — s 138uNIRSg VI (MTNIUVDIEIToL)

— A. M. Turing, "On Computable Numbers, with an Application to the
Entscheidungsproblem," Proceedings of the London Mathematical Society,
ser. 2, 42 (1936-37): 230-265 — worth reading for §9 alone (PDF).

A. M. Turing, "On Computable Numbers, with an Application to the
Entscheidungsproblem," Proceedings of the London Mathematical Society,
ser. 2, 42 (1936-37): 230-265 — AuA19ZEULA §9 IR (PDF)

— Richard Karp, "Reducibility Among Combinatorial Problems," 1972 — the
paper that turned NP-completeness from a theorem into a map (PDF).

Richard Karp, "Reducibility Among Combinatorial Problems," 1972 —
wWiesnuaeu NP-completeness 9nnguijunlinaneiduwnui (PDF)
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CHAPTER 02

Algorithms & Data Structures

% a L 14 174
aanasmuuaﬂmmi'\waga

This chapter is the floor immediately above computability: 01 says a task can be done
at all, and this floor asks what doing it will cost.

unilAetunegmiiaizasmuinld (computability) Juuiud — uni 01 UanI1UNI

v v
U

ilansali drutuilnudniudrdeadedunuinls
Given that it can be computed, how well can it be done?

dl 1% v 1 é’ﬁ o v o Yo 1
Wajuarinnutuaiwiula avvinlaaualuu

In 1960, at a seminar he was running at Moscow State University, Andrey
Kolmogorov told the room that multiplying two n-digit numbers must cost
on the order of n? elementary operations — that the method every school-
child learns, digit against digit, is essentially the best there is. It was a
reasonable thing to believe. Every multiplication algorithm anyone had
written behaved that way, and Kolmogorov was not a man whose
conjectures were casually wrong.

U 1960 Tuduuufwndugihiuminendeuealn Andrey Kolmogorov uan
Auauluiesdn N1IRaIAY n NENABITIUILABUAUAUNUIII N2 ATIVBINT

o X add & o A a [y = U A addad | A
NITNINUIZTU — ITNANUNLTBUNNAULIYUNU AUNaTIaN ﬂﬁ)’)ﬁﬂﬂﬂi‘jﬂt%’m

yaA & & Ad vy 1 oA o a= .
311‘16] uLUuLiaQWL%aVLﬂaE]unLMG!Na LNINTBANDINU (algorlthm) ﬂ’]‘i@m‘iqﬂ

)

4
LY I =

=\
a = 1% ° & & ' Ay
FAINUAULYYUYUUTIAIUNINTULUUUUY LA KOlmOgOFOV ﬂ"lafl‘tjﬂu%‘ll’e)ﬂ'm

L3 a

ATV HAN U
A student in the room, Anatoly Karatsuba, broke it inside a week. His trick is

almost embarrassingly small: cut each number in half. The schoolbook
method then wants four half-sized products; Karatsuba noticed that three
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suffice, because the fourth quantity can be recovered by subtracting the
ones you already have. Do that recursively and the cost falls from n? to
n"log23 — about n™1.585. At the next meeting Kolmogorov reported the
refutation himself, and then discontinued the seminar (Karatsuba, The
Complexity of Computations, 1995).

UnAnwrauniisluriasiiu Anatoly Karatsuba wnanssiuldnnelunisduav
nawdinveudnautitensdied Aedmausavdruauesnifiundimil 33uuy
isdaslduanmuuInA3miiaiaden us Karatsuba Aunaiuaaiusfine
wsreUSnaanamldanmsausiiifeguiteenainiu vguiiuuuidendn
(recursion) AUNUAZAAIN N2 LA nAlog,3 138513 nA1.585 Tunsuseau
aSadaun Kolmogorov s1eaudierindnsiigesies udrfendndununiuly
ta® (Karatsuba, The Complexity of Computations, 1995)

Nothing in the world had changed that week. No new machine, no new
physics. A fact about cost had been discovered, the way facts about nature
are discovered — and that is what this floor studies.

lusieglslulanwasululuduavinu litiwsedlu ladn@ndlui dsnignAuwy
Aatamnavsaieaiu Aunu Tunuuideriuiidenniaasuneiusssusfgnau
WU — uazilpedanduildnu

Cost is a shape, not a number. The notation for it was borrowed from num-
ber theory: Paul Bachmann introduced big-O in 1894, and Edmund Landau
adopted it in 1909, crediting him (MAA Convergence); Donald Knuth's 1976
note in SIGACT News pushed computing to standardize on O, Q and @
(Knuth, 1976). Notice what the notation deliberately throws away: constant
factors. That is not sloppiness. Constants are the part of the cost that
hardware, compilers, and careful coding can move; the growth rate is the
part the algorithm itself owns, and no amount of engineering below it will
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change it. A machine ten times faster buys you a constant. An exponent
buys you the future: on Karatsuba's exponents alone, the saving is roughly
eighteen-fold at a thousand digits and three hundred-fold at a million.

£ 1< K [ ¢ g v LV | = o
Aunulugunse ldlasua fynsamldunusiviuunainngufdnuau — Paul
Bachmann t@ua Big-0 Yutuaseusnlud 1894 uda Edmund Landau 1114
solull 1909 nwieulasAniun (MAA Convergence) Uu#inwad Donald Knuth
1ud 1976 Tu SIGACT News wdnsulirenisasunmasly 0, Q waz O 1Wu
UINTFIUIIUAU (Knuth, 1976) duneindynsalilnglaiseslslu — NsAmei
uulidldanuinite AmsiAsdiuvesiuunansauls maulniass uaznis
Weuldnag1eseiinsededauduls dqu dns1 nasiulnfediundanasiudu
4 1aa g.’/ 1 1 3 dl LY M v dl dl 3 g a 1 d’l‘ 1
Wrveaes kifidenssutuaravinlsniasuiiulile 1wseanisiduduningasn
g v Y ' Ho o X v Ao o
Awnlinald uhavdnasgeautAnliinu — lWIZlaYTAIaIves Karatsuba
agafe AUsEndalas1FULUAMNAIWUKEN wazauSounNa1undn

A small catalogue of strategies covers most of the ground. They are worth
knowing by name, because almost every algorithm you will meet is one of
them wearing local clothes.

¢ & P &I a 1 = v v a v
F1EN1SNALNSIans Yanutlsnseunguinuidulugvesauuidlila qunaziin

(%
=1 4

P A Y ac o < a = A a
iazve wsrzununndanesiunaaaziee NRenildlulinandedanizau
UINNVINTU

Divide and conquer splits a problem into smaller copies of itself, solves
those, and stitches the answers together — Karatsuba's trick, and merge-
sort, which von Neumann wrote out in 1945 in what survives as the earliest
example of his coding (Knuth, "Von Neumann's First Computer Program,’
1970). Its most famous application is a three-page paper by Volker Strassen
with the flatly provocative title "Gaussian elimination is not optimal," which
multiplied matrices in about n"~2.807 instead of n3 (Numerische Mathematik
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13, 1969). The chase it started has run for over half a century and is still
running: the published record now stands near n"2.371 (Alman et al., SODA
2025), and nobody knows how far down it goes.

1 Y Aaa . . [d o 1 v
WULLAINTA (divide and conquer) wenleynieanidudiugasuaanitiuies
uhlymdesiaiu uanduaAnaultnaieiu — dAenallinues Karatsuba
waz mergesort @4 von Neumann 1gul3ludl 1945 \Juiegrausngnuaau
LﬁﬁluiﬁﬂmmL‘U’lﬁé‘fﬂ‘wmmﬁaagj (Knuth, "Von Neumann's First Computer
Program,” 1970) n1sUszanaldilassangaaelilesaiumninuas Volker
Strassen ﬁﬁ'ﬂ%a%qmm 71 "Gaussian elimination is not optimal" %a@m
WnSNg (matrix multiplication) 1@T1517 nA2.807 unuitazidu n3
(Numerische Mathematik 13, 1969) n1slaamiuilasigavuiulianiuun

v 1 d! v 1 aa d'd a o 1 ld'
WAINIAIAMSTHIAzEIlingn aERNANNNAIgAegTIS1I NA2.371 (Alman et
al., SODA 2025) waglifilasiinduazanasluladnualvu

The greedy strategy takes the locally best step and never looks back —
either naive or optimal, depending entirely on whether the problem has the
structure that rewards it — and when it does, greed is unbeatable. Dijkstra's
shortest-path algorithm is the canonical case, published in three pages in
1959 (Numerische Mathematik 1: 269-271). He designed it, by his own ac-
count, in about twenty minutes in 1956, without pencil or paper, sitting on a
café terrace in Amsterdam while out shopping with his fiancée (oral history,
Charles Babbage Institute, 2001).

1 ]
aaa

(4 L= ¥ gj ¥ [ [ = b4
nagns greedy wonimnananlugauus) uaaliiunauluuesdn — azls

wevaSeungiigantuegfuinlandiuilassaireiineunnuisiivieva
s wazidioiudl greedy Atouglailfias Sane3fiumidumedugavas
Dijkstra AafhetananadAnvadisosl ANuWlLamLilat 1959
(Numerische Mathematik 1: 269-271) anugnuaniaweaiuies lw1Anfuy
wlunansmiauuniided 1956 Tnglififugenienszay togissidosa
Tué’mma%é'fmzwheaanle%aUﬁeﬁ’U@:wﬁy'u (oral history, Charles Babbage
Institute, 2001)
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When subproblems repeat, dynamic programming says to remember rather
than recompute. Richard Bellman developed it at RAND, where he worked
from 1948 to 1965, and the name is a deliberate disguise: RAND answered to
a Secretary of Defense who, in Bellman's telling, "had a pathological fear and
hatred of the word research," so he chose two words nobody could object to
(Dreyfus, "Richard Bellman on the Birth of Dynamic Programming," Opera-
tions Research 50, no. 1, 2002). The technique is more honest than its name
— it is simply the trade of memory for time.

dlelandgeuiing dynamic programming venlwsienlSunufiazdunalng
Richard Bellman Weuruifutiudl RAND Sauwiauegfaudt 1948 §a 1965
uasdeiinons8nsnadingla — RAND Gﬁumqﬁ’u%’guum%aaﬂwuﬁmuﬁwaﬂ
L@1v84 Bellman "naluasindenmnin research agelnun@” lw1dadanlyass
ailsilasanauldunu (Dreyfus, "Richard Bellman on the Birth of Dynamic
Programming," Operations Research 50, no. 1, 2002) maliahgonsininde
vassiudedn — SuRenisuanumiieanus oA NEUINWINTLLDS

Strangest of the four is randomization, which wins by refusing to be pre-
dictable. Tony Hoare devised Quicksort in 1959-60 as a student in Moscow,
working on machine translation of Russian, and published it in 1962 (The
Computer Journal 5, no. 1: 10-16). Its worst case is quadratic and an ad-
versary who knows your rule can force it every time; choose the pivot at
random and that adversary is disarmed, because now they would have to
guess your dice.

v
oA 1

wlanfigaludnagsiiAe n1sdu (randomization) Gevugdonisufiasiiorls
memsld Tony Hoare Andu Quicksort Auszined 1959-60 mauldu
tindnunegiiuealn vaudunsuwlaniwiadedenies uddiniulud
1962 (The Computer Journal 5, no. 1: 10-16) n5aiugidn (worst case) Vaaxlu
\Dunuusnadsaes (quadratic) uagihensedna (adversary) finguosaa
annsatsduliAnnsdduldnnade iFengavau (pivot) uuugduudadhense
Fuauiufinuanied isensuinanudeanngnisvesnaunu
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A data structure is a payment plan. This is the idea that makes the second
half of the field cohere. An unsorted array is cheap to add to and expensive
to search: you pay at query time, every time. Sorting it is prepayment — one
large charge now in exchange for logarithmic lookups forever after. A hash
table pays at insertion for near-instant equality lookups but cannot answer
"what comes next"; a balanced tree charges a little more per operation and
answers ordered questions the hash table cannot. Databases call the same
decision an index, and the trade is identical: writes get slower so that reads
get faster (chapter 08). Nothing here is free; you are choosing only the cur-
rency. And the currency need not be time at all — precompute a lookup
table and you have bought speed with memory, which is the space-time
trade in its purest form.

Tassadnetoya (data structure) ABUWNUNITIBRUL UL DA lowfenvinli

= @ A 4 v & X o ' ca W L o W a v I
Assnasasaliweniuluiiofs) asisdndslidesdaumndayatily
lagn usiAum (search) Wng — AABIIIERBUAS (query) NNATILY uAAI3ES
a10u (sorting) tulineu WuAsn1sIea1min Ieneulngasufenaull

[y} % d' < a [ 6’5 1 1

wanNAUNISAUNINSIUUann1sNulunaanndsanniiu hash table anunauld
JayartnlUimsnaniumsauniauinf Ul IRouiuf uinaumaudn
"fainlufoazls" lild Auliiauna (balanced tree) AnsIAsianIsNTEIUMNG
nilanies wAnauAIaBaIRUN hash table naulild grudayaisunns
dnaulanuufeIfulIGud (index) waznisuanldvandefuloudutly —

a P 2 v < X ~ A A Ve a o
Weudhaunelienusitu (uni 08) lufiezlslulins auuAdenanatuias

\ a & a0 & w & ° Y] o
318 wazanaRuuun lividuseaduanausly — Anamsisaumls
aranth udnundernuswmeniheaiui daensuanlduanide
serinnuniualugluuunusansnagn

Some costs are floors, not failures of imagination. Any algorithm that sorts
by comparing elements is, in effect, a decision tree: each comparison
branches two ways, and the tree must have a distinct leaf for every one of
the n! possible orderings. A binary tree with n! leaves has depth at least
loga(n!), which grows like n log n. So no comparison sort can beat Q(n log n)
— not one that is cleverer, only one that stops comparing. Counting sort es-
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capes precisely because it looks at the values themselves rather than at
pairwise comparisons. Notice that this is chapter 0l's move — counting
what a procedure can possibly distinguish — aimed at cost rather than at
possibility.
AUUUINEE19ABYBUAMN (lower bound) lailgmanudnLnaInNIRUALINIG
[ a e I3 A a o v v = = a .
danesfiulanmunisesdrdudisnisiUseuiisuaudn (comparison sort) Ing
X Y v N v £ v a .. = = ' &
WewindnAeauldnisandula (decision tree) — nsilSsuifisuunazas
[ 4 v v A v o [y = 1
wnnaaniluasane uazauliuudedilundsiudmsunanisduanuduly
16 n! wuvvesnisiSesaau aulsiuuuluuns (binary tree) 713 n! Tu desdinau
anegnailog log,(n!) Felawuu n log n aguuliiil comparison sort fluuien
wuz Q(n log n) 1o — Lildmszdslafidaannind udmszduaaifidn
\Wisuisuminiunaegyinlé counting sort waanuanvaulwailldninszsiv
WBINAN9399 unufiszuesnisiseuiisullugg dunadnliAevinfeaiuund
C = v v = 1 & v
01 — n1stuInszuIuMsuilaenuezeslslitng — iieusalunauuunu
Nazaslunanudulula

And the model leaks. Big-O hides constants, and sometimes the constants
are the whole story: Lipton and Regan named the class of galactic al-
gorithms — asymptotically superior, never used, because the input size at
which they win exceeds anything that exists (2010). Big-O also hides the
machine. Two loops with identical asymptotic cost can differ tenfold be-
cause one walks memory in order and the other jumps, which is chapter
04's floor leaking upward. And worst case is not typical case, as chapter 01's
SAT solvers demonstrate daily. Asymptotic cost is the price on the label;
what you pay at the till still depends on the machine.

o A = [y . 1 1 av v ] a
WAZLUUIIABINNST (leak) Whliaufiu Big-O GauA1AINLY kazuNASIAIAI
UULNAZABLTDINIMNA — Lipton kag Regan AY¥BNZNNITENIN 9aNa3NuNI

<@ a . . Yo a=x o ] 1 a Y o W
wangn (galactic algorithms) TnudanesiunmiloninluBaduniu
(asymptotic) usilimegnldae insizaundunnnduazisusuziulnginu
nirelsniiegase (2010) Big-0 davausuasadlinay guassguiinunuuuy
asymptotic iz a1asieiuduwinla sizguniafumieanudises

30


https://rjlipton.com/2010/10/23/galactic-algorithms/
https://rjlipton.com/2010/10/23/galactic-algorithms/

ALGORITHMS & DATA STRUCTURES

muadu @rwdngunselanliun Fadun1sirTunnantuvesuni 04 wag
nsdlugannlailunsdinaly mileunisuidaywn SAT (SAT solvers) luuni 01
wanaliftiunnIu AunuLuy asymptotic AesAuuiie Asamdeasmou

4 L4 o &( [ d' a
NUNATULADIYITUBYNUAILATDIDYR

Connections - 1%auleg

Below: 01, which decides what is possible before this floor asks what it
costs. Beside it: 03, which supplies the counting that turns logz(n!) into a
genuine information-theoretic bound. Above: 04, where the memory hier-
archy decides which constant factors are real; 08, where B-trees are a data
structure shaped by the cost of touching a disk; 12, where the training of a
model is dominated by exactly the matrix multiplication Strassen attacked.

ee

Fuane: uni 01 Jednduitezlsiulula neunvuliszaudndudidunuminls
TFut1Ae: uni 03 Felinastiunaeu logy(n!) Tinaneiluveulwnidangu))
@15auma (information-theoretic bound) 2339 Yuuw: UM 04 NARUTU
N8AUS1 (memory hierarchy) [udadinduinainsialluuiinaass uni
08 7 B-tree 1Julassadndoyangninunsusialagaunuvesnisuazian un
= = o a gv o L4

1 12 ImMsmsulaunagnAsauilagn1sAMUNSNGAAEINUN Strassen 111

Taufm

v A,

Open questions - A1a91uNg9UAD

eee.

Is the true exponent of matrix multiplication 2? Sixty years of work has
moved it from 3 to about 2.371 and stalled far above the obvious lower
bound. More broadly: is worst-case analysis still the right instrument, when
the algorithms that matter commercially are judged on inputs that are any-
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thing but adversarial? And is the catalogue of strategies above complete —
or is there a fifth idea, as basic as divide-and-conquer, that nobody has had

yet?

LAUTAAINUVINIIVDINTAUNINTAD 2 WFawan nnAuTUvesnuneeIy

Aowiiuann 3 u1egiisnd 2.371 udINANBYHININTEUANNTALIUEENIN NBS
vy X a a < a . v & 4 A A

n119UulUBn — n1sTimsizinsalugdn (worst-case analysis) faluinsasiion

gnsesadlnu Tulisdanesiiundrdglugendivdgndnduuudunaililad

anvazilulfindiay wazsen1snagnstnenuAsuAIULAINI oY — nsadl

I A v d' g U . . d' L ' a = o
lowwieninnnugiuwes iu divide-and-conquer NgslifilasAndadiuay

Go deeper - 91Ufid

— Cormen, Leiserson, Rivest & Stein, Introduction to Algorithms, 4th ed., MIT
Press, 2022 — the reference; §8.1 has the sorting lower bound in full (MIT
Press).

Cormen, Leiserson, Rivest & Stein, Introduction to Algorithms, 4th ed., MIT
Press, 2022 — Lau§1989an §8.1 fvaUa1998In15is8edAULUUANgULUY
(MIT Press).

— Edsger Dijkstra, "A Note on Two Problems in Connexion with Graphs," Nu-
merische Mathematik 1 (1959): 269-271 — three pages, two algorithms, no
wasted sentence (PDF).

Edsger Dijkstra, "A Note on Two Problems in Connexion with Graphs,"
Numerische Mathematik 1 (1959): 269-271 — @uwii1 desdana3via 1yl
Uszloaluusuilos (PDF).

— Volker Strassen, "Gaussian elimination is not optimal," Numerische Mathem-
atik 13 (1969): 354-356 — three pages that started a fifty-year race
(Springer).

Volker Strassen, "Gaussian elimination is not optimal,” Numerische
Mathematik 13 (1969): 354-356 — @uNTNNYATUIUNITUUITUNE1IUI

AUl (Springer).
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CHAPTER 03

Information & Coding

ANSAUNALAZNISIVISNA

This chapter is the bedrock floor beneath every message the tower moves — it fixes
what a signal is, and how much of one a channel can carry.
unilfedusinguieglinndeninuivenssandeslu — dufiruaindaayia (signal)
Aoezls uavdesdauras (channel) nilssulaunualvu

How much surprise can a channel carry?

1
1 o =<

Yosduanamilssuanulssuatalalauinualiu

Before 1948, every engineer working on a noisy line believed the same thing,
and it was wrong. Noise corrupts messages; to fight it you shout louder or
you repeat yourself. Either way you buy accuracy with power or with time,
and the exchange rate looked merciless: to drive the error rate near zero
you had to slow the message near to a stop. Reliability and speed were a
seesaw, and that was simply the nature of physical channels.

noudl 1948 %qnsnﬂﬂuﬁﬁmﬂuﬁ’umaé’zyiyﬂmﬁﬁé’iyzy'\msvmu (noise) 1o
Soufeaiu uariufia dyanasuniuinlidennudeme sduiundes
arlnudstundonndn lidwndluunnidesdemuuiugdendanunie
fenan uagdnruaniUisugnaiieann — aznashsaruAawaalid
Tndaus andesilidonnuianuiiounyais aAnutngeda (reliability)
fuarnuiudumiieulinseaniidasiuey uastuffesssumivedos
deyeyraunan1enIn

Then Claude Shannon, at Bell Labs, published a paper in two parts, in the

July and October 1948 issues of the Bell System Technical Journal, and the
seesaw broke (Shannon, 1948). Every channel, he proved, has a number at-
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tached to it — its capacity. Send at any rate below that number and you can
push the probability of error as close to zero as you like, without slowing
down at all. Send above it and nothing saves you: not more power, not more
repetition, not any coding scheme anyone will ever invent. Not a seesaw. A
speed limit, with a free lunch underneath it.

w1 Claude Shannon 7 Bell Labs Affisiivesassnaluatiuieunsngiau
wazaa1ANU 1948 ¥4 Bell System Technical Journal wazlfinszandatiufivh
a4 (Shannon, 1948) wigatdwndesdyaadifiauisinegiuiuaue —
AuYadTyRyInu (channel capacity) veiiu dsiredaslafinnud dndd
Fiavtiu anngnanuizduresanuiianaialilndaudualuuils Tagld
Fosthasasuliusitos dudusuauiuly liflerlstheanld lidezidia
Wi WRuNsne ieARAUARIENSIE (encoding) wuulvuAmudiasiilas
Antulusuian lildlfnszandndely udludadrinnuss fidvesidou
agU9ld

To get there, Shannon first had to say what a message is.

ni1azlufisgaiiu Shannon desuanneulndeniumsesls

Information is surprise, not meaning. His second paragraph throws away
the thing everyone else cared about: "These semantic aspects of commu-
nication are irrelevant to the engineering problem." What matters is only
that a message is a selection from a set of possible messages, and the engin-
eering job is to reproduce the selection at the far end. That reframing gives
the unit: "If the base 2 is used the resulting units may be called binary digits,
or more briefly bits, a word suggested by J. W. Tukey." One fair coin flip is
one bit; one fair die is about 2.6. A message you could have predicted car-
ries none, however long it is, and a message you could not carries a great
deal, however short. Entropy — Shannon's H — is just the average surprise
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per symbol from a source. Harry Nyquist and Ralph Hartley had circled this
in the same journal in 1924 and 1928; Shannon closed the circle by making it
a measure.

@15aune (information) Aaauuszuanla lulyanunung gentnassves
wrnsd@nnnaudulinudfyluias — "wiyuiBaniunang (semantic)
wianiussnisdeanslinedesiulandnmsiainssy” dsidrAgdinegsin
Jannunilidenisidenangadennuidululdiomn uazaumidimnssy
AaNIsAs1eNIsidentugINUaten1e nsinseuluidlimieineanun — i
a1 2 nurenlaazi3anii binary digit Wsawsundue 31 bit A7 J. W. Tukey
o . I O P I . 4
Juawaue” nsleumnssgyilinemsamilinssliauiade (bit) gnisindiieanss
nilegniians13 2.6 Un Yamnunnamelaeguaililiasaumeaasliinozeny
waluu drudapnunnumelilafiasaumaninliinazduualu oulnsy
Y <@ A 1 a 1

(entropy) — §i7 H w84 Shannon — AR9ANLRABYBIAUUTENAIALAMD
deydnwalnilafianuvastayanilaunas Harry Nyquist wag Ralph Hartley
wenuegseulaweilunsaisiheaiuiiey 1924 uaz 1928 Shannon Unaeuiu
mensiliiunatelumieiafiuiass

Entropy is the floor of compression. Once surprise has a number, the num-
ber binds. Shannon's noiseless coding result (Theorem 9 in the paper) says a
source of entropy H cannot be encoded in fewer than H bits per symbol on
average, and can be encoded in arbitrarily close to H. English is nowhere
near the 4.7 bits per character that a 26-letter alphabet would allow,
because letters predict each other — q is followed by u, and you already
knew how this sentence would end. That gap between the alphabet's capa-
city and the language's entropy is exactly what every compressed archive
eats. Compression is therefore not a trick performed on data; it is the re-
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moval of predictability. Which explains two things everyone has noticed: a
compressed file does not compress again, and truly random data does not
compress at all.

oulnsUAenutua19gavaIN15TUSA (compression) waanuUsenanlall
fatavfiuLas Matiunynde naansiseansiisiawuulidyyiasuniu
¥84 Shannon (Theorem 9 luwile3) uaniunasdoyaniieulnst H 1y
annsadsialiningt H dnsedyanuallaoiadsld uagaunsaitsiali
TnalAes H launninfisiesnts nmedengudainglnaain 4.7 Gnremionysi
AI8NYS 26 AILOUNY IR LANIN LnsIgidnysTiTuIeiuedld — q mudoe
u Ldue uazamnegudrIUselenilazauasdils doeneszuineanuguesdn
o Y = & A & o s @ ca v &
dnwsivlulnslvesnwtuuwrazAedanlnatdudannluafudnly agtunis
S o = ' @ o v v 1y = 1% =% a
Tudadalalldnadinniindudeya uwiRanisieauinelasenly deesuie

4 A o & s o Yy a % a M v v a
aﬂﬂﬁ@ﬂmnﬂﬂutﬂﬂa\nﬂmL“u —1WaVIUU@ﬂLLa’JUU"U’Iaﬂ1M1ﬂ LLaz‘Uaga‘Vlml

9

9399 Guonlilalay

Capacity is a speed limit, and redundancy is how you drive at it. Shannon's
noisy-channel theorem (Theorem 11) is the free lunch stated formally, and
Theorem 17 puts a number on it for the commonest case: "The capacity of a
channel of band W perturbed by white thermal noise of power N when the
average transmitter power is P" is C = W log(l + P/N) bits per second (BSTJ
27, no. 4). Note what this licenses. Repeating a message three times is re-
dundancy spent stupidly — it triples your cost for a modest gain. Shannon
proved that redundancy spent cleverly buys near-perfect reliability at al-
most no cost in rate. He did not, however, say how. His proof shows that
good codes exist by showing that a randomly chosen code is probably good
— an existence proof that handed engineers a construction project lasting
fifty years.

ANNYABTATINAAIINIGT wazAUTgIgeU (redundancy) AedsTinauduluTyis
U a 1 o dld o A
1 noufunvesdyaraunildaymyiasuniuves Shannon (Theorem 11) o

N a 1 14 1 < XY Y aa
voansngnnaalienalun1ans uaz Theorem 17 Tdaaavliiunsalinu

'
1 =

Uoaiign — "ANUBITRddn s IEUAIND W ignsuniulaedayeauio
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SUMUAUSOUAVIIANAY N Lilannasdaaauae P' Aa C = W log(1 + P/N) Un
AeIU7 (BSTJ 27, no. 4) #unnindsiiilanslinezlsing mayadeaiugiau
assRensTdnnudrteunuulin — dutvudunuduauviniewaniudils

= v a a a1 95 174 ¥ 124 1 é" 1 d'l A :l'
\Wesiiaatin Shannon WgawinAutIteunldedsaainteninuuyenon
wavanysaluuuinlalasunuldidsdunuausasias wawalalaueandiivia
83la UnigaLveIVIMANITISTANALTBEDII en1suanIITHaNAoNWUUEN
& a < a ¢ a A 1 a . A ] P %
Uu9eh — Juuningaiideliaga3s (existence proof) NEulasan1snaasali
ansvinse ludninaut

The construction project. Richard Hamming had a personal stake. Working
weekends on Bell Labs' relay computer in 1947, with no operator present, he
would submit a job on Friday and return Monday to find that the machine
had detected a card-reading error, dumped his work, and moved on. Twice
in a row. "Dammit," he recalled thinking, "if a machine can find out that
there is an error, why can't it locate where it is and change the setting of
the relay from one to zero or zero to one?" (IEEE Computer Society). The
answer became the Hamming codes (BSTJ 29, no. 2, April 1950: 147-160) —
parity bits arranged so that the pattern of failed checks spells out the posi-
tion of the flipped bit in binary. Detection had become correction.

TAsannsAaad1eiiu Richard Hamming Si3esdusadhuniiendesde nou
aiuasenfindiunsesiuinuuuTiadues Bell Labs 1ud 1947 Tnglaid
wihiimuauegias wndsmudiluTuanudanduinfudunsinuinaies
asveteiananlunseuTns ivnuveswtlu wdnduntde aowndsia
fu wilade” wnaraauuuil "duesemeiniiveianaiald inluud
viunisiiiaudadsusdiasanviadugudviequdiundaeslaldae
(IEEE Computer Society) Amaunateuu Hamming code (BSTJ 29, no. 2,
April 1950: 147-160) — UnW13# (parity bit) ﬁ%’ﬂﬁ'aﬂﬂﬁgmmwmms
mnaauﬁé’ummaxﬂﬂﬁﬂLmﬁwmﬁmﬁwﬁnﬂé’uaaﬂmLﬁuLamgﬂuaaa s
n5299U (detection) naretdunsuily (correction) Tuudn
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Then the codes got good. Reed and Solomon's 1960 construction over finite
fields (Journal of the SIAM 8: 300-304) survives bursts of damage rather
than isolated flips, which is what deep space demanded: JPL launched Voy-
ager 2 toward Uranus knowing its Reed-Solomon decoders did not yet ex-
ist, "gambl[ing] that by the time Voyager II would reach Uranus in 1986, de-
coding algorithms and equipment would be both available and perfected.
They were correct!" (NASA TM 102162). Robert Gallager had meanwhile in-
vented low-density parity-check codes in his 1960 MIT thesis, published
them in 1962 (IRE Transactions on Information Theory 8: 21-28), and
watched them vanish — too expensive to decode on the hardware of the
day. They were rediscovered by MacKay and Neal in 1995-96, alongside the
turbo codes of Berrou, Glavieux and Thitimajshima (Proc. IEEE ICC, 1993),
and the wall Shannon had drawn was finally reached: by 2001 an irregular
LDPC code came within 0.0045 decibels of capacity (Chung, Forney,
Richardson & Urbanke, IEEE Communications Letters 5, 2001). Your phone
uses both descendants — LDPC for 5G data channels, and Erdal Arikan's po-
lar codes, published in 2009 and standardized within a decade, for the
control channels.

WEasaRiSuATLSeeq n15ad19uas Reed waz Solomon 11l 1960 Uy
faddnia (finite field) Journal of the SIAM 8: 300-304) nusisnandemeii
adugas (burst) Tadndnniswandauuuiiens dududsiiesnmeniedn
Foannswed — JPL Udessnu Voyager 2 slsdanagisiansiisinensia Reed-
Solomon wassfudislaifiagass Tae "wiiuiniledanand Voyager II Tufiannn
aisiialul 1986 danesnuuavaunsalnonsiassnioulduLazaNYITaILaY
FawanimAngnl" (NASA TM 102162) Tusgninstiu Robert Gallager Andu
low-density parity-check code (LDPC) %uiu%waﬁﬁwuéﬂ%mmﬂLaﬂﬁ MIT U
1960 fAnunsiulul 1962 (IRE Transactions on Information Theory 8: 21-28)
wiAithgiudounsly — mssunaduningneasialduusiiausyeiu
siugnAaunulviilae MacKay uag Neal Tull 1995-96 wiaunu turbo code w3
Berrou, Glavieux Wag Thitimajshima (Proc. IEEE ICC, 1993) AR
shannon 14lAfignludslufign — nelud 2001 LDPC wuv irregular 1i1lnd
AU laluszegrinaies 0.0045 wdiua (Chung, Forney, Richardson &
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Urbanke, IEEE Communications Letters 5, 2001) Imé‘i’wﬁfuaaami%'mmmﬁa
@03a18 — LDPC dusudastoya 5G wag polar code ¥4 Erdal Arikan @
WunWlud 2009 wazgninumduuinsgrungludul dmsutesmugu

And the floor's silence is its leak. Everything above is indifferent to what a
message says. Shannon's disclaimer was a precondition for the theory's
power, not an oversight — but it means this floor can price the transmission
of a diagnosis and of a spam message identically, and has nothing to say
about which was worth sending. Every floor above pays for that silence in
its own currency: cryptography (11) must add who sent it, databases (08)
must add what it means, and machine learning (12) spends its whole exist-
ence trying to recover meaning from statistics — while quietly using
Shannon's entropy as its loss function.

= Y Aaa RV [T 2 ' '
wagAURBUTRITULNARYATIUST (leak) Nnagedrsiuliaulaiaedn
Jaanunninezls AMufiasanusuiiaveuves Shannon Wueuledndu

v ¥ v
=1

ﬁawé’waamqwﬁﬁ Tuilgnsuesdnu — widununeauituilanisainsdma
Fedelsaiumsdsdaanuanduwiniule waglifiozlsaznaaeinduluudu
Afagdsniniu ynduilegmietulufesdnsAanuisuiideanatuves
§1109 — IMEINSIHASU (cryptography, unii 11) deaiiuilasiduauds 37U
Foya (Undl 08) Foadninfumineaaiesls uag machine learning (Uil
12) [Finvavmavesiiuneeufaumuendufuinainada — wiouiu
wouldioulnsUues Shannon 1u loss function vesfulusie

Connections - 1%aule

Beside this floor: 02, whose Q(n log n) sorting bound is this chapter's count-
ing argument in disguise — logz(n!) is the number of bits needed to name
one ordering. Above: 09, where TCP builds reliability out of an unreliable
channel — the same bargain, made at a higher floor; 08, where compression
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and checksums guard stored data; 11, where a cipher's strength is counted
in bits; 12, where a model that predicts the next token well is, by the
argument above, a compressor.

Y v = = = ' = o v BN v sy v &
TUTILAYS: UNT 02 Fevauans Q(n log n) YaIMsisENaIRUNABTBLAKEAFY
Lo dy dl Y A o a dl v

nstiuvesuniluvaiueediaun — logy(n!) Aeduutnnnesldlunissey

o w = ) = o v oA A X @ =
AfuNTaUY YuuL: uni 09 7 TCP as1eAnuuweiaduaIndeddeysyam

[ 4' I v a U N gj ‘dl ! dl dl d LY

laiundeiio — dennasfieanu uivinluguigndn uni 08 Nnstudauaz
checksum AuAsasdayandmnuli undi 11 fnnuudaunssves cipher gniiu
@A = = = v vy v Y v v Y @A o A o
Uutn unit 12 Numanmelnaudalulas audeldudstnsnunfesidudn
ylanilatues

Open questions - A1a1undainag

Shannon deliberately excluded meaning — and no accepted theory of se-
mantic information has replaced what he set aside, though the question is
now live again because language models make it practical. Is compression
the same thing as understanding, or merely correlated with it? And on the
physical side: how close to capacity is close enough to stop, given that the
last fraction of a decibel now costs more energy in decoding than it saves in
transmission?

Shannon finAYNMNNY (meaning) oanlulaensla — wazdalaifingud
ANSAUNATIIAINNAUNY (semantic information) NlASUNITEDUTUNLNUNFS
dl LY Q’I Y o d’l o aaa = g-ll o YV v
Mmardansly wdeautiazndvunfidindnasunsizlumanievinlvdulsla
353luneUfun nsdudarsdaneiuanudilansaualinnudunusiu
e wagluwdnnenin — 1nam'1mLLﬂ"lmumauLs&m'a'flﬂawammaﬂ’luma
LﬂemfuaLﬁmamaﬂmﬂmauuﬂuwaN'm’[,uminamuamnmmuuﬂswmm“l,ﬂ
noudsdyIu
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Go deeper - 91Ufid

— Claude Shannon, "A Mathematical Theory of Communication," Bell System
Technical Journal 27 (1948): 379-423, 623-656 — still the clearest exposition
of its own ideas (PDF).

Claude Shannon, "A Mathematical Theory of Communication," Bell System
Technical Journal 27 (1948): 379-423, 623-656 — fapadunisesune
laRgvasiaiesndniauiign (PDF).

— David MacKay, Information Theory, Inference, and Learning Algorithms,
Cambridge University Press, 2003 — free from the author's site, and the
book that connects this floor to chapter 12 (inference.org.uk).

David MacKay, Information Theory, Inference, and Learning Algorithms,

Cambridge University Press, 2003 — V\Igmm’dm'lsliﬁ‘umé@ﬁlwad uaztdu
o oA A A Y X v o =i .
RUIADNVDUTUULIINUUNN 12 (inference.org.uk).

— Richard Hamming, "Error Detecting and Error Correcting Codes," Bell
System Technical Journal 29, no. 2 (April 1950): 147-160 — the first working
answer to Shannon's existence proof (scan).

Richard Hamming, "Error Detecting and Error Correcting Codes," Bell
System Technical Journal 29, no. 2 (April 1950): 147-160 — Amauilde
I#a39PunsndeuniigaiiiBeiiogaseuas Shannon (scan).
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CHAPTER 04

Computer Architecture

donUngnssunaunanes

This chapter is the floor where physics becomes logic — the lowest floor this book
visits, and the one every floor above it stands on.

Ay & daa o [J ) ! o O | = IS < & a )
unilfetunildndnatelunssne — uarsganuiideiauilluigou waslutunynau

wiledulugusguu
How do you get arithmetic out of electricity?

yiedlsdenaavadinoanuiaininnile

A single Nvidia Blackwell B200 processor holds 208 billion transistors. A
transistor does exactly one thing: it conducts, or it does not. It cannot add.
It has no notion of a number, or of quantity. Yet somewhere between that
switch and the arithmetic running underneath this sentence, meaning ap-
pears — and it appears in no component. This chapter is about where it
actually is.

Tuswawwes Nvidia Blackwell B200 fiifigniins u@aines (transistor) 208
billion 7 NS uTawesinlaudegrafes Antilnih wialiui fiuuinavly
Hu lifianudaFesiauieuiunaeyluiiaednda uisewinsaindeniy
f'“fuLamﬂaimﬁﬁwé’w‘hmuaejL'ﬁawé’aﬂsﬂaﬂﬁ mwumaﬂé’uﬂiﬁﬂgﬁﬁum —
waeiulildoglutudnilnituien uniindhedesitineseg udafuegase
Inufiuu

The answer is composition, and it is older than the computer. In the mas-
ter's thesis he submitted to MIT in 1937, Claude Shannon showed that the
two-valued algebra George Boole had built to formalize logic described,
exactly, the behavior of circuits made of switches (MIT's copy). Two
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switches in series are AND; in parallel, OR. That correspondence is the
hinge of the entire tower: a circuit can be designed as an argument rather
than tinkered into working. After it, the climb is short and mechanical. Five
gates — two XOR, two AND, one OR — make a full adder, a circuit that adds
two bits plus a carry. Chain sixty-four of them and the machine adds sixty-
four-bit integers. Nothing was introduced along the way except arrange-
ment. Arithmetic is not in the electricity. It is in the shape.

AmaUABN1sUsENBUNAU (composition) azdutniuAniAsunmesidsdn Tu
InendnusuSyaning Claude Shannon 8uls MIT Tud 1937 wnanslsidiu
1A a A 2/ :gt( P2 o 2/ 13 ) a
INgARNADIAIT George Boole ad1aduiavinlvinssnzillugutisiu esuiy
WeRnIsUURINasiasanaInglansauly (Fuatuues MIT) @dndassiise
o A J v A 1 4 d‘ld o
aynsufiuAe AND Aavuuiufs OR mUdenAdaslfiouIuNuTamaneY
(tower) 19183 299587150 9BAKUY VUNTUFIULTDLAUGINTY UNUTNzaDY
a v Yy o ] N RY I v
Anaasgnauldauld nasanuunistuidunazilunalndiue nanssny
(logic gate) 111617 — XOR @®46i2 AND @83962 OR uilefia — Usenauiuiiuieas
UINLUULAY (full adder) ilsdn Gauandnaofiuindinaniledi Aeisasiuu
n:g{’ Y v [y Y = [ o @ a 14 1 a 14 3
WdAaefiu 64 i 1wIasnuInd by 64 Uald Lusieglsgnifiudunsening
nataguenINMSIAEEY lavada lildeglulwil dusglugunse

The second idea arrived in a document nobody finished. In June 1945, Her-
man Goldstine circulated twenty-four copies of a 101-page draft by John
von Neumann, the First Draft of a Report on the EDVAC (scan). Its central
move — the stored program — was to keep a machine's instructions in the
same memory as its data. This sounds like a filing decision. It is the reason
the upper tower exists: if a program is just numbers in memory, then a pro-
gram can read, write, and generate other programs — which is what every
tool in chapter 06 does. It carried von Neumann's name alone, and caused
sixty years of argument: J. Presper Eckert and John Mauchly held that the
idea came out of group meetings at the Moore School, and the report's wide
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circulation later counted as prior art that helped invalidate the ENIAC pat-
ent in 1973. The lesson survives the quarrel: the machine's most
consequential feature was a decision about what to not keep separate.

lewrenassunanenaisilifilassuau luheuliguieu 1945 Herman
Goldstine wanT1wdLUN 24 YAVITIBNETT 101 Mti191 John von Neumann
\W81 3o First Draft of a Report on the EDVAC (anuduaiy) wnunalsvesiu
A a & 1 o < o W &
Aelusunsunulumiteaus (stored program) — iumdaaseelilu
wheauinewieanudeya Megullsunansindulasesdninuienals us
o A a 5 b a My Y I3 5% 1
liuRsmnraiviensetuuunauaiogld — d1lusunsuduuadavlunie

° & 1 a o & vy A & a & oA &
A1131 TUsunsuieu Weu wazadnlusunsuduld YeRediinIadionntu
Tuunn 06 i1 NNV von Neumann agauthen waznalitinnisladies
11U 60 U J. Presper Eckert uag John Mauchly 8uduinleifeiunainnis
Uszyunguil Moore School waznisuandgtenansluaenitdunaiseningn
dulumangudsinfiunneu (prior art) NaelansUns ENIAC 1uluaizlul
1973 uniFuNIanINNITNZIAIEAUAD ANENURNAAyNanveATaIRans
snauladneg ld uenezlsesnanniu

The third idea is the one that gives this floor its name. On 7 April 1964 IBM
announced System/360, a family of machines of differing size, speed, and
price built to run the same programs. Gene Amdahl, Gerrit Blaauw, and Fre-
derick Brooks defined architecture as "the attributes of a system as seen by
the programmer, i.e., the conceptual structure and functional behavior, as
distinct from the organization of the data flow and controls, the logical
design, and the physical implementation" (Amdahl, Blaauw & Brooks, 1964).
That distinction is the floor's surface. An instruction set is a contract: the
hardware promises what each instruction means, and promises nothing
about how it will keep the promise. Behind an unchanged contract, engin-
eers have replaced nearly everything — pipelining instructions so several
are in flight at once, executing them out of order, guessing at branches and
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rolling back wrong guesses. The programmer's side of the contract never
mentions any of it. This is why software outlives the hardware it was
written for.

loeitanuielodefilidotull Tuil 7 wwieu 1964 IBM Uszneilng
System/360 msgnalATaafiuIn AIILET LagTIAaiY uhad1aniEy
TUsunsuyaiiaafiule Gene Amdahl, Gerrit Blaauw wag Frederick Brooks
figna architecture 1o "AuANvAETRITTUUMMTTUSWNSIMB TD AT
nanfelassaihaduufnuaznginssudamiii snsainn1sdanis data
flow wALAITAIUAN N1TBNUUULTINTINY Uazn s lUUfURaSImanenIw”
(Amdahl, Blaauw & Brooks, 1964) AMULANANSLUABRAD (surface) UDITAL
YARAa (instruction set) wilsynfe dayayn — gnsauasduaiAdanses
uiazdmaeiserls waglifyanerlsasinsdnndyytudeisin ey
Lﬁawé’aé’iyzyﬂﬁvlzjmmﬂﬁauﬁu 3mnuﬂ§‘awmunnadw — 911 pipelining A1
duesaslivanesiegsenineduiunandoudu Alvivinuuendidu
wenvaslusunsundrdeunduiiowmniin delusunsumesvosdyanliineynis

v U
]
cal v =

iseawIniliednan dAsmananvendwseglauiundiasawisndugnideu
YUNIANIYY

But the contract has fine print, and the fine print is where this floor leaks.
In 1995 William Wulf and Sally McKee published a two-page note called
"Hitting the Memory Wall: Implications of the Obvious". Their arithmetic
used numbers everyone already had: memory was getting about 7 percent
faster a year, processors about 80. Compounded, that gap projected an av-
erage memory access costing roughly 99 processor cycles by 2010 — a ma-
chine spending most of its life waiting. What has held the wall back is not a
theorem but an empirical regularity: locality. Programs touch the same data
again soon, and data near what they just touched. So architects built a hier-
archy of small fast memories in front of large slow ones and bet on that
habit — the most exploited empirical regularity in computing, and it usually
wins. When it loses, two loops identical in logic — same operations, same
results — can differ enormously in time, for reasons the instruction set does
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not mention and the source code does not show. Knowing that such a gap is
a memory problem, three floors down, rather than an algorithm problem, is
a large fraction of what practical expertise in computing means.

1 a v v A v @ LY uaudé’jd -:'5&’& =
wideyayiidavnisdedan wassnilidesnanuufsganvuils Tud 1995
William Wulf uag Sally McKee ANNNUUNdudosniinde "Hitting the
Memory Wall: Implications of the Obvious" tavAgisnvaIwINIlERIAUTNN

=1 1 % 1 ) < dy =, ¢ @ ¢ 1 ¢ @ dy
AULRELAY MUIBANUTNSIWUI IV 7 Wesigus duluswawesisiausn
80 wWasitud nenuauiuluises s Yasinetlvitunginnielul 2010 nsidnds
nreANuIlagrdgaziu cycle valusiwawasiusn 99 cycle — 1p5anly
aa ' i 1Y) a dou o 2 ' = =
FAndrulugilununisse dannumunsidlilaldnguiunesls uwideainu
alausLBaUszinvog1mils As locality 1Usunsudnuazdayafugiluaan
liwu uazunzdoyaneglndnuasminungld aauiindeadwardutuniog
A1u81 (memory hierarchy) AfintheanuduaniSregnimireauiilug
£ 14 L% v a o gj é a % o‘dl 14 L3 d'
P71 udntiuluiuiidein — anuainauadlsydnengnldusslesduniign
lurnniseeuiawes uavdudnazyus Weduun guassguinssnemilounu
e — UfiRn1sifieaniu naansiheniu — analdiiaiseiuumena aae
winWad instruction set Ly uazwosalann liwandliitiiu Ms3ingesing

3.’1 @ d' 1 o c; =3 3_’, 1 d'l

wuvnwludanises nireadudl neganasiautu lulvlymnises
dana3niu AemudistvgBaufiRdiulnglurenisreunamesiaeihien

The last idea is that this floor stopped being free. Gordon Moore's 1965
magazine article observed that the component count on a chip was doub-
ling every year, a rate he revised to every two years in 1975; the famous
"eighteen months" appears in neither. What made shrinking transistors feel
free was a second rule from Robert Dennard and colleagues in 1974: scale
dimensions and voltage together and power density stays constant, so more
transistors cost no more heat (Dennard et al., 1974). Around 2005 that
stopped working — voltages could not keep falling without leakage — and
the whole tower felt it, because for four decades every floor above had been
getting faster while doing nothing. Architects responded by spending tran-
sistors differently: first on more cores, then on chips that do less but do it
better. Google's first Tensor Processing Unit, described at ISCA in 2017,
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dropped nearly everything a general processor offers and reported, on its
intended workload, 25 to 29 times the operations per watt of the contem-
porary Nvidia K80 GPU and 41 to 83 times a contemporary Intel CPU — the
spread depending on how power is accounted (Jouppi et al., 2017). John
Hennessy and David Patterson, who received the 2017 Turing Award for the
quantitative approach that made such comparisons possible, called the res-
ult a new golden age for computer architecture. Note what changed: speed
used to arrive from below as a gift; now it is negotiated.

I v
v

lowregavnefeduilianWiuds unarululinealst 1965 ves Gordon Moore

€

Funmidunutudmuuivianduasaimnd Sasiwudludunnassiu
U 1975 daudiilasiaagng "Auntaiiau (eighteen months)" thilsiusingeg
Tuhsaesatuiae Asiivilinsgensudanesliidnas §an wileuns fongdn
49910 Robert Dennard waztousaualul 1974 — dovwnuasussiully
wiouiu udnnunnuinvesindslnezai nsudanosiugusdsivinld
AMuSaULRNT UL (Dennard et al., 1974) 517U 2005 ngﬁuqﬂiﬂﬁ — WS
Tanselulaildnlagliiian1sialvavesnseua — wazneneeviandsiidnds
s 1ZnRenANAITSETiHILL nn%umﬁaﬁu"lﬂf%a%uﬁ"asq Tnglaifagi
avlsiae aanUinpeulddenisldnsudanesiulumedu neududewiy
$1uaunes (core) udr3slUAiBuZwihauldiosausviléaau Tensor
Processing Unit #2LL3nU89 Google fiussengl3lusu 1ScA T 2017 ARLNUIN
atsiilusiwaesinlufindy wazsneanuin vuauiindelviturii Sl
Ul URNsHINANINN3T Nvidia K80 GPU sauaiiy 25 84 29 1in uag
11nN31 Intel CPU 59uae 41 53 83 1i1 — sziwﬁﬁi'mﬁ’u%uasjﬁ’u%%ﬁuﬁﬂé’ﬂw
(Jouppi et al., 2017) John Hennessy wag David Patterson ﬁﬁlé\’%ﬂ‘s']ﬁa Turing
Award ¥ 2017 srnuwamadalSinaiiviildnsideuiisunuui@uliulg
L%EmNaé’wéﬁdﬂqﬂwaﬂmj%mamﬂmsniiuﬂauﬁama% HunmAsiiudsuly —
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The people are unusually entangled with the ideas. Amdahl architected Sys-

tem/360 and then left IBM in 1970 to found a company building machines
plug-compatible with the very contract he had drafted — the architecture
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outlived its author's employment, which is the strongest proof it was a real
interface. Dennard invented the one-transistor memory cell in 1966 (patent
granted June 1968) and then wrote the scaling rule that let processors out-
run it: one man is responsible both for the memory that is too slow and for
the reason it matters.

gruiiuiuledemaniegnsiinuni Amdahl iuaniuiinues System/360
w&aaneenain 1BM Tull 1970 udusinadansesidniuldlnenss (plug-
compatible) Audnyaifisafuficaiessisly — architecture agflduuniinis
Duntnauvesdideuiudedn Saduuniiguifininuduiigaindude
Sumesineiifiogass Dennard AnAuigadvtisausUUNTIUTaMeSAe
1ul 1966 (EndUnslasuayliRtiguieu 1968) u,a'mwaunamssammﬂwﬂm
WswawesHwvminiuluies — auauiersufinveunumieanugiiidn
Aulu uasvnuaiitudidey

Connections - 1%aula

Below this chapter, in this book, there is nothing — 01 through 03 are about
what can be computed and what information is, questions that hold for any
machine or none. Above it, 05 takes this single machine and makes it be-
have like many, using the protection and timer hardware this floor provides;
06 turns the instruction-set contract into something a person can write in.
Chapter 02's cost model quietly assumes memory that answers in constant
time, which this floor does not supply; read the two against each other and
the disagreement is instructive. Chapter 12 is where specialization now
points, and chapter 14 asks what the energy wall does to all of it.

Taunilluniledarauilluiiaz]lsdnuds — uni 01 89 03 IAreRanA1uIule

wazarsaumaneazls Aatumduaseludnazidunsasluunseluiiinsaaasi
= g ‘dl lﬂl = dgl o YV o LY = = ‘ﬂl

au witlevulU uni 05 L nasaafetuvinlmiuvindmlsuiinaisinsos

Tngldansauastesiunazidunannvuiduls uni 06 wWasudyan

. . v & a a a Y P a a

instruction set Tinaneiludsiiawdeuld lunaduyuvesuni 02 wouduud
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U 1 o 4 dl = 2 L 4 1 gj 1= u
TIugANNIInevauIsaIA Fetuillilalila sunsaesunifisunu
¥ U v gj vV d 14 dl =) dl o 1 dy
warmnudaudaulruniseuld uni 12 Aegannisenizneiasislunauil
WAZUNY 14 21UIAIWIWANU (energy wall) agvineslsAuduneunil

Open questions - A1auigalnag

Is a fixed instruction set still worth its cost, when the workloads that matter
change faster than chips can be designed? If memory is the bottleneck,
should computation move into memory instead of data moving to the pro-
cessor? Speculative execution bought decades of speed and then turned out
to leak secrets across the security boundary chapter 11 depends on; can a
machine be fast and honest about what it is doing? And after specialization,
what is left for a general-purpose computer to be?

instruction set NneRageRuAuAuuvesiueglnu Tulisnunddgyaey
I5an91TYezgneenLuUi dAmtheaudiAensuin N1sAUINASEBLE
Tleglunirpanudununazlideyadelumlusisaiwasusoan
speculative execution ¥aAnusnlanatsdul uarnnaneduintiusiany
audunsuuauauUaenefiuni 11 fawieg — LA3odazisuazdodndises
ndumduihedlunseuiulaluu udmdsannisianieniauds ezlsazmaali
a 4 ¢ @ Yo
ARUNAMDY arunUsyass tWulasn

Go deeper - 911619

— John L. Hennessy & David A. Patterson, Computer Architecture: A Quantitat-
ive Approach, 7th ed. (with Christos Kozyrakis), Morgan Kaufmann, 2025 —
the book that made architecture an experimental science. Publisher.

John L. Hennessy & David A. Patterson, Computer Architecture: A
Quantitative Approach, 7th ed. (with Christos Kozyrakis), Morgan
Kaufmann, 2025 — nifadiefivinls architecture naneiduinenmansida
NAaos dnNuW
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— Gene Amdahl, Gerrit Blaauw & Frederick Brooks, "Architecture of the IBM
System/360," IBM Journal of Research and Development 8, no. 2 (1964): 87-
101 — the paper that defined the word.

Gene Amdahl, Gerrit Blaauw & Frederick Brooks, "Architecture of the IBM
System/360," IBM Journal of Research and Development 8, no. 2 (1964):

87-101 — Wiesifeumiitun
— William A. Wulf & Sally A. McKee, "Hitting the Memory Wall: Implications of
the Obvious," ACM SIGARCH Computer Architecture News 23, no. 1 (1995):
20-24 — two pages, thirty years of consequences.
William A. Wulf & Sally A. McKee, "Hitting the Memory Wall: Implications
of the Obvious," ACM SIGARCH Computer Architecture News 23, no. 1
(1995): 20-24 — @osntn @uAUTUUAINATNIRINUN
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CHAPTER 05

Operating Systems

sEuUU{URNIS

This chapter is the floor directly above the machine — where one processor is made to
behave like a room full of them, and where the machine stops being something a
program owns.

S ¥ A ) A = pRpas cu  a ° Yo w A
unilAetunegmiiafiaiosduunlagnss — NlUswaesifgnvinlivindmilou
a & % dld! 4' a @ a dl é <, 1%

TAutina waznguasaaandudanlusunsulalusunsuniadudves

How does one machine pretend to be many, safely?

= a Y o & & 14 1 [ 1
LAIDILAYA LLﬁS\'i‘VI']L‘U‘L!'Via']‘c’lLﬂiﬂﬁiﬂﬂﬂﬁﬂﬂﬂ@ﬂﬂﬂﬂﬂ'\ﬂii

Between June 1985 and January 1987, six patients treated with a radiation
machine called the Therac-25 received massive overdoses; at least three
died. The machine was not broken in any way an engineer could see. Its
predecessor had carried hardware interlocks — physical devices that made
the dangerous configuration impossible — and on the Therac-25 they had
been removed, because software would check instead. Nancy Leveson and
Clark Turner found that the software checked, but that two of its concur-
rent tasks shared variables with no synchronization, so an operator typing
quickly could change the treatment mode after the check had read it and
before the hardware had finished moving (Leveson & Turner, IEEE Com-
puter, July 1993). They also record what the machine was running on: "The
system is not built using a standard operating system or executive. Rather,
the real-time executive was written especially for the Therac-25" — by a
single programmer, in assembly language, over several years.

sENINAUliguIy 1985 BaunsnAu 1987 {UhennAuninwmeinIasmy
g dnﬂl Yo 2 v A a 1 1 4 =
$98%0 Therac-25 la5uUsuasediiuruineg1agunse agnslosaunuide
- | My aa 1 P < Lo Y o

Iin fandesliladelunuuiimnsazueaiuliias nsasjunouniiinaln
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deng13auas (hardware interlock) — gunsainenieawivhlin1saan
sunseiaduliliias — usilu Therac-25 gunsalivantugnaensen wsgli
FONAUISNTINFBULNU Nancy Leveson wag Clark Turner wuinwanswas
ASIVABUITI WAIU (task) Minarunseunuassanuldmudssrunulaglaisinig
a ¢ o Y Y avua A a ¢ @ ] [ Y @ ~
Falaslud viliguiuRnunnuwsaunsaasulnunnissnenlanasaini
A15MTI9@0UB LA lULAY uRfauniansawITazIARauNESa (Leveson &
Turner, IEEE Computer, July 1993) waniugadudingnginnsassusguuesls
— "szuuillildasnavuiieseuuUfuRn1suse executive NIMIFIU U6l real-

. . =) g o % " |4
time executive 9ALYHUVUUNANIZAINITU Therac-25" — Taglusunsuiesau
LAY LWEUMBATLDALTNUER RasnLIauanal

That last sentence is the reason this chapter exists. An operating system is
not a convenience layer. It is the accumulated answer to three problems
lethal to solve again from scratch: how one machine is shared, how concur-
rent things stay coherent, and how anything survives being switched off.
Remzi and Andrea Arpaci-Dusseau call them virtualization, concurrency,
and persistence (Operating Systems: Three Easy Pieces). The unifying idea is
that an operating system is a machine that lies, carefully: every service it of-
fers is a falsehood about the floor below, maintained well enough to be
relied on.

UselonaaretduRomauaiuniiiled seuuufjifinis (operating system) lails
wATUEIIEANNEE AN TuAsmnevavauvesymanutefisunsiedme
drdeaudlminngudvnass — inTeadsrgnutstiufuseisls Aivieundon
funsmnuaenndesiuldedndls uaverlsezegseandsangnlaaies Remzi
ez Andrea Arpaci-Dusseau Benaudeiiin msvinaiiou (virtualization) n13
Maunwsounu (concurrency) kagA1UAIBLEUBIVAYA (persistence)
(Operating Systems: Three Easy Pieces) VLaLﬁﬂﬁiauﬁ’jdwuﬂvL}J’ﬁaaﬁJuﬁa YUY
UftRnsdunIesiilnunagnesziinseTs — uinmsnnasneiituiaueionany
Wiaiieafuduiiogdneans degninuliaweiaeianilé
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The first lie is arithmetic. Your laptop has a handful of processors and is
running hundreds of programs, each written as though it had a machine to
itself. The operating system multiplexes: it runs one program for a few mil-
liseconds, saves every register, loads another's, and lets a hardware timer
interrupt it so that no program can decline to give the machine back. The
larger lie is about memory. The Atlas machine at Manchester, running in
1962, introduced a "one-level storage system": programs addressed a store
far larger than physical memory, and hardware quietly moved pages
between core and drum (Kilburn, Edwards, Lanigan & Sumner, 1962). Every
process since has been handed the same fiction — virtual memory, as every
descendant calls it: a private address space, starting at zero, that appears to
be all its own. Two programs can both hold "address 4096" and never meet.

o & 2 a 3 @ =\ 4 [l A v 10 W
AlnnnusnAasedavAdln LauneUvesnuiiluswaeseglinsi uainaasu
Tsunsusgtiudes urazignidsudusniuinduiiniswiaaseaiuves
A21049 52UUU{ RN multiplex — siusulusunsunilalUaasaufiagiuni
Tuiinaluynsdames anAvesdnlusunsuniatiun warlaes gy

o ¢ W ) & a a a & v o
nag1sawdIndazaiu e lulilusunsuluulfiasnazhunsald Alaun
Nlneni1AeI3emLIaAI1N1 1AT8Y Atlas 91 Manchester @33uaglul 1962

\Und "syuuinudeyadiniien” (one-level storage system) — Tusunsudadi
aglunuiinudayaiivaininniiennudaswnn uaga1sauIsndne page
52134 core AU drum 88191381U¢] (Kilburn, Edwards, Lanigan & Sumner,
1962) inlwsiad (process) HuustuulAsUITaIUAUAIIUE — iaAIINa

4 . A o R -
v@H®U (virtual memory) BYWNNGNUATUVIINUYINAUITINNU ADNUNIDY

u

1 U A a ¢ = = I @ ] o A '
drudanizuangud Yguidiouduvesiviemmun lUsunsuaassiiiont
"address 4096" ingnulalagluituanuiay

A lie is only safe if it cannot be inspected from inside; here the operating
system depends on the floor below. The kernel is not privileged because it
is cleverer than your program,; it is privileged because the processor refuses
certain instructions unless a mode bit is set. Multics defined eight such
rings of protection; x86 inherited the idea with four, of which mainstream
systems use two — kernel and user (Multics protection). Chapter 04's in-
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struction set does not know what a process is; it knows only that some in-
structions are forbidden in the outer mode, and that attempting one traps.
Everything about isolation, security, and multi-tenancy is built from that
single hardware gesture.

° v &1 A o v % & =
AlnunazUasniensailiadugnasivaeuaintnslulile asstieenssuy
UfUiRNsAeNstunegd19ae nasiua (kernel) Luladansniawnsizsiv
aaAndnlusunsuvesnn Tuldnsiavnszluswawesufiasnassumds
LATBIUNAT LIUMARZEIN15AIAT mode bit 13 Multics Heurauiunisiloaiu
(ring) nuuiliuuntu x86 sulaifeiunfiedtu F9sEUUNTEUERAN IR IUA

g.ll L4 U 174 . . . . dl (54
A03TU — 1ABSIWANUKLY (Multics protection) instruction set vasunil 04 133
Aaeg13lws1wd (process) Aoazls ﬁu%’uﬁdwﬁ'wﬁ'&Lﬂ%@qmaﬁmnﬁm‘lﬂum
uen LLaumwmmmuuunaumm trap MNiFoLALIAY isolation mmﬂaaﬂm
uag multi-tenancy gnadistuananviiiiieavesensauasvinivindu

The second problem, concurrency, is the one that killed the Therac pa-
tients. Once two things run at once and touch the same data, correctness
stops being a property of either one alone. Edsger Dijkstra gave the field its
basic tool in 1965, the semaphore, in notes titled "Cooperating Sequential
Processes”, and used it to build the layered THE system (CACM, May 1968).
But mutual exclusion trades one failure for another: a process holding one
lock while waiting for a second can wait forever. Coffman, Elphick and
Shoshani named the four conditions that must all hold for deadlock — mu-
tual exclusion, hold-and-wait, no preemption, and circular wait — in ACM
Computing Surveys in 1971 (System Deadlocks). Break any one and deadlock
is impossible; that is still how it is handled. Notice what the operating
system offers: not a removal of the difficulty but primitives correct enough
to build on. The honest reading of the Therac-25 is that an engineer who
declines them is re-deriving 1965 alone, under deadline.

Hayvnitans navireuwieniu (concurrency) Aafsfisingtias Therac weoaas
doihaunioutuudunsdoyatoufeadiu anugndesiidnduanauiives
thelahewiiaiesdia Edsger Dijkstra wouiasasiionugiliasnsilud
1965 Ao semaphore Tuﬁ’uﬁn%a "Cooperating Sequential Processes" uanly
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uad1asyuu THE Auuadutiu (CACM, May 1968) usi mutual exclusion wan
¥ = v a = Aa & =& o 1
AMNANAIL UK LUAUBNLUUNIG — Insiwandeasn (lock) wilsiies
5ENIN95020nA7N@09 819@0950lUnanNIa Coffman, Elphick wag Shoshani
= Ay v [ a 1% v & = a
srynoulvadenfauludsindouiunmuniavziin deadlock — mutual
exclusion, hold-and-wait, no preemption uag circular wait — Tu ACM
Computing Surveys U 1971 (System Deadlocks) Andeulaluusenludenils
deadlock nilululailé dudsRaisdanmsiudusudmniull dunadnszuu
UfuRnsiaueeslsli — ldldnisidananueinesnty uadu primitive 7
gnrvswevzlisiosanld N13581u Therac-25 adnsslunsaunde Imansi
Ufjiasinsasdomanil Masshnaul 1965 Junlndauien n1els deadline

The third lie is that storage remembers. It does — but power can be cut
between any two instructions, including the two that would have left the
disk in a sensible state. The operating system's answer is fsync, which re-
turns only when data has reached the device, and file systems that journal
their intentions, so a half-finished operation can be replayed or undone.
The abstraction leaks badly: £sync on a new file does not make the file's dir-
ectory entry durable — you must sync the parent directory too. When Pillai
and colleagues checked how eleven widely used applications behaved
across crashes, they found sixty distinct crash vulnerabilities (All File Sys-
tems Are Not Created Equal, OSDI 2014). These were not amateur programs.
The surface says "saved," and only the floor below knows whether that is
true.

Alnunilaude Minudeyasndila Tudlaase — udlwaiunsagnainszning

o U & o ‘v v = o AY o < Y 0o § va o
AdanIesaesfalag Nla souddesdnivinasanansvinlvinanagluaaius
(state) Nauvn@NNa ANDUVBISZUUUHURNSAD fsync T992 return Ase

A v = ¢ v & S L. a .
Wadayalufsgunsaludrinuu wazszuulua (file system) 197 journal A1
Adlavadnatedld el operation Al insadegniaudmsedaunaula
UIUST5Y (abstraction) Aatis20819%1In — £sync vulnalnlalavinli
directory entry vaslwatiunmuasluae Amsoad sync latsnnasinle ie
Pillai LaZLNBUIININUNTIVFBUINLAUNALATUN TN ULNTYANY 11 Al
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a 1 ﬂl 4‘ 1 ! dl 1 U =
wFnssuegelsiiionsas crash winiIwudedlnineu crash NFA19AUEL 60
90 (All File Systems Are Not Created Equal, OSDI 2014) TUsunsumanidlally
veslloadnsiauay /1 (surface) Uanin "Guiinuan" dusvtunegdneaiavingu
Sy & [ a =) 1
n3NUUUUITITaLIUaN

One design rule holds the whole thing together: separate mechanism from
policy. The kernel supplies the machinery to do a thing and leaves the de-
cision of what to do to whoever is above it. Hydra stated it as a design
principle in 1974 (Wulf et al., CACM 17, no. 6), and Butler Lampson's "Hints
for Computer System Design" made it common sense by 1983. The reason is
simple: policy changes far faster than mechanism, and a kernel that bakes in
a scheduling preference or a security model must be rewritten when opin-
ion moves. The interface that results is astonishingly narrow for what it
carries: the x86-64 system call table in the current Linux source lists 385
entries (kernel source, checked 1 August 2026). Everything you have ever
run passed through that door.

ngnseenuuudenilBannatislidiedu Aeusn naln (mechanism) 99n9n
wleune (policy) wafiuadnmnalalivindmie ududeslinisdadulainey
voglsfuniiivesdsiiogmieiutuly Hydra seyBesilliundnnis
aammuél}'msiﬂ 1974 (Wulf et al., CACM 17, no. 6) wag "Hints for Computer
System Design" ¥4 Butler Lampson vinlsiunaneiduandaydriinanelul
1983 wpuaudiwun — ulsvisdsudiniinalninn uazsinesiuaiiils
AUTBUIT scheduling #3auuudnassaulaensislinies ﬁé’aagm%u
TminnasiianuiiuuEeull Sumesmeilfesninuavegsisevaale
dleisufudsiitununiuey — a13714 system call vas x86-64 Tu Linux
source {]Qqﬁjuﬁagj 385 518113 (kernel source, checked 1 August 2026) V)n
asi'mﬁamms%’us\huﬂszamu‘lfumLLﬁaﬁaﬁu

The people here inherited each other directly. Fernando Corbaté6 demon-
strated the Compatible Time-Sharing System at MIT in 1961 and then led
Multics, whose ambition was computing sold like electricity — a utility,
always on, shared by strangers. Bell Labs pulled out in 1969, and Dennis
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Ritchie's account of what followed is unglamorous: the Labs refused to buy
a replacement machine, so "it did not take long, therefore, for Thompson to
find a little-used PDP-7" (Ritchie, The Evolution of the Unix Time-sharing
System). Ken Thompson wrote the first Unix on it in about a month, in the
summer of 1969, while his wife was away — "essentially one person for a
month, it was just myself," he said later (oral history, 1989). Multics tried to
specify everything; Unix was small because it had no budget to be large, and
the small one spread. Thompson and Ritchie received the Turing Award in
1983, Corbat6 in 1990.

auluidesiidunendefuunlnenss Fernando Corbaté @13n Compatible Time-
Sharing System 7 MIT Tu¥) 1961 u&atiitu Multics Seflanumsiwenseuie
vinlinmsuugnuismiieulniin — WuasisyulnafiUnogaasaiian
wistlufuseninsauntanwti Bell Labs aousaoenludl 1969 uazisoud1ves
Dennis Ritchie Lﬁ'mﬁ'u?ieﬁLﬁm%uﬁau15u1ﬂmgusﬁLaa — v1n4 Labs Ujiasiioy
Fonsomaunu Fak "Selideddinauuiing Thompson azw PDP-7
Lﬂ%ad%ﬁ\‘lﬁLLVIUVLQJmﬂﬂ‘ffL%a" ("it did not take long, therefore, for Thompson
to find a little-used PDP-7") (Ritchie, The Evolution of the Unix Time-sharing
System) Ken Thompson Laigiu Unix Fausnasasesiunelunailssaamia
iwou TungFeudl 1969 vaziinsssesulioginu — Tneugiuudafonu
auisridunamiaiou fuAnuauisawingu” (essentially one person
for a month, it was just myself") LmﬂwvﬂﬁdLéaﬂﬁiuﬂ'lElwﬁﬂ (oral history, 1989)
Multics wenenuszynageliasant diu Unix fvwadanmszlidfisulilug
18 wazshidnnintuesiiunsnszarseenly Thompson AU Ritchie lé5u
5197a Turing Award Tud 1983 d@au Corbato lasulud 1990

Connections - 1%auleg

Below is 04, which supplies everything that makes the illusion enforceable:
privileged mode, the timer interrupt, and address-translation hardware.
Above it, 06 compiles programs against the process abstraction described
here. Chapter 07 carries the same instinct upward — hide the decision that
will change, publish only the interface — and chapter 08 is largely the story
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of one application refusing to trust this floor's persistence guarantees and
rebuilding them itself. Chapter 10 asks what happens to all of this when the
"one machine" is a thousand of them, and chapter 11 treats the kernel
boundary as the line an attacker is trying to cross.

Y oA = = o I a0 g Jo o Y a
Fuasfauni 04 Fsanmnegneivinliaiwalsmiterulylaass — Tuuna
AnSiiAy N15UAIIMITTBIIUNAT uazansauasulaed wllevuly uni
06 roulnalusunsulaedeniu abstraction vedlwsiwanadurgliluund uni
07 audyrngranfednuiiduludn — deunisenaulaaziasunlag
1 1a I3 d' 1 1 4‘ a v d!
IWELWSLABUIBSING — wazunil 08 druluaAsl3e9517v0ILeUNALATUNLS
Fanuiasaviven1ssulseiuiasnnuataguataya (persistence) VaItuil
4 ¥ o g L} l:l 1 a g U gj d” ‘ﬂl n ‘ﬂl

udadreiuduanlndties uni 10 aqudnaziineglsvudunsrueil Wie "ATeq
a [ = YR = s o’ Yy Ay
WWe" NaneLluATotiuRU kazunil 11 UoINsULAUYBRADS AT NTWEAUNE
TauAWIUTINNIY

Open questions - Aauigalnag

Is the kernel still the right place for the boundary? Microkernels, uniker-
nels, and in-kernel virtual machines each move the line, and none has
settled the argument. The process abstraction was designed for a machine
whose interesting hardware was the CPU; today much of the work happens
on accelerators the kernel barely schedules. And why, after sixty years, is
concurrency still where careful engineers are most likely to be wrong?

4 o A dldl L4 o o dy [ . .
wasiuadirengndssdmsuinansuuauilagluy microkernel, unikernel
wag virtual machine ieglutmssiua Asnvduiduiinuluauaznis uazliifisn
luugAdeaniiesilld abstraction vaslwsiwagnaonuuNdMSULATEIT
g1sawasdIRAe CPU wivnTullaudulneiniuuusaiss (accelerator) 7

4 Myw a 2/ ¥ o [ ' a A o b4
wasiwauwnuliladnAalias udrilundseiniiunmndut nsvitrnuniou
i (concurrency) Sanaliugainrinsnseunsuilomaifiawaiauinfignag

=
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Go deeper - 91Ufid

— Remzi H. Arpaci-Dusseau & Andrea C. Arpaci-Dusseau, Operating Systems:
Three Easy Pieces, version 1.10, 2023 — the clearest treatment of the three
pieces, free online.

Remzi H. Arpaci-Dusseau & Andrea C. Arpaci-Dusseau, Operating Systems:
Three Easy Pieces, version 1.10, 2023 — memwaﬁmsmmmmuu"l,ﬂ
sumaquﬂ aunseaulau

— Dennis M. Ritchie & Ken Thompson, "The UNIX Time-Sharing System,'
Communications of the ACM 17, no. 7 (July 1974): 365-375 — the design that
most systems still imitate.

Dennis M. Ritchie & Ken Thompson, "The UNIX Time-Sharing System,"

Communications of the ACM 17, no. 7 (July 1974): 365-375 — n1589AKkUU
nszuudulugidudeunuuagauianniuil

— Nancy G. Leveson & Clark S. Turner, "An Investigation of the Therac-25 Ac-
cidents,' [IEEE Computer 26, no. 7 (July 1993): 18-41 — the case every systems
engineer should read once.

Nancy G. Leveson & Clark S. Turner, "An Investigation of the Therac-25
Accidents," IEEE Computer 26, no. 7 (July 1993): 18-41 — LAANIAINTSEUY
NNAUAITETUANATI
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CHAPTER 06

Languages & Compilers

mmuaa:ﬂau"lmaa%

This chapter is the floor where instructions stop being addressed to a machine and
start being addressed to people — and where a program is written to be read.

unilfetuimdudnyaiunsesdns udasunaivau — wazilundadusunsugnideuiiu
wwweliaueu

What makes a text mean something to a machine?

azl5vi it aAULANUNUNIYADLATDIINT?

When John Backus's group at IBM began work on FORTRAN, the job was es-
timated at six months. In his own history of the project, Backus records that
the six-month figure "remained the interval-to-completion until it actually
was completed over two years later, in April 1957." The delay is not the inter-
esting part. What everyone expected the result to be is. Backus recalled that
"it is difficult to convey ... the strength of the skepticism about 'automatic
programming™ and about "its ability to produce efficient programs"; his
team's stated goal was only to "produce programs almost as efficient as
hand coded ones" (Backus, The History of FORTRAN [, II, and III). Almost. The
premise of the field was that a machine could not read a human notation
and produce good code, and that premise was not stupid. Nothing about
meaning looks mechanical.

MaUTTiuued John Backus 7 IBM (53%191ufiu FORTRAN vuilgnuszidiuliin
Tavnieu TuduinuseIRlasan15va99L84 Backus La177R21aunnLR U
& n @ a v 1 < a =& a g = 1 =

T "gapatduszezinana1n laun119uLtasa93 FaunntudnnInasst
Tinas TuReuuensu 1957" (remained the interval-to-completion until it
actually was completed over two years later, in April 1957) auangalaly
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programming™ (it is difficult to convey ... the strength of the skepticism
about 'automatic programming’) Wagsie "ANuEINITaYRIIUlUAITHER
Tsunsuiisiuszansaam® (its ability to produce efficient programs) wsng
fifuvesvUsznalifiug "winlusunsuiifiusgansawiouwildnfideu
A18dla" (produce programs almost as efficient as hand coded ones) (Backus,
The History of FORTRAN I, II, and 11) tAau. FoauuRvannsnoutuAe
wFesdnsliifinsudynsnivosyududmdnldafinoonunld uasdoauud
tufldlélawaneyls lifleglsTusesnnumuneiigunalniae

The first move that made it mechanical was to cut meaning in two. Syntax
is the question of whether a text is well formed; semantics is the question
of what it does. They are not even the same kind of question. Backus de-
scribed the syntax of a proposed international algebraic language in 1959
using a notation of rules and alternatives; Peter Naur adapted it for the
ALGOL 60 report, and Donald Knuth's 1964 letter to CACM proposed the
name it still carries, Backus-Naur Form (Knuth, 1964). With a formal gram-
mar, "is this a valid program" stops being a matter of judgment and becomes
a decision a program can make. ALGOL 60 was the demonstration, and
Tony Hoare's verdict is the most quoted line in language design: "Here is a
language so far ahead of its time, that it was not only an improvement on its
predecessors, but also on nearly all its successors" — from his 1973 keynote
"Hints on Programming Language Design", not, as is usually claimed, his
Turing lecture.

& A oqgud X & P Y <

aswedeulmusninviliisesinanadunalnla Aenisdnanununegeenidy

1 L4 =) o 1 vV I dl L4 =) 1
dovdu Tagnsal (syntax) Aedrauinteanuiisuiigndewmsely
AMUKUY (semantics) AaAauInduinesls Neaeslaldmaiuuuuieniuy
A1 Backus US89 syntax Y8en unsatinainaniinisiauslilul 1959
4 L o =) -] U U
Aedynsalvesnguazniaiden Peter Naur thdiuluaaudasldlusigau
ALGOL 60 wazanuunaves Donald Knuth fia CACM Tudl 1964 auadendaly
fiuagaunanniuil Ae Backus-Naur Form (Knuth, 1964) wiaiilensalzuily
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a1 Aawan “Tusunsuilgndeaniald” Adnidusesnania naneiduns
andulanlusunsurinedld ALGOL 60 AeunigauvssuudAnil uazaAdindu

3B @ a ¥ = i = "d'
w83 Tony Hoare Ailuuseleniigndnedauniignluieniseaniuunien Ae "
Aanwnangavesiuinaulilyuanutinndtgunsumt uadeiamiing
JUABS W NABUNIMIUAMIE" (Here is a language so far ahead of its time, that
it was not only an improvement on its predecessors, but also on nearly all its
SUCCessors) — ﬁl’lﬂﬂﬁgnmﬂ 1973 15984 "Hints on Programming Language
Design" lailgainungnan Turing ag1anisingndnaking

Semantics resisted the same treatment, and the compiler's answer was not
to solve meaning but to descend it — one small, exact step at a time. A com-
piler is a tower inside the tower. Lexical analysis turns characters into
words. Parsing turns words into a tree that reflects the grammar. Semantic
analysis annotates that tree with what the names refer to and whether the
operations are permitted. Then the tree becomes an intermediate repres-
entation belonging to no particular language and no particular machine;
optimization rewrites it into a cheaper one with the same meaning; and
code generation emits the instruction set of chapter 04. Each stage exists
because it hands the next one a representation in which the next one's job
is easy — which is this book's whole thesis, performed in miniature inside a
single program. The intermediate representation earns its keep with
arithmetic: without it, supporting n languages on m machines takes n x m
compilers; with it, n + m.

Aanunineligauliigninnisiedsiieaniu Aneuvssnaulwaesdddilyns
lvanuvanelinszans udresnisasiulaiiazduiang Nudugi aeulniaesfe
Maﬂaasﬁauag”lwaﬂaﬂ ASAATIZAAENN (lexical analysis) uUasmonusli
I ° . o Qv & v val v ¢ a ¢
\Judn parsing wlasalmduduldngzioulionnsal nsimsiziaiurae
(semantic analysis) idasuuduliuuIusazdessnsesls uazn1saiunis
snee Tesuayaanseli antuduldeznaaludununans (intermediate
LA o 4 a4 4 4 -
representation) Nkigniun1wilan e milinsainiaslainIaemila n1swn
Usz@nSaw (optimization) Wewiiulndlvidunugnadlaeanununaiay uay
n15a31491AR (code generation) Uaasynrdain3asuasunil 04 89Ny usaz
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What languages built on that machinery offer is a set of ways to name
things — functions, types, modules, objects — each of which exists to let a
reader ignore something. The most compressed illustration is LISP. In April
1960 John McCarthy published a paper defining computation over symbolic
expressions, including a function called eval that described what it means
to evaluate any expression in the language (Recursive Functions of Symbolic
Expressions, CACM 3, no. 4). It was mathematics, meant for reading. Then
Steve Russell hand-compiled eval into IBM 704 machine code (McCarthy,
History of Lisp), and the definition of the language became an interpreter
for the language. That is chapter 04's stored-program idea coming due: be-
cause a program is data, a description of a language is a program that runs
it.

[
ad v A

2 A A v X & v Yo a < o
?NV]ﬂ']‘lﬂ"]ﬂ'ﬂiqﬂ‘UUUUﬂavLﬂuu&aUsLﬁ ﬂa‘qﬂ'JﬁGNGU Glﬁﬂ'll'ﬁ\‘lm']\'is] — ‘Wﬂﬂ?ﬁu,
¢

wiindoya (type), oga (module), Doutans (object) — usazag1aiiliine Ty
UNNIREAUNEILA Aregeiinszdunands LISP Tuiiouiuwiau 1960
John McCarthy AinsuniUilasnilonunisauinivuinatidedydnual
(symbolic expressions) $2uAaHeATUYD eval NioSuraINIsUsziliutinaiilag
Tunwriinaneaiuitednls (Recursive Functions of Symbolic Expressions,
CACM 3, no. 4) fufendind1ans Aindlaleu uda Steve Russell nmaulng e
val meofioandulAniaTos IBM 704 (McCarthy, History of Lisp) wazfisuves
& & a s < . & J A =
mwnnaneludumeswiines (interpreter) vaen1wnuuLes UuAs lotfe
TsunsuiiuTumiieaius (stored program) 91nuni 04 Rundegadneu
4 o a = & Ao & 14
wszlusunsuAetaya Aesuievesin wnidudulusunsuniuniwiuela

Types are the sharpest of the naming mechanisms, because a type is a

promise a machine can check. Declaring that a function takes an integer
and returns a string is a claim about every possible execution, verified
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before any execution happens — the only part of programming where you
get a guarantee rather than a test result. The guarantee is narrow but real:
when Gao, Bird and Barr took public JavaScript bugs, checked out the code
just before each fix, added type annotations by hand, and asked whether a
type checker would have complained, both Flow and TypeScript caught 15
percent of them (To Type or Not to Type, ICSE 2017). Read that carefully: it is
not "15 percent of bugs are type errors," but 15 percent of bugs that had
already survived testing, review, and release. Push the idea far enough and
it stops being about bugs. The Curry-Howard correspondence, observed by
Haskell Curry in the 1930s and stated by William Howard in a 1969 manu-
script titled "The Formulae-as-Types Notion of Construction," says that
types are propositions and programs are proofs of them. A type checker is a
small automatic theorem prover most programmers use daily without noti-
cing.

Type Aonalnastiafinufian Lws1e type Aepduaitniesinsnsiadoula

q T o
1
A 1

1 ¢ v ~< o o <@ 14 1% 13 a A v
asusenAIeandunilesuiuunudnuuaAualuanssesnld Aade
nansraneiunsiunnassidulula Jsgnasivdeunsuinisiuniilaoy

a X a v % & y = = P v ) )
nTUasInIeY — 1udiuferveintsileulusunsunaalanissuuseiu
(quarantee) unuNazlALANaIINASINER N155UUTEAUTLAULARSY 1B Gao,
Bird wag Barr 181Un939v04 JavaScript ilakefaasnsusindne Walend
TAnYa9naunnUnNuAazaa 1d type annotation Aawile LAINNINAINTINVLA
(type checker) aglaggluu wafans Flow wag TypeScript Suunla 15
wWasidus (To Type or Not to Type, ICSE 2017) anuliasiden dlaily "15

s & o $ @ v a & " 1y c & $ o
WostunvesUnNlUToRANaIALTeY type" uine 15 1Wasidunvuesuniisen
INNSNER 115397 wagn1suaesldeuasaunudl suladeillulnane Sud
dniduisesundnsely Curry—-Howard correspondence 1 Haskell Curry &anm
winluneasse 1930 uaz William Howard szyl3luduaiul 1969 e "The
Formulae-as-Types Notion of Construction" uan21 type Ao UDLAUD

o

(proposition) wazlusunsu As uniigauuassiu type checker NABLATEINEY
naugundnludinadnlusunsuwesdulngldnniulagliviudann
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Which raises the question of why there are so many. The HOPL database,
maintained since 1995, catalogued 8,945 of them as of August 2026. The
proliferation is not waste. A language is a bet about which mistakes are
worth preventing and which repetitions are worth naming, and those bets
are genuinely different for an operating system kernel, a statistical model,
and a web page. Alan Perlis put the useful test in his 1982 Epigrams on Pro-
gramming: "A language that doesn't affect the way you think about pro-
gramming, is not worth knowing." What has not survived is the 1957 fear.
Compilers routinely beat competent hand-written assembly, and superop-
timizers now beat compilers: STOKE, searching randomly from unoptimized
code for equivalent rewrites, matched or outperformed the best output of
production compilers (Schkufza, Sharma & Aiken, ASPLOS 2013). Backus's
team asked for almost as good, and lost that bet in the most agreeable dir-
ection.
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gilan aMenilsRenisiiunudnauRanatasuulvudunozUasiu uay
nsviguuulnuAunazaaly Fan1siuRLluAI9ALeSY SErinamesiua
v8352UUU{URNS TanaiBeadn wazntniu Alan Perlis 19UNaaaUn
Tgul@asselilu Epigrams on Programming U 1982 31 "anwnitlinsgnuisan
vasaueaunsBeulusunsu nliduiaz3dn” (A language that doesn't
affect the way you think about programming, is not worth knowing) & lai
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The people on this floor had a habit of turning on their own work. Backus
received the Turing Award in 1977 and used the lecture to attack the model
FORTRAN entrenched, titling it "Can Programming Be Liberated from the
von Neumann Style?" — published in CACM the following August. Grace
Hopper's A-0 system of 1951-52 is often called the first compiler; it func-
tioned closer to a loader, and the more consequential work was FLOW-
MATIC, whose English-like verbs passed almost intact into COBOL and put
readable text into commercial programming for good. She retired from the
US Navy in 1986 as a rear admiral, in the habit of handing visitors a length of
wire just under a foot long — the distance light travels in a nanosecond — so
that they would stop treating wasted time as free.
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1 I o 0%

a aaa = LY Yo [y .
AUy TuLNldsveUiuNlaNRAUYIAD9 Backus TA5Us193a Turing
Award Tl 1977 udldurgnaniulau@luinain FORTRAN Unuanly satie
11§n0131 "Can Programming Be Liberated from the von Neumann Style?"
— ANUWIU CACM tRpudsniaulanun s3UU A-0 U89 Grace Hopper Tul
1951-52 dngniseninluneulwaesiusn urese duvhnuadieilvan
(loader) 11nAT1 MUNAINAIINIIAG FLOW-MATIC FeA1n3e1Nna1en1en
genguuaiugnasraitnlulu COBOL unuagnsdu wagvinlideminunaugu
sonnanadudiunilswesnisilsulusunsudandvdlunasnnia tseinBeuu
INNBIVINISoANST 1wl 1986 MeuAnal3ans wasilduvoududuaingi?
A =% o o a o a =% a o
nauntlanalinunnungsy — sspznenuasfunigaluntdaunluiuni —

= 4 a a ! P ) 1 Y
walvinaniwndnandaindeluiulisisunu

Connections - 1%aule

Below this chapter, 04 supplies the instruction set the back end emits into,
and 05 the process abstraction a compiled program is loaded into. Chapter
01 sets the ceiling: because the halting problem is undecidable, no compiler
can decide in general whether an optimization is safe in every case, which is
why real optimizers are conservative by construction. Above, chapter 07
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asks which of these naming mechanisms keep large systems changeable
over years, and chapter 12 raises the possibility that the next notation
people write in will not be a programming language at all.

FuaIveIunil uni 04 UouYAAIALATBIN back end UdselAnsanlum uag
Unl 05 48U abstraction ¥4 process NlUsunsudsnaulnaudigninandily
ag uni 01 Aviuawa1uly wszleyninisnga (halting problem) Andulaile
o2 1 v a Y ' a a a =

poulwiaesdshifinienndulalunsdinaluinnsiuussandanmilen
Uasaselunnnsainseli UAawsnai optimizer A1933gnaanuuuun i

LY U Y 1 g.’l dl 1 g.’l dl 1 gu ndl o L4
sydnseielinouaus suuu uni 07 audnnalaasemaiinaluunyinli
szuuluai Wasuwlaslanasanatst uazuni 12 saanudulylan
dunsaldnlunauagliidsueialildniuwlusunsuiasnage

Open questions - A1aundalnag

If a model can produce working code from an English description, what is a
programming language for — specification, verification, or only review?
Types demonstrably catch real defects, so why does a large part of the in-
dustry still decline them, and is the honest answer about evidence or about
cost? And what would a language look like that was designed for programs
to read rather than write?

Flunadnunsananianiivhauldarnmesuteniesingy amuilsunsud
iz lsfiuui — iievinalun (specification) MsfigaviALgnias
(verification) 38uAN155377? Type Ngauladnindudounnwiasasald udwily
gaamnssudulugiedsufiasiuey Aneuiinsilunsaunfesemdngiu
vioiFesdunuiuu? uagnwfigneanuuuanlilusunsusruannndiliay
Wy azdivthaiuuulnu?

Go deeper - 91Ufia

— Alfred V. Aho, Monica S. Lam, Ravi Sethi & Jeffrey D. Ullman, Compilers:
Principles, Techniques, and Tools, 2nd ed., Addison-Wesley, 2006 — the
"dragon book," still the standard treatment of the pipeline.
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Alfred V. Aho, Monica S. Lam, Ravi Sethi & Jeffrey D. Ullman, Compilers:
Principles, Techniques, and Tools, 2nd ed., Addison-Wesley, 2006 — vﬁaﬁ
S¥niuluie "dragon book" Sannidussndrsdanasgudmsu pipeline vos
noulwiaes

— John Backus, "The History of FORTRAN I, I, and III," ACM SIGPLAN Notices
13, no. 8 (1978) — a founder's account of proving his field's skeptics wrong.

John Backus, "The History of FORTRAN I, I, and I1l," ACM SIGPLAN Notices
13, no. 8 (1978) — i3aatd1vasgnensnisingalliauililioiuindies
AREIA

— John McCarthy, "Recursive Functions of Symbolic Expressions and Their
Computation by Machine, Part 1" Communications of the ACM 3, no. 4
(1960): 184-195 — a language defined, not implemented, and implemented
anyway.

John McCarthy, "Recursive Functions of Symbolic Expressions and Their
Computation by Machine, Part I," Communications of the ACM 3, no. 4
(1960): 184-195 — awnfignilenuly lulldignyinlifldauléase udgarined
Auviildaulaasegn
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CHAPTER 07

Software Engineering

AANIsuToNALS

This chapter is the floor where a program stops being a text that runs and becomes
an object that has to survive being changed.
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Why does software rot when it has no moving parts?

1 v

inluwanauwasaar (rot) nanlidvudiunndeulniiag?

On 1 August 2012, the trading firm Knight Capital pushed new code to the
eight servers that routed its orders to the New York Stock Exchange. It ar-
rived on seven. The eighth still carried a routine called Power Peg, which
the firm had stopped using in 2003 and never deleted, and the new code
had reused an old feature flag that — on that one machine — switched the
dead routine back on. Over roughly forty-five minutes Knight sent millions
of unintended orders into the market and lost $460 million, more than the
company was worth. The Securities and Exchange Commission's order re-
cords one further detail: the dormant code had last been disturbed in 2005,
when a function it depended on was moved elsewhere and nobody retested
the combination (SEC Release 34-70694, 2013). Knight paid a $12 million
penalty and did not survive the year as an independent firm.

Tui 1 @vinau 2012 U3EMMsAu Knight Capital Uaeslanlniaudsniies
4 Ao v A1 o & X o Y a s o = & 5
wiapIesihuinndsmdsdevigludimainiuiiisesn laalutadnnses
\AIRINLUAGAisTILYe Power Peg A1vad ausevianluiiulusaust 2003
uildingauing uazlanluminvadayldy feature flag tidLAugn F9 — vy
dl gj dl a v a = n:l ¥ Y o = g.ll
\A3RIUUIATEALT — naulUngiiunngliualivineusnass naensia 45
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it Knight dedndsdemeitlalldfalatudusensidinan wazuanuly
460 &upeams unninyadviauIEmAESn A1dses Securities and
Exchange Commission tuins1eazideniiudnganisli Wadivaulnadail
gnunzafedaalud 2005 neudiisiduiiuianoggnineluitu udalidlas
wasginaesduiifadriulaluy (SEC Release 34-70694, 2013) Knight 318
AUSU 12 duneaans wazeglifdutlugusuisvdase

Not one line of Power Peg had changed in nine years. That is the whole dif-
ficulty of this floor. Software has no bearings to wear, no metal to fatigue,
no parts to fall out of tolerance; a program left alone computes tomorrow
exactly what it computed today. What moves is everything around it — the
hardware beneath, the libraries beside it, the regulations above it, the
people who understood it. Meir Lehman gave this its name in the 1970s as
the first of his laws of software evolution: a program embedded in the real
world must be continually adapted or it becomes progressively less satis-
factory. His second law is the sting in the tail — as such a program evolves,
its complexity increases unless deliberate work is done to hold it down
(Lehman, Proc. IEEE 68(9), 1980). Rot is not decay of the artifact. It is drift of
the ground.

aifiussvinlviuwes Power Peg TiUasulUiasnasaind duunaziennuenn
wavuavestuil gewduaslifindugniiulian Tiflavelna lifitudiuivae
andaaaAdsuiiveuiuld Tsunsuiignialiiang agduanwseiioanun
witeufuisusuanfuille Adindoulmdoynesnaseusaiusiann —
g13aursineand lausn3dneg ngsadeudrsuu aufiiaeidnlesiu Meir Lehman
Fedeusingnisali3lunensse 1970 iWungdeusnlungdifaunnisvenduas
vaan — Wsunsuiitlsseglulansdedesgnuiudseiies lufusiuazeons
Tinnsldudaaizens ngdereswenfonuuiideusyineisos — ieTusunsy
i annnsly anududouvesiuaziiuiuions Buudeziaudile
asilonmsiuly (Lehman, Proc. IEEE 68(9), 1980) cg”lﬂ%imm?%auﬂmvmmﬁa
Snq usirensindouvesiuiiiufuey
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Which is why this discipline is not the study of writing programs. Google's
engineers put the distinction in one line: "software engineering is program-
ming integrated over time" (Winters, Manshreck & Wright, 2020). Program-
ming produces something that works. Engineering produces something
that can be made to work again, by someone else, after the ground has
moved. A script you run once and throw away needs none of this floor. A
payroll system running in 2040 needs all of it.

A & o - A ' = & a a
tadumawainvinlumansilaldnsdneiiesnisideulusunsy Iansves
Google asuausnaillilulselaafienin “denssugeanaulshanisiteu
Iﬂil,l,nsuﬁgnauﬁl,nsmvlﬂmunm" (software engineering is programming
integrated over time) (Winters, Manshreck & Wright, 2020) n151081
TUsunsunanaanvinauld Iemnssundndenvinlinauuvinnuladnass Ing

d'l % d’l’ d' L | 1 d'l 1% a e‘d'u g a v/ ny %4
AUBU nanNuTuEuegmdeulUudn ansuANuRSIREIuAIelIRBINTS
azlsantuiliay uiszuudnetufsundssueglul 2040 doan1syned1eain
1

The first thing that floor must confront is that not all of the difficulty can be
removed. Fred Brooks, who had managed IBM's OS/360 — the largest pro-
gramming project of its era, and a famous struggle — split the work in two:
the essential tasks, "the fashioning of the complex conceptual structures
that compose the abstract software entity," and the accidental tasks, the
labor of representing those structures in a language and getting them onto
a machine (No Silver Bullet, 1986). Better tools attack the accidental half,
and they have done so brilliantly — nobody now fights the compiler for a
week. But the essential half is the specification of what the thing must actu-
ally do, tangled with everything else it must do, and no notation makes a
tangled requirement simple. Brooks's prediction was that no single advance
would deliver an order-of-magnitude improvement within a decade, be-
cause the part that remained was the part that was never about tooling.

Ausnivuiifeundyfeniueinuisdiuldiinisiidneenlula Fred Brooks
LABUINI5LATINTT 0S/360 va4 IBM — lassmsilisulusunsuinluenanluga

e

7 < X A 1w 1 [ 1 A X 14
Uy LLaSLUUﬂWiﬂuiuWIﬂﬂﬂﬂ — WUIUDaNLUUABDIAIU ADITU LUBLN
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(essential) Py "n1sduusslaseadradanluimindudoudslsenauiuiu
@, Y] o & a n . .
LUUAINULBINAITITIUINSTTU" (the fashioning of the complex conceptual
structures that compose the abstract software entity) uag41u Ua1dey
(accidental) @amsusssulunisihlassasramvariulUuvusiisnemiauad
121V ULATBI93 ML (No Silver Bullet, 1986) 1a5a9iiannvulaufninudutau
Tnedadey (accidental complexity) wazsiunvinldvemdauun — nadudllid
Tasrednuneulmassiduaiingdnuds usmnududoulneiilowd (essential
complexity) ABANYBIFITIULUADIWINGII9) Fenunugandenuneg1aau
niusewidae lifidynsallvuvinlideninun (requirement) iWuriuginane
& ' Y o o = 1 P o a Ao yak
\Uuisesinela Arvitunewed Brooks Aeazliisinanuinniinganeanvinliaau
Auildneludul szdunmaesglimeiluiSeswsaniodionuausn

If complexity cannot be removed, it can be confined, and this is the field's
one great structural idea. David Parnas asked what makes a decomposition
into modules good, and rejected the obvious answer — that modules should
mirror the steps of the process. His criterion instead: "Every module ... is
characterized by its knowledge of a design decision which it hides from all
others. Its interface ... was chosen to reveal as little as possible about its inner
workings" (Parnas, CACM 15(12), 1972). A module is a bet about what will
change. Hide the decision that will change, and change stays local; expose
it, and change propagates. Knight Capital's flag was exactly this failure
made visible — a name shared between new code and code no one re-
membered, a coupling that existed in the machine but in nobody's head.

v [ E% o @ MY v & o [ % v d'd = a v a‘n‘ 1
danududeunidalula siunds Anld 1 uazifelofuiBelaseadnandslug)
naReIv09AIan5Y David Parnas saAnatuinaylsvinlinisuanssuudu
uana (module) A kAU rasAMAUNATALRIUNER — TUBRAAITASNDU
JUNDUYDINTZUIUNTT LNEUNVDIIINFULD UL uegausazAIgniIuAlaen1s
Faensinauladeesnuuunisedwniugeulianuegadunsnun

a o Y p= v a ° X% a | A oy
SuwmesiusiugnideniiUamenisinauniglulidesigainnaziila
(Parnas, CACM 15(12), 1972) uagafenisiaunuinezlsosidaeu dounis
sndulafissudeu udnswasunlashegnisnl Wakeliusenu wains
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wWasuulasnazauluii feature flag ¥849 Knight Capital floanudumaiwuy
10z AUTINglAiu — Yeudlsildsruuszniddanludiulaniliflassila

1 a

n1smgiien (coupling) fifiogaidluaTes udlisiegluilas
The instrument that makes change survivable is the test, and its power is
narrower than it looks. Dijkstra's corollary is exact: "Program testing can be
used to show the presence of bugs, but never to show their absence!"
(EWD249). A test suite proves nothing about the system as a whole. What it
does is convert a hope — this probably still works — into a specific, mechan-
ically re-checkable claim, and a large system is changeable in proportion to
how many such claims it carries. Version control does the same job for
history rather than behavior: since Git in April 2005 (Torvalds), a project's
past is a queryable artifact, and the question "why is this line here" has an
answer that outlives the person who wrote it.

]
o

= IS 4 a Y (4 (% £ P
iwsesiioninlinisiasuulassenldfewmad (test) wazwasvasiuuauningm
fiugieas doaguved Dijkstra nsale "n1swadlusunsulduaninisiieguasun
18 weilsifimalduanainunliigiogléiae!” (Program testing can be used to
show the presence of bugs, but never to show their absence!) (EWD249) %a

s . M va ¢ a ) & A adou o oa
wian (test suite) lulangarazlsifeaiussuumnuniae AsnduvitAeuda
ANunds — dhazdaiheulded — linaaludendndsiizasaznsiag
lasenaln uagszuuluaasasuulaslaunnua luunduiuindunundenain
g1auuuiilinde szuuAruAuLIBSTU (version control) vimtkuULRE AUl
TinuuseiRmansununazsdunginssy — duisus Git luiiewawieu 2005
(Torvalds) efnvaslusionduilsnnaneluingiiadsla wasainaudn vinly

o e 1 dy" ®a o d' 1y 1 A o X
UFTNAUNIBYAINU NUATRBUNBYYULTINIMAUNLVYUNUTUUN

The last principle is the one practitioners discover last. Melvin Conway,
writing in Datamation in April 1968: "Any organization that designs a system

. will produce a design whose structure is a copy of the organization's
communication structure” (Conway's law). Two teams that rarely speak will
build two components with a thin, brittle, under-specified interface
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between them, because that interface is a faithful cast of their conversation.
Architecture is therefore partly a staffing decision, and reorganizations are
silent design changes.

‘vié'ﬂmiaﬂﬁﬂaﬁawﬁﬂﬁﬂuﬁqmuﬁqﬁné’uwmi‘]uﬁﬂﬁuﬁmam Melvin Conway
\Feul3lu Datamation ieuluwieu 1968 1 "asAnslafmufioenuuuszuy

Wil ... ezwdneueenuuuiilasaadudnuvesiassadenisaeansiu
aadnsTL" (Any organization that designs a system ... will produce a design
whose structure is a copy of the organization's communication structure)
(Conway's law) apsfinfiunulsinsfuazasrsaesdulsznauiiidumesine
v Wz wasAsuaaUnliliasuszuinstu msedumesaiufsuuy
waeiidonseiounaunuvasmIniwes aandnenssuadunsinaulases
Snsrmdsnudiuniiedig uaznmsuiulaseadresdnsinenisiUasuulaseu
DONLUULUURYUS

The field named itself in that same year, at a NATO conference at Garmisch
in October 1968, where "software engineering" was chosen deliberately to
provoke — an assertion that this work ought to rest on theory and discipline
the way established engineering does, made at a moment when it visibly did
not (Naur & Randell, eds., 1969). Nearly sixty years on, the aspiration is still
doing more work than the achievement, and the honest members of the
field say so.

anansimatelrseduiifeatuiuies finisuszyu NATO a1 Garmisch Liou
AL 1968 HaA1in "software engineering” gidantdognasslalidhy — 0u
nsBusuteuil aas nseguunnuiuagiteuuuideaiuimnssuiineiaun
wnud veitupeuiudiulddaintudsliduwuuduias (Naur & Randell,
eds., 1969) iiounnaulniuly Anugndsndmaiuninndinanudnse
930 wazaulusnsiidensefiveuiuiFesil
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Connections - 1%aule

Below this floor sit chapters 05 and 06: the operating system and the lan-
guage give you a program that runs correctly once, and everything here be-
gins after that. Chapter 02 supplies correctness for a single algorithm,; this
chapter is what happens when ten thousand of them must be changed by
people who never met. Above and beside it, chapters 08, 09 and 10 are the
domains where these disciplines are tested hardest, because a database, a
network stack, or a distributed system cannot be stopped and rewritten.
Chapter 11 is the case where a leak is not merely expensive but adversarial.

ee

FUAYBIYULABUNT 05 wae 06 szuulfufnisiuntwlusunsulilusunsy

o v y = ¥ v ' Az d v [y 7 =
nsugndedlanilenss uamnedluuniinisudunasaingaii uni 02 ueu
AUYNABILARUTAND3TINAY9 nilen druunilfedsiiiauliodana3iu
wuutuniluddesgnilasunladlasaunlinaneiuuineu Fuuuwaztee

d' A a 4 1 dy o a £
unv 08, 09 wag 10 ﬂaT,ﬂLuummammmugﬂmaauwuﬂwqﬂ WNSILFIUVDYA
\A38918 W3BTEUUNIENY llaunsangauandeulninauald uni 11 Ae

aa & 1 v 1w & a L4
nsainn1ssldlyuatiduyuung uadaduufjinddnaae

Open questions - A1aundanag

The field's own evidence base is thin. Everyone quotes a figure for how
much of software's cost is maintenance rather than initial construction, and
the figures range from sixty to over ninety percent with no shared defini-
tion or measurement window behind them — a discipline that measures its
central claim that loosely should be uneasy. Deeper: does machine-gener-
ated code shift Brooks's ratio, or does it merely make the accidental half
cheaper while leaving the essential tangle untouched — and if reading and
reviewing code becomes the bottleneck, is that a new floor or the same
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one? And if Conway's law holds, is it usable in reverse: can you get the ar-
chitecture you want by first building the organization that would produce
it?
FIUNANEIUTBIAANSHIBINGIUIININ NAALSIAIATINAUYLYENARISH
s & o & ° o . a 2, % & %
Wosiumdunisungedne (maintenance) unuiazidun1sasansansn uwad
miavundensusnndulysudafuinduesidud Tnglififionusiunie
nihsansinndanuegiiomanay — A1EnsNIATanaI919aNYaIRILeY
& v . = ~ Y o & a X =
narrunlAlsessantiauiele Anaslusn lAanesesnanvuealasu
dndaues Brooks 954lnu wsatiuwArinlinisiudygnasiagliunzaiaiowi

]
v o 1

a o 1 v 1 v aa 14 13 5 & A Y 1
NEINUNUYIDY — LLagﬂqﬂ']'ia']‘Nﬂ‘Ui'J'ﬂﬂﬂﬂa']EJLUu@]E]‘U'Jﬂ’UUSJ'] uuﬂmj'ﬂwu

ee

A a

WIBTWAN? wazdnguesnaulad (Conway's law) 1Uuase dulddoundulalu
— AASINAnIUNYNTIUNABINIST LA U A18N15851909ANTNALNER

q

An1UNYNSSURUUUUIUNNNDU?

Go deeper - 911619

— Titus Winters, Tom Manshreck & Hyrum Wright, Software Engineering at
Google, O'Reilly, 2020 — the clearest modern statement of the time-
integrated view; free in full at abseil.io.

Titus Winters, Tom Manshreck & Hyrum Wright, Software Engineering at
Google, O'Reilly, 2020 — A195UBEANINTALIUNAAVDIYUNBILUY
duilinsalumunan erunsatuliulad abseil.io

— D. L. Parnas, "On the Criteria To Be Used in Decomposing Systems into
Modules,"” Communications of the ACM 15, no. 12 (1972): 1053-1058 — full
text.

D. L. Parnas, "On the Criteria To Be Used in Decomposing Systems into
Modules," Communications of the ACM 15, no. 12 (1972): 1053-1058 —
atuiiu

— Trederick P. Brooks, Jr.,, "No Silver Bullet — Essence and Accident in
Software Engineering," IFIP Congress, 1986 — UNC technical report.
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Frederick P. Brooks, Jr., "No Silver Bullet — Essence and Accident in

Software Engineering," IFIP Congress, 1986 — $18947UN19MALAY83 UNC
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CHAPTER 08

Databases

gudoya

This chapter is the floor that turns storage into memory — the layer between raw
persistence below and every application above that needs to be told the truth.
uniietuiiiuAsunuiiiudioya (storage) Tinaeiduaus — duiidusewinennung
ogvasdioya (persistence) wuuRuduans funnuaunainduduuudidesldzuanuais

How does civilization remember reliably?

9159555UANINAWN) Idegrsundenelasdnls

Before 1970, asking a computer a question it had not been built to answer
meant writing a new program, and that program had to know where the an-
swer physically lived: which file, in which order, chained to which other
record by which pointer. Reorganize the storage to make one report faster
and every program that touched those records broke. Businesses were ac-
cumulating data far faster than they could accumulate programmers to
chase it around the disk.

Aawul 1970 nsanudanuiursunanesniulilagnaseunlineu nuneda
¥ = 1 3.’1 ¥ ) .4 1 o ldl
peudaulUsunsulu waslusunsuliunasimeinAmauagnluilunig
nenIN — lalvu Fesardunuulnu gnfiu record Budae pointer fialwu 30
Tassasnsmnudeyalmimelisrenuniiadidu yalusunsuilumg record
wialuAWIRNY gshvazaudayasinifezmiusunsuuesunlanusiulung
Aanlaviu

Then an IBM mathematician at the San Jose Research Laboratory published
a paper whose first sentence was a declaration of independence: "Future
users of large data banks must be protected from having to know how the data
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is organized in the machine (the internal representation)” (Codd, CACM 13(6),
1970). Edgar Codd's proposal was to model data as relations — mathematical
sets of tuples, with no order, no pointers, no physical trace of the disk in
them at all. What a user sees is a table. What a table is made of is nobody's
business but the system's.

ntutinadinAandued IBM 7 San Jose Research Laboratory AnuiUiuas
atunilsfalseloausniorusenadasnm: "Hlisuastoyavuialunglu
awandasldunisuniiosnnsiesdindeyagninsulsuesnslslunses
(internal representation)” ("Future users of large data banks must be
protected from having to know how the data is organized in the machine
(the internal representation)") (Codd, CACM 13(6), 1970) YoLaUovD9 Edgar
Codd Aemsasnauuustassdoyaliilu relations — lwanepdinAansUea
tuple #ilaifignéu 1aifl pointer lifisossosvnenienwvasdarnaaniasgias
AsigldfuAenisne daumsneUszneutuaneylsiulildGesmedas
UBNIINTZUULDY

That is the abstraction this floor sells, and the name for it is data independ-
ence. Everything else in the chapter exists to make it affordable.

J A . A8 X & v A .
UUADUINGTTU (abstraction) NYUUVIY LLazyaVDINUAD data independence
nnegwimwasluunillieginevinlidudisunungialug

It is expensive because a question phrased against an idealized table gives
the machine no plan. Codd saw the consequence and stated it precisely: the
power of such a query language 'lies in its descriptive ability (not its
computing ability)" — you describe the answer you want, not the route to it.
Somebody must still supply the route. That somebody became the query
optimizer, and the technique that made it work was published by Pat
Selinger's group in 1979 out of IBM's System R prototype: enumerate the
possible access paths, estimate the cost of each from statistics about the
data, and pick the cheapest (Selinger et al., SIGMOD 1979). It is an unglam-
orous idea with an enormous consequence — the reason a modern analyst
can write nine lines of SQL over a billion rows and get an answer, while the
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equivalent hand-written traversal would take a week and be wrong. System
R also produced the language: Donald Chamberlin and Raymond Boyce's
SEQUEL, in 1974 (SIGFIDET workshop), later renamed SQL because another
company already held the trademark on the word.

fulinunuas wsizAmunsuduiisuiunssiugauaalilavenuuuns
hawezlsiunIsaias Codd uaaiiunannuuuazya l3dnauin wiswes
YIRS (query) wuull "agfiauannsalunisussene (lildanuaunsalu
N15AIN)" — ANUIIEIRAINEUNABINS WlYdumelundiu uidedlas
dnaudavidunaiuliedd autiunareunlu query optimizer uazinaiiai
inliduvinulagnianunlaenguves Pat Selinger Tudl 1979 a1nduwuu
System R vas IBM: lagidunsnisidndsdeyaiiululdnamun Ussdiudunu
VIUAAZIEUNINRINADAYDITOYA WATDNEUNNTIQNTIEA (Selinger et al.,
SIGMOD 1979) Wulaifiediglinieniuddiaumea — manaiiniasisn

‘;’ = 1 YV L% ¥ U 14 ¥V Y o dl 1
gAilgeu SQL wArussiauudeyanudusaudilamneu Tuvaeinisla
Y v =) = v 4 [ Y L4 v a A v LY 4
Aumeliawuuiisuviniuagldianduduamiuasdaslindnaaeg System R 8914
Aulinn1w1nae: SEQUEL wad Donald Chamberlin fiu Raymond Boyce Tud
1974 (SIGFIDET workshop) @sneudaasutaidu SQL wszussnauie
\ATINNNENITANVRIAILULULED

The second thing this floor hides is failure. Power dies mid-write; two
clerks sell the same seat; a disk returns a page from last Tuesday. The
abstraction offered is the transaction: a group of operations that either all
happen or none do, that behaves as though no one else were running at the
same time, and that once confirmed cannot be lost. Jim Gray set out these
guarantees in 1981 (The Transaction Concept, VLDB); Theo Harder and An-
dreas Reuter gave them the acronym everyone now recites — atomicity,
consistency, isolation, durability — in a 1983 survey that credits Gray for the
substance (ACM Computing Surveys 15(4)). Note what a transaction really is:
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not a mechanism for avoiding failure, but a contract about what failure is al-
lowed to look like from above. The machinery underneath fails constantly.
The surface it offers admits only two outcomes.

Avitaesiituildouliie aruduman (failure) Infunansdumseudoya
iafivugasauvsiitafisdtu fadduntideyavesiusdnsiiudanduun Al
vauelunuie nsuundu (transaction): nauvesn1sUftRnsiesiatu
wauansoliifntuay veusiuliflassuinundoususglunan
ey uaziiledusuudreglififugame Jim Gray mnesmsiudseumanily
Tud 1981 (The Transaction Concept, VLDB) @u Theo Harder fiu Andreas
Reuter ﬁgﬂ%a&iaﬁnﬂﬂuﬁmﬁ’uﬁluﬁmﬂ’hﬁ — atomicity, consistency,
isolation, durability — 13lusudrs97 1983 Alsiasaniionevuaun Gray
(ACM Computing Surveys 15(4)) #unaimmsunsntuaseglsiuuw: siulaily
nalndmdunanidesanuduma iy deyayrmnuauailasuaynli
fvthauuulmadienssandiuuu nalndudaisegmasainan daufi

(surface) MugulissusunadnslanaAaosnuUwingu

The mechanism that delivers that contract is the log, and it is the least intu-
itive idea on this floor. Durability is not achieved by writing the data
carefully. It is achieved by writing the intention first, sequentially, to a file
that is only ever appended — and only then touching the data pages,
whenever it is convenient. If the machine dies, recovery reads the log and
replays history: redo what was committed, undo what was not. The
canonical treatment is ARIES (Mohan et al., ACM TODS 17(1), 1992), and the
pattern escaped the database long ago — filesystems journal, message
queues are logs wearing a different hat, and replication in chapter 10 is one
machine reading another machine's log. The database's real heart is not the
table. It is the append-only record of what it was told to do.

a o Y a v @ a A v d' =1
nalndwwaudayyuiufe log wazliululewmenidnlagnigaluguil Ay
MU (durability) luldRnainmssudeyastieseiinseds uainainns

= 1 13 o w s 1 1 2/ 7 1% 1
W waun new luaau aslwanfiudnissenig (append) wintiu uaneesly
wnzuthdeyassudiolusnlafiazain das5eem1e N1shALIzEI log WaLaY
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UseSAmanian: vindei commit wdag18nada (redo) uazdoudsiidls
commit N&U (undo) WINIUINTFIUAD ARIES (Mohan et al., ACM TODS
17(1), 1992) waguwaiisuiivgnoanluanngudoyauiuuda — filesystem ¥
journal, message queue fife log figawuntinnInALAzLUY kazA1SYELA
(replication) Tuunil 10 fAesewmilsdu log vasdninzowmils ileeswes
gudeyalilyniss udfeduiinuuuserinuagiaien (append-only) vosAal
ffugnddlvivin

The one place the physical world is allowed to show through is the index,
and the shape it takes is dictated by hardware two floors down. Rudolf Bay-
er and Edward McCreight's B-tree, from a Boeing report in 1970 and Acta
Informatica in 1972 (Bayer & McCreight), is deliberately wide and shallow —
hundreds of children per node, so that one node fills one disk page and a
lookup among billions of rows costs three or four fetches instead of thirty.
It is chapter 02's bargain, paid at industrial scale: build the structure now, in
space and in write cost, to make a future question cheap. And it is where
the abstraction leaks. Two logically identical queries can differ by four
orders of magnitude in time because one has an index and the other does
not — the surface says what, but the bill is denominated in how.

aideaiilanmaneanldsueynaliluasuinio #uil (index) uazgunse
vasfugnimualaseniauifiegasstuduang B-tree vas Rudolf Bayer fu
Edward McCreight 9105189714984 Boeing U 1970 wag Acta Informatica U
1972 (Bayer & McCreight) gnasnuuuliinisuagiulasdsla — udaslvuni
anléidufos sundslvuadiunednimiindad uaznisdunvitunanseyativ
Wuduunndeusaamiedadidunisisdoya uwnuilesduauduads fudede
uaniUAe (trade-off) vsunii 02 fidrslussdugmanunssy: aflassadngli
fausimeuil malundnuiuazdununndeu elisowlusuaniidunugn
a4 uagilfieqni abstraction ¥2 A3 (query) aessfimiioufunnuszanslud
assnz 019ldaseiudsdseduuunn (order of magnitude) ins1esawdiedl
index dudnAalidfl — A7 (surface) vanua ozls usdadnlu agsls
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The people are worth a moment. Codd's employer was slow to build what
he described, having a large and profitable investment in the older
hierarchical system it would replace (Wade & Chamberlin, IEEE Annals,
2012); the relational model reached customers partly through others, and
Codd received the Turing Award in 1981 for a paper his own company had
spent a decade arguing with (ACM).
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& v A ' % 2y o Yy a4 a
Lﬁaﬂ‘Uaﬂﬂu@Nﬂ'WI%%LL’J%QﬁﬂﬂE UYA19VD9 Codd LaINVINILAST1NAINLUN
a

vsseeld inngiduamuieulvaiiiseindilsegluseuu hierarchical Juirndi
SfuaziduuNud (Wade & Chamberlin, IEEE Annals, 2012) LLUUIN@89L34
duWus (relational model) TUfsfiagnéndaunilesinunisaudu wag Codd 1¢
$us19¥a Turing Award Tud 1981 MnwwWesiivsenveswneadissdnusiun
UULUEUT (ACM)

Which brings the story to the loosening. Around 2006-2007 two systems
built for a scale the relational contract could not reach were published —
Google's Bigtable (OSDI 2006) and Amazon's Dynamo (SOSP 2007) — and in
June 2009 a San Francisco meetup gave the movement a name it would
spend a decade regretting: NoSQL. The trade was explicit: give up joins,
give up strong transactions across machines, and buy horizontal scale with
the proceeds. What happened next is the interesting part. Having sold the
guarantees, the industry discovered how much application code it takes to
fake them, and most of these systems have been growing transactions and
query languages back ever since. Chapter 10 explains why the guarantees
were expensive in the first place — and why they can never be free once the
data lives on more than one machine.

Saes1undieiidunatesias 5190 2006-2007 fiszuvdesiafiadraunive
saa%’uamaﬁé@apL%qﬁuﬁuﬂﬂiﬁﬁqgnﬁﬂuﬁ — Bigtable ¥84 Google (OSDI
2006) fiu Dynamo ¥4 Amazon (SOSP 2007) — wazluihaudiguieu 2009
47U meetup 74 San Francisco Ansdaliuuiunsi defisuasdesuniiadelaly
8naud: NoSQL msuanasutiudatou: wou join 3ild sexlsifinsuusndy
(transaction) fiudeusstuinies udweanauwIueudsasiseunanly diu
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Connections - 1%auleg

Below: chapter 04 supplies the memory hierarchy that gives the B-tree its
shape, and chapter 05 supplies the file, the process, and the crash-consist-
ency problem in raw form — the database is what happens when one pro-
gram takes those duties from the operating system and does them properly.
Chapter 02 owns the data structures; chapter 03 explains why compressed
columns and encoded pages work at all. Above: chapter 07 lives here per-
manently, since a schema is the hardest thing in any system to change;
chapter 09 puts the client across a network; chapter 10 asks what survives
of these guarantees when the machine is really many machines.
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Open questions - A1aundalnag

Is the relational model a permanent floor or a fifty-year local maximum? Its
critics have twice declared it obsolete — for objects in the 1990s, for scale in
the 2000s — and it has twice absorbed the challenger. Second: the optim-
izer is now the least predictable component in most systems, capable of
choosing catastrophically on stale statistics; learned optimizers are an
active research front, but a mis-estimating model is harder to debug than a
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mis-estimating formula. Third, and least settled: the log is the one compon-
ent every modern data system has converged on. If storage, queues, replic-
ation and stream processing are all logs underneath, is "the database" still
the right unit of thought, or is it the log that is the floor and the database
merely one view built over it?

WUUT1A8UTIFUWUS (relational model) idutuanis viaiduudgageanianis
i (local maximum) fiogjanl@indulfuun finsainsussnaindudiadomn
WAad03nSs — 1504 object TuneAlssE 1990 1303aINalLUNAITTY 2000 — WAL
fuiinduguiadluldisansnds deass: query optimizer nouiiidu
dnusznauiimanlilduniigaluszuudiulng awnsadonionain
Srausaldanadndiandse optimizer ﬁL%ﬂuglﬁ (learned optimizer) 1Uuwwasy
Woiirdadndn uilunaiivssfiuatuisnenningasiivssiiuiia dea
wagdaliiasiafign: log Aedulsznauideniissuudeyaarislmindn
USIAUAU 01 storage, queue, replication LLag stream processing audu log
agtsldviaviun uds "grudeua Sudumiedndigniesegviean wiedn log
damniidutu daugrudoyafuudyumemisiiadedousginsuuiiu

Go deeper - 91Ufia

— E. F. Codd, "A Relational Model of Data for Large Shared Data Banks," Com-
munications of the ACM 13, no. 6 (1970): 377-387 — twelve pages that
reorganized an industry; ACM DL.

E. F. Codd, "A Relational Model of Data for Large Shared Data Banks,"
Communications of the ACM 13, no. 6 (1970): 377-387 — Audeantiiian
suidouiagaanunssulual; ACM DL.

— Peter Bailis, Joseph M. Hellerstein & Michael Stonebraker, eds., Readings in
Database Systems, 5th ed., 2015 — the field's own curated canon, with
editorial commentary; free at redbook.io.

Peter Bailis, Joseph M. Hellerstein & Michael Stonebraker, eds., Readings in
Database Systems, 5th ed., 2015 — AUASNIINITANATILOI NIDUABEUNY
1NUTTUISNTS; 81UNSN redbook.io.

85


https://dl.acm.org/doi/10.1145/362384.362685
https://dl.acm.org/doi/10.1145/362384.362685
http://www.redbook.io/
http://www.redbook.io/

DATABASES

— Abraham Silberschatz, Henry F. Korth & S. Sudarshan, Database System
Concepts, 7th ed., McGraw-Hill, 2019 — the standard textbook if you want
the mechanisms in full.

Abraham Silberschatz, Henry F. Korth & S. Sudarshan, Database System
Concepts, 7th ed., McGraw-Hill, 2019 — f1558UNIMIFIU A1dBINISNALN
WUUANURUU.
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CHAPTER 09

Networks

=) ]
LAF3VUY

This chapter is the floor that dissolves the boundary of the single machine —
everything above it can address something that is not itself.
UNTIABTUNAYANUVIUIYNVDAATBAAYT — 9NNDENNBEMTRTUNAINITAD1INIUINEIMN
Tailyesiuedla

How do machines that share nothing agree to talk?

dll dl (= 1 [y U o %4 1
wiesnlifiovlssiuiuasnnasiuaeiulaegnsls

In October 1986, two sites four hundred yards apart stopped being able to
talk to each other. Van Jacobson recorded the numbers: between Lawrence
Berkeley Laboratory and the University of California at Berkeley — "separ-
ated by 400 yards and two IMP hops" — throughput fell from 32 Kbps to 40
bps (Jacobson & Karels, SIGCOMM '88). A factor of a thousand, across a dis-
tance a person could walk in four minutes. Nothing had broken. No cable
was cut, no machine had failed, no attacker was present. The network had
simply become so busy retransmitting the packets it was already failing to
deliver that it left no room to deliver anything. It had eaten itself, and it
would do so repeatedly for the next two years.

Tuifeunanau 1986 apsanuiifivinaiudfesvanaeiulailédndely van
Jacobson Uuin@atauli31 s¢1ine Lawrence Berkeley Laboratory fiu
University of California @ Berkeley — "##19111 400 a1 uazaa3ydd IMP hop"
("separated by 400 yards and two IMP hops") — U3unaus1usiatan
(throughput) #n91n 32 Kbps twas 40 bps (Jacobson & Karels, SIGCOMM '88)
nafudaiiunia Smszsgmefiauduldludund laflerlswe lifiansgnda lais
wedlviuau Lifiglonfeglumanisal infednsudgagfunisasdi
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(retransmission) winn (packet) fistudslid5aogudunnaulidmasitingi
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That episode is the best introduction to this floor, because it shows what
kind of thing a network is. Not a wire. An agreement — with no authority to
enforce it.

L4 6’5 = o dlddl ) v 5 dy L] Y @ 1 =l 1
wnnsaliuAeuninnnaaduiuduil insziivwansliiiuinasediy
(network) Aavaanuulnuiuny lilvanyln wiidudennas — Nhidsuiala
Feaulyvinay

The agreement starts with a decision made twice, independently, in the
early 1960s. The telephone system worked by circuit switching: reserve a
path end to end, hold it for the duration, and the conversation gets a private
wire. Paul Baran at RAND, designing a communications system that could
survive the loss of much of itself, proposed instead that messages be
chopped into standard blocks that each find their own way and be
reassembled at the far end (On Distributed Communications, RM-3420-PR,
1964). Donald Davies, at Britain's National Physical Laboratory, arrived at the
same design for a different reason — computer traffic is bursty, and a re-
served circuit sits idle most of the time — and gave the blocks the name
that stuck: packets. Packet switching trades a guarantee for a statistic: no
conversation is promised a path, all conversations share all paths, and they
share well precisely because none talks continuously. The first message on
the resulting ARPANET went from UCLA toward Stanford Research Institute
on 29 October 1969; the operator typed the first two letters of "LOGIN" and
the far end crashed (Kleinrock's account).

Fannastisuannisinaulefiintuaesnduenainiu lugardunmsse
1960 szuulNsANIINaUAE circuit switching: aauidunislivians Sanses
fulinaennsaunun wdrunaunuildaneaiudaluld Paul Baran 7 RAND
Fardseenuuuszuviomsiisonldulidnlnnjvasiiuasgnvinansll ndu
rauslidudennuiluneuninsgu TudazioumnisluieaudrseUsenoy
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naunuanenne (On Distributed Communications, RM-3420-PR, 1964) Donald
Davies 71 National Physical Laboratory 48489ng% 410901509nNWUULAYINAY
14 1 a a s [ b4
ABLNANAAUAZDYN — NIMNWNVBIRBNNILNDINNUUNINE (bursty) Lag

a P 1 1 [ A v Hda
asivedlindadaiegiieunasniia — uazwnduaunsteiauniniingn
UnnuaudanTuildn uwntin (packet) packet switching wann1ssuuseiu
pagAanawnu: lilunaununluugnduaninagliduniauiueu vn
unaunmnlgnnidunesiuiu wazdiuldsuiulaanmsglifilasyaseiiies
MABALIAT ToAIULSNUL ARPANET Miindiuainnisviunil gnasann UCLA Uds
Stanford Research Institute 83U 29 naAN 1969 HAIUANNNWSNEIADY

fasnuad "LOGIN" uaruanenisfau (Kleinrock's account)

The second structural decision is layering — the tower recapitulated inside
one chapter. Each layer takes a job from above, does one part of it, and
hands the rest down, knowing nothing of the implementation beneath. The
formal version is the seven-layer OSI Basic Reference Model, standardized
in 1984 (ISO/IEC 7498-1); the version the world runs is smaller and messier,
four layers written down after the fact in RFC 1122 (1989). Keep that embar-
rassment in mind: the model designed by committee is the one taught in
courses, and the model grown by implementers is the one carrying this
sentence to you.

asanauladelaseasrsdendosfo nsuusvu (layering) — oAy (tower)
nalugngeasunliluunmfie) wiasdusunuuanduuy iuadIuuedRaeg

I v 1 5% a o . A v v
wardanmaeadludnean Ineliferlsiaeineaiunis implement Negd1sla
nestuiilunisnisie OSI Basic Reference Model 1aadiu ignuuniiu
wnsgulul 1984 (ISO/IEC 7498-1) drunestuillanassldauegiuanni
KaESNNIT UATY WHUIUNENFINNTUNAYUITIATU RFC 1122 (1989)
o ] d’l YA dl = dl 14
Fanueeililig: lunaniaaenssuniseenuuuAelumangnasuluies
5o drulupaneanduunainiavssauil implement 939ABRAINANAIND
Usgloailunneno
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What makes the grown one work is the shape of its middle. The Internet
Protocol offers almost nothing: it will attempt to deliver a packet toward an
address, and it may drop it, duplicate it, delay it, or deliver it out of order
without apology. Every network technology beneath can be different —
fiber, radio, satellite, copper — and every application above can be different,
and they meet at one deliberately impoverished layer. The principle behind
that poverty was named by Jerome Saltzer, David Reed and David Clark: a
function "can completely and correctly be implemented only with the know-
ledge and help of the application standing at the end points ... providing that
questioned function as a feature of the communication system itself is not
possible” (end-to-end arguments, 1981/1984). Put the intelligence at the
edges. A network that tried to guarantee delivery would still not spare an
application from checking, and would tax every application that did not
care.

Aeivinlinestuittentumniviauléfogunsevesdunarsvesiu Intemet
Protocol Trieglsunulaildiae: fusgwenowdwinifnludsiioguis uagiiu
onviuRninme el minanan viedsdauuuiindrdulaglivelnvlas
waluladin3etennuuuiiaginsansinafuldnun — lniues iny ardfies
ABMBILAI — wazuaUnAlndunniafiogirauuieiuldnuamuiu faaes
Hanaefuiituidsaioulalaedsla udnnsiegidemdanruauladugnds
%EJIGIEJ Jerome Saltzer, David Reed wag David Clark 71 ﬁﬁ%’umﬁwzgn
implement l§egnsauysaiuazgniesisaifiofinmuiuazanutnemionn
wounAinduiituegfigaumeniaisassilavindu nsvinlirsdduiigndas
anutunJufieesvesszuvdoansiesdalululyild (end-to-end arguments,
1981/1984) Mapnuanalifiveu iniethefineeuiuuseiunsdeieidsl
Preusundndulinuainnsfesmsivdeutetegd waudunuaiBainyn
weundnduitliauloeiiiasdedn

So reliability is built on top of unreliability, by the endpoints, and that is TCP.
Vint Cerf and Robert Kahn's 1974 design (IEEE Trans. Comm. COM-22(5):
637-648) numbers every byte, acknowledges what arrives, and retransmits
what does not, manufacturing an ordered, gap-free stream out of a medium

90


https://web.mit.edu/saltzer/www/publications/endtoend/endtoend.pdf
https://web.mit.edu/saltzer/www/publications/endtoend/endtoend.pdf
https://web.mit.edu/saltzer/www/publications/endtoend/endtoend.pdf
https://www.cs.princeton.edu/courses/archive/fall06/cos561/papers/cerf74.pdf
https://www.cs.princeton.edu/courses/archive/fall06/cos561/papers/cerf74.pdf
https://www.cs.princeton.edu/courses/archive/fall06/cos561/papers/cerf74.pdf

NETWORKS

that promises none of those things. The ARPANET switched over to it
wholesale on 1January 1983, a date fixed two years in advance in RFC 801 —
the last time the network was small enough to be changed on a single day.

azuuANNLLYeRedgnas e douiu anuliunteie Insgauatenisisass
Haduauvii uaztiufe TCP MseanLUUYal Vint Cerf AU Robert Kahn Tud
1974 (IEEE Trans. Comm. COM-22(5): 637-648) Tanunaiavlvivnlua dudu

v
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A9NUD9 wardAIN LN as19ansunisesafurazliivelneWuuian
fnaran bdladuauezlsuuuiuliiaednasgne ARPANET wWaguunlgdung
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seuuluium 1 unsiau 1983 JuignitnualiaimiassUlu RFC 801 — A3y
4 = =) 1 v @ dl 14 o/ a
gavnenimsevieduannesniUdsulanaluiuben

Which returns us to 1986, because retransmission is exactly the behavior
that ate the network. A sender that responds to congestion by trying harder
makes congestion worse; ten thousand senders doing so collapse the com-
mons. There is no central regulator to prevent it — no one owns the inter-
net, and no one can be told to slow down. Jacobson's fix, which is still in the
bones of every connection you make, was to have each sender infer the
state of the whole from what it can see locally: treat a lost packet as evid-
ence of congestion, cut your sending rate sharply, then probe upward again
gently. Congestion control is voluntary restraint by parties who cannot see
each other, and it holds because the alternative is that nobody gets any-
thing. It is the most consequential piece of distributed politeness ever de-
ployed.

a

Fawnsnauluiitl 1986 ins12n15d991 (retransmission) AewgRnssuieaiu
finuederngluiesiuuvaz fasfinouauedsoninuuasdn (congestion) fae
nsneneuasliniingu agBainlianuuesautas damimiluseviuuutiu
wiouunwamswensarusiuadld lifinisaunanslwuaseiuls — 1if
Tasdudwesdumediiin uazliflasgnaslidiadld naufves Jacobson @
deilsedlunsegnuemnmsdeusafinuairstunniuil Aeliddusiazes
puANUANTUE (state) ToansszUUAN AR iuluNuT: a7
meluidundnguresanunedn dadasnisdiasesiauss udidens Nty
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Tusingnaunwia congestion control Aansdugatalalasasinslavaseesingeg
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The same structure — no authority, only agreement — governs how things
are found. The Domain Name System, specified by Paul Mockapetris in 1983
and refined in RFCs 1034 and 1035 (1987), turns names into addresses by
delegation: each zone is trusted to answer for the names beneath it.
Routing between networks runs on BGP (RFC 4271), in which each network
announces which addresses it can reach and its neighbors believe it. On 24
February 2008, Pakistan Telecom, complying with an order to block You-
Tube domestically, announced a route to a slice of YouTube's addresses
more specific than YouTube's own — and because more specific wins, and
because its upstream provider passed the claim on, the world's traffic to
YouTube went to Pakistan for roughly two hours (RIPE NCC). Nothing was
hacked. The system worked as designed, and the design assumes honesty.

Tassasraieaiull — lifidune fuddennas — usauinezmvessld
881915 Domain Name System # Paul Mockapetris Wauaiunlilul 1983 udn
U5uusalu RFCs 1034 uaz 1035 (1987) wlastieliiduiegienisuaugiung
(delegation): wsiazlwulasuainulilalimauunutenedlasiu nsdndumis
(routing) 5¥WiN1ATRYIBIBLUU BGP (RFC 4271) Feusasiaiaviguseniadn
o = i PR v 4 & & o & &4 o oo
aaedlunsnegluuladin udnnouthuiwedusenmanu Wedun 24
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Uszina men1susenmedunaluganegaiunilavas YouTube Ndmigiateas
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On top of all this sits one application among many, proposed at CERN in
March 1989 as a way to keep track of documents (Berners-Lee) and released
to the public domain on 30 April 1993. For most people the Web is the net-
work — which is what a well-built floor looks like from above.

13 1

sfuugnuasIuniiAeusUnAntunilslunas & Aigniauetudl CERN Tu
WWousiunau 1989 eldRnnuienans (Bemers-Lee) udagnudasg
anssauanTRluTuf 30 wwsy 1993 dwiuaudulng 1iu (the Web) fe
\3etine (network) 109 — Fetiuunasevtinvestuiignasranegadiiie
UBIINATUUY

Connections - 1%aule

Below: chapter 03 sets the physical ceiling on any channel and supplies the
error-detecting codes every layer uses; chapters 04 and 05 provide the ma-
chine and the operating system that actually move the bytes. Above:
chapter 10 takes the machines connected here and asks what it means for
them to agree on anything, a far harder question than making them talk;
chapter 08 is often on the far side of one of these connections; chapter 11 is
the one this floor keeps needing, since DNS and BGP were built for a
network of colleagues.
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Open questions - A1aundainag

The end-to-end argument is under steady pressure: firewalls, address
translators and content delivery networks all put intelligence back in the
middle, and QUIC moved transport out of the kernel to escape the middle's
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grip. Is the narrow waist still the architecture, or a memory of one? Second:
BGP's trust problem has had a technical answer for years — cryptographic
validation of route origins — and deployment remains partial, which makes
it less a research question than a study in why coordination fails when no
one can be compelled. Third: congestion control now runs many algorithms
at once, some far more aggressive than others, on a commons that assumed
roughly equal restraint. What holds an agreement together when the
parties no longer agree?

end-to-end argument MdsgnnaRuag1esiatiles: firewall, address translator
waz content delivery network Aswiauaaianauinluetnsinansiumun
@2U QUIC Adne transport 88na1n kernel Iveniiauiovasnsenansiy 1a7
AaAKAU (narrow waist) Gailuanidnenssuadey wisduuananumsednis
suldudiuu veges: Jaymnrulilaves BGP fidnsunamaiinuivansd
A2 — NISATIVADULUAITINIVDUAUNIINIYINYINITTHAAU (cryptographic
validation) — wsnslgeuaiedesinlauauisdiu devinlmiuldlydinnuide

[ [J S b= 1 o =< v & 1 v 14
wirdudunsaldnerinvitlumsuszaruanuisauman welidlasgndsaule
Jo@1u: congestion control mauliiunatedanasnunsauiu u1eiINA151
N31FBUNIN UUMSNEINsEINTINNeRNwULUIN IngaNNRI M edugItla

1 LY = v v & 1 1 [ v a 1
wing A eglsazdndonnawelila ediernee Liviunssiudnasly
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— J. H. Saltzer, D. P. Reed & D. D. Clark, "End-to-End Arguments in System
Design," ACM TOCS 2, no. 4 (1984): 277-288 — the shortest route to under-
standing why the Internet is shaped as it is; MIT PDF.

J. H. Saltzer, D. P. Reed & D. D. Clark, "End-to-End Arguments in System
Design,” ACM TOCS 2, no. 4 (1984): 277-288 — unmadudigaiiazidiladn
vinluBumesifindedisunsauvuiidued; MIT PDF.

— Van Jacobson & Michael J. Karels, "Congestion Avoidance and Control,'
SIGCOMM '88 — PDF.

94


https://web.mit.edu/saltzer/www/publications/endtoend/endtoend.pdf
https://web.mit.edu/saltzer/www/publications/endtoend/endtoend.pdf
https://ee.lbl.gov/papers/congavoid.pdf

NETWORKS

Van Jacobson & Michael J. Karels, "Congestion Avoidance and Control,"
SIGCOMM '88 — PDF.

— Larry Peterson & Bruce Davie, Computer Networks: A Systems Approach —
the systems-first textbook, kept current and free at systemsapproach.org.
For the classic course treatment, Kurose & Ross, Computer Networking: A
Top-Down Approach, 9th ed., 2025.

Larry Peterson & Bruce Davie, Computer Networks: A Systems Approach —
msfiEunyuNesTuL Usuussdaidieauageunsi
systemsapproach.org. AIABINTUUINNUUUADSEAAEEN A Kurose & Ross,
Computer Networking: A Top-Down Approach, 9th ed., 2025.
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CHAPTER 10

Distributed Systems

ITUUNTTINY

This chapter is the floor where "the computer” stops being a noun — the machine is
now many machines, and the abstraction of one is something you have to build.

Ha & oA a sy & o a = I = =
UNUATUN "ABUNILABS" LANUUAIUINLAED — LASBINaN8LTULASBIANYLATeY LaY
UINSTTU (abstraction) VaINISUU "NIILAE" ADAINADIASIITVULDY

What breaks when there is no "now"?

I 1, dy" 1 a
aglsnaiialaidl "nouil" ogass

At 22:52 UTC on 21 October 2018, engineers replacing failing optical equip-
ment briefly severed the link between GitHub's East Coast network hub and
its primary East Coast data center. Connectivity was restored in forty-three
seconds. In those seconds the system that keeps the databases healthy did
exactly what it was built to do: unable to reach the East Coast primaries, it
promoted replicas on the West Coast. Writes had by then been accepted on
both coasts. Neither side was wrong, neither could be discarded, and re-
conciling them took twenty-four hours and eleven minutes (GitHub post-

incident analysis).

1981 22:52 UTC Juil 21 saau 2018 Fransiiasuasugunsallowiitiuas
Mdsag Ann1svausasenitguinsatnailiny Iueanved GitHub Auais

[ ¢ o o [y ) = 1 [ a ] 1
Wwuneuaniingiusanlutivae nsiweusdendunilu 43 Juni udluyaa
a1 szuuiinesqualig udoyaudusevirdsidugnasisunliviiwed —
A a 1 . ) [ MY o & & . y [ g 13
\iefinsie primary Henziueeanlild diufdeu replica Ranziunnvndu

. & a = v o v v & ) 1 a '

primary unu nautuinisilsudeyagnsudiluuavsaesils ludidlslvuin 1
felalvunald wagnsuszanulinseiulungdldioan 24 43lus 11 wadi (GitHub

post-incident analysis)
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Nothing failed. That is the shape of every hard problem on this floor. The
link came back, the machines were healthy, the failover logic was correct —
and the system still could not say what had happened, because for forty-
three seconds there was no shared answer to the question what is true right
now.

Tifleglswaasdnetns — uazthunazdogusrsvestiymennyndeuuduil
ARG TR LﬂéaﬁvgﬂLﬂ%ﬂ\‘lg\‘lLL‘ﬁ\‘lLLida n33nz failover AN9IUGNADY LA
syuunduvenluldinineslstu msiznasa 43 Sunitiilsiidneusiuiudn
fneuisIdmiumaInii neutiorlsAonuess

Start with why that question has no easy answer. Two machines have two
clocks, clocks drift, and no amount of care makes a timestamp from one
comparable with a timestamp from the other. Leslie Lamport's response, in
1978, was to stop asking for time and ask only for order. His "happened be-
fore" relation says one event precedes another if they occur in sequence on
the same machine, or if the first is the sending of a message and the second
its receipt — plus whatever follows by chaining those together. Everything
else is concurrent: genuinely unordered, so that any consistent story about
which came first is as good as any other (Lamport, CACM 21(7), 1978). Phys-
ics reached this first: simultaneity is not absolute, and the only real order-
ing is the one causation can carry. In a distributed system, messages are the
light cones.

Bunniwihludmawiiddfidnouinte sssdeunieddiuniinascdeu
wiineslinseiu wazsolise Yaualuilifivasinly timestamp ves
inSemilaiieuiudniasasldnseg Leslie Lamport naulandiflul 1978 &
ASIANAINKT "1I87" LAINNUNILA AIAU WU AUANWUS "happened-
before” voaimUanIIANsAniluAadeudnmmsninisldfdedionaginn

Y
L3 [

AUAIAUUULATELAEINU UTDIANITAILINABNITAIUBAIIULALIRANITAINAS
Aansiudennutiu — vandueglsimuitladerwduasainassuuuil 7
WEBYINMNAAB concurrent: LUAA1AUITIq AILUTDIANADAAABINULDILUY
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a [

TnuRauineslsiinneugeudviniumun (Lamport, CACM 21(7), 1978) Wand

[y

& dy 1 v 2/ (% 1a o ¢ o w o Y a 10 d'
wasasliinnouwdl — anundeuiulilydeduysal arvunuiasalinaaifun
anuduminluwaniluliwingu Tussuunszane dearufde Light cone

The second difficulty is worse, because no formalism softens it. On one ma-
chine a component either works or has crashed. Across machines there is a
third state indistinguishable from the other two: no answer yet. A silent peer
may be dead, overloaded, or healthy behind a broken link, and no timeout
separates these: a timeout says the answer has not arrived, never that it will
not. Lamport's much-quoted definition captures what this does to the
experience of building anything: "A distributed system is one in which the
failure of a computer you didn't even know existed can render your own
computer unusable” (Lamport, 28 May 1987). Failure here is not an event. It is
an ambiguity.

Haymiitaemiinniniu imsghifisuuuumeadinanansiutesiouiuld uu

\w3eaien reulwiuuinisazyhauegvieaulundwiniy uithuiesesiuly

]
=

JanuzNnarunuenlisanainassuuunsn A FeliliAinau wausulASaee

)}

A a 1% a o 4 A 11 wa ga '
WLQEJUVL‘U@']QC‘I']EJLLa'J @qﬂiﬂaﬂlﬂu NT9D1ALULYILLINALADYNAIANNNUIA LLangll

)}

i timeout Twunenaunuuiioananniuld — timeout venldudirdmeudilai
i laitnsueninguagliinfuas deuiignérefeesiigaues Lamport 3u
m‘wdﬂLéaaﬁﬁ']aﬂ‘sﬁuﬂizaumizﬁmsa%ﬁwamﬂaem — "SEUUNTLAAD
szuvfinnudumanvesnenianediniemisdnaliiiediindieg arunsn
lvineunnasvasnaiadldaulilea” (A distributed system is one in which
the failure of a computer you didn't even know existed can render your own
computer unusable) (Lamport, 28 May 1987) AnudLmaInsad laily
Winn1sal SuAsNAINIY

Given ambiguity, can machines at least agree on one value — which replica
is primary, which transaction committed, who holds the lock? This is the
consensus problem, and it is the hardest thing here. Fischer, Lynch and Pa-
terson proved in 1985 that in an asynchronous system, where messages can
be delayed arbitrarily, no deterministic protocol can guarantee that all
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correct processes decide if even one process may crash (JACM 32(2): 374~
382). The proof is not about bad engineering. It is the impossibility of telling
a dead process from a slow one, elevated into a theorem.

dleflanufniunuuil \nsearnee Senevzanasiuliisesriedlny —
replica Tnude primary, transaction 1u commit Tuuaa, Tastie lock E)S;IJ'? fife
Usyy1 aunud (consensus) LLazﬁuﬁaﬁmmnﬁqﬂuu%'uﬁ Fischer, Lynch
waz Paterson Wgaul3lud 1985 31lussuuez@lasila (asynchronous) 7
Jaanusragauslauuinlsile lifilwslnesaBeivuauiveu
(deterministic) #lvusuussAuldinnsiwaiigndeandozsinaulaldass
SiludfudTnsisaiiiaiiondu (JACM 32(2): 374-382) uniigaviiilailddngae
Fnssuiiug fudeanudululildlunmsusnTnswaiimeudleonain
Twsiwaiuath fignentuidunguium

Working systems live inside that result. Paxos, and Raft after it, never sacri-
fice safety — they will not decide two different values. What they give up is
the promise to decide promptly: during a bad enough network they make no
progress, and when it recovers, they do. Lamport submitted Paxos in 1990
as an archaeological account of a fictional Greek parliament, and it went
unpublished for eight years while reviewers puzzled over the joke (ACM
TOCS 16(2), 1998); he later wrote a four-page version, "Paxos Made Simple".
Diego Ongaro and John Ousterhout's Raft made understandability an
explicit design goal and won a best-paper award for it (USENIX ATC '14).
GitHub's failover ran on Raft. Raft did not malfunction; it agreed, correctly
and quickly, on the wrong thing.

szuuiilduaisognielunadnsiu Paxos uaz Raft finnuundivds livesde
anuUaenie wnuin — suerlddnauloluiirdesdndisneiu ddituseude
Aofiuinzdnaulals iuviaeii: seninafeietneugunnne duarldAundh
1AY LAINBLATDUIUNAUNNRA SUNLAUNINRE Lamport &4 Paxos lNRNNWILT

1990 TugUiFeadndslunmuaiiisafusganininiiusetu uagshulaldsiu

aguUalinsednsaniusiugnaantiu (ACM TOCS 16(2), 1998) anevidaian
\Jeuatudniinge "Paxos Made Simple" Raft 984 Diego Ongaro LLag John

99


https://www.podc.org/influential/2001-influential-paper/
https://www.podc.org/influential/2001-influential-paper/
https://www.podc.org/influential/2001-influential-paper/
https://www.podc.org/influential/2001-influential-paper/
https://www.podc.org/influential/2001-influential-paper/
https://dl.acm.org/doi/10.1145/279227.279229
https://dl.acm.org/doi/10.1145/279227.279229
https://dl.acm.org/doi/10.1145/279227.279229
https://dl.acm.org/doi/10.1145/279227.279229
https://lamport.azurewebsites.net/pubs/paxos-simple.pdf
https://www.usenix.org/conference/atc14/technical-sessions/presentation/ongaro
https://dl.acm.org/doi/10.1145/279227.279229
https://dl.acm.org/doi/10.1145/279227.279229
https://lamport.azurewebsites.net/pubs/paxos-simple.pdf

DISTRIBUTED SYSTEMS

Ousterhout AgtIN1eRNLUUATIY IfBad1lade warlas1e¥a best paper
91031y (USENIX ATC '14) 53U failover 984 GitHub Js8guu Raft — Raft lailé
auRianan duanasiuld gnassuazsinss vwisesiin

Because consensus costs round trips, systems trade it away. Eric Brewer
proposed in a July 2000 keynote that consistency, availability and partition
tolerance cannot all be had (PODC keynote); Seth Gilbert and Nancy Lynch
made the conjecture a theorem in 2002 (SIGACT News 33(2)). The popular
reading — pick two of three — is wrong, and Brewer said so twelve years
later: partitions are a fact of networks, not a design choice, so the only real
decision is what to do during one, and it can be made differently for
different operations (IEEE Computer 45(2), 2012). Refuse writes on both
sides and stay consistent; accept them and stay available. GitHub's day of
repair is the bill for the second option.

wws1znsBunuAinunwlu round trip sEUURIe Safnuansiuiield Eric
Brewer w@ualiluAdlunifiaunsngiau 2000 31Augennasd (consistency)
AMUNSaulYgau (availability) LaEA1TNURBNISUENVIAYDILATBUNY
(partition tolerance) liifimsl@nsurisanuagrandauiu (PODC keynote) Seth
Gilbert wag Nancy Lynch vivliideduiivguiinaredunguiiunlud 2002
(SIGACT News 33(2)) nsenunuuiauinluighle — Benldaedluay — du
A Lwag Brewer Laaﬁmmwuﬁuﬁuaaqmﬁwﬁaz nsugnvInvedAIaUieily
Forfeaswaaniatne lildnadenlunsesnuuy ssiunsindulassed
sthaeImeavinesls senined shufintiu wazAmautiudenansiulddwmsu
usiazUfiRin1s (IEEE Computer 45(2), 2012) Ufiasnisifsurisassilonds
Shwnanugenndedld usesunsitsuliudrsnwanunseuldaull Yudeu
294 GitHub Aedafidessnsdmiunadendiaes

So consistency became a menu rather than a property. At the strict end is
linearizability — every operation appears to take effect at a single instant
between its start and its finish, which is to say the system successfully
pretends to be one machine (Herlihy & Wing, ACM TOPLAS 12(3), 1990). At
the loose end is eventual consistency: replicas may disagree now and will
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converge if you stop writing (Vogels, CACM 52(1), 2009). Between them lies a
long spectrum, and choosing a point on it is the central architectural
decision of any system spanning a building, let alone a planet.

1% = [ ¥ 1 [ wa Y 1%
ﬂ’J’]llﬁEJﬂﬂai’Js‘iﬁNﬂa"IEJLUUL%JHIMLaE]ﬂ mnm’mmﬂuamauummam Uananu
k4 = A . . o s a wa = a X a '
\WuInNgnae linearizability — aufuRn1sgmlowintulugaifedsening
A o ) A vy & = a Yo & .
IALTUNUYAIUUDINU nanfAeszuuwnaaduasaungladse (Herlihy &
Wing, ACM TOPLAS 12(3), 1990) Uangaumiaiuitgnne eventual

1Y Y4

consistency: replica 813 linsafunoull wivzgiimAui gAlsudoya

(Vogels, CACM 52(1), 2009) sgninsassiansiifoaiunnsug1den wagnis
wenganitlsuuaUnasuuufansanduladsaattnenssunddgyiigaves
szuulnunmuiiniaiuiinfes Belidesyadisnitavinnimsisi

One more move is available: buy "now" back with hardware. Google's Span-
ner equips its data centers with GPS receivers and atomic clocks, and its
TrueTime interface reports not a timestamp but an interval — the uncer-
tainty & "varies from about 1 to 7 ms over each poll interval,' roughly 4 ms
most of the time (OSDI 2012). A transaction that must be globally ordered
waits out the uncertainty before committing. It is the most literal illustra-
tion of the tower: a floor that could not assume a global clock bought one,
in satellites, and sold the result upward as an ordinary database.

v aA 1 d! dl o ¥ A g n dy" [ 4 (4 o
Hdnvinilanyinla Aede "naull” ndun1RIBENSALLS Spanner U84 Google

[
a o

= LY a v < L4 Y

AnRaA395U GPS wazuiRnieznaulilumdiduinesuasiiies way
dumeasine TrueTime vossiusreauludly timestamp udily 2424 (interval) —
A luLueU € "wnIsags1a 1 e 7 Tadiuniiseseulwa” (varies from about
1 to 7 ms over each poll interval) Aas11 4 aduiiluaidaule (OSDI
2012) transaction AinaaseeafuAunalanazselianulduiueuiiniuly
nauAaY commit JABNIMUTENBUNATIRAINEAVBINDABY — TUNAIANNAFIY
& a Myasd o [ = I4 o e 1
BesurRnInanslala Adesiunesiisadisy warvnenaansIulutuuuly

sUgUToYASTIUANS
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The oldest warning here is still the most useful. Around 1994 Peter Deutsch
listed the false assumptions newcomers make — the network is reliable,
latency is zero, bandwidth is infinite, the network is secure, topology
doesn't change, there is one administrator, transport cost is zero — and
James Gosling later added the eighth, that the network is homogeneous
(Gosling). Each is a place where the abstraction of "one machine" leaks, and
every large outage of the last thirty years is a receipt for one of them.

Aufouilinunngaluisedindslylanangnegs 5190 1994 Peter Deutsch la

s1en15ANUTeRng Naulwiinge — wseteeiiold Anuniradudud
oa 1o o = 1 L I 1 dl a v a

wuuaInnlidAn msevelasasie Inlnlagliwaeu ddguassuuauien
P | v [ ¢ % . & a v a A o
AunuMsastayauaud — waa James Gosling AtiutanuuaATIngIn

A 1 13 31’ =) [ . 1 Y A a . n &
w3veuilofednunun (Gosling) uiavamagnil abstraction Y84 "1AT0Y
a n & v Y g 1 [ a aa a < v
Wen" 57 wazmeatesnsilugnnasiluaudulniiunnasluaiavedela
Uonilaluil

Connections - 1%aile

Below: chapter 09 supplies the messages and, crucially, their unreliability —
this floor exists because that one cannot promise delivery. Chapter 05 owns
concurrency within one machine, where locks work and failure is unam-
biguous; the gap between them is exactly what shared memory was buying.
Chapter 08 supplies the guarantees traded away here. Above: chapter 07
pays the operational cost of every decision on this floor; chapter 11 replaces
"machines may crash" with "machines may lie," a strictly harder problem;
chapter 12 trains its models on clusters that are distributed systems in
every respect above.

gj 1 dl 1 vV L4 ¥ ¥ L) dl =) L dl o L2 1
Fua1e: unil 09 destonnuanli wisuiuauliueievesiundAynin

& Y Ha My Y ¥ o o , 2y My o o

1w — guiiiieglansizaunusuuseiunsdedslila uni 05 quanisvinau
wiaudungluasedien 1M lock vinaulaasauasauaumadlaifinau —
YDIINITEWINADIUNULVALADFINNUIIAIUTI5IU (shared memory) LA
1319 un¥ 08 den155uUszAu (guarantee) Ngnuaniislumsellunli Yuuu: un
T T R P v y X 4 4 . 4

1 07 SeauyuauUURn1svewmnnsanaulauutuil uni 11 wWasu "n3eq
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I n 4 < n = " = A 1A 1 1 o
9198w Tinaneidu "asesenalann” aludyminernninfueg1ansinsa
unil 12 wsulueavesiuvunaawesiilussuunszaelunnudyudieduil

Wy

Open questions - A1auigalnag

Is consensus getting cheaper? Tight clock synchronization and fast data-
center networks have narrowed the gap between the theory's worst case
and the common one, and how much of the CAP trade is fundamental
rather than an artifact of 2000-era networks is unsettled. Second: consist-
ency models are precise but not intuitive, and most production bugs here
come from engineers reasoning about a model they could define but not
feel. Third, and largest: partial failure is the one thing no abstraction has
ever fully hidden — every attempt to make a remote call look local has
leaked. A flaw awaiting a fix, or the honest shape of the world showing
through?

(Y] 1 a

FUNUANIAIDNNIANTNN? N15TINUIRNNLUUTULALLASDU1BAIA

u
14
Y o

I s & & v 1 . i a Y aa a
Wwumesiisvulaviligasinsenirnsauggaamunguiunsainnuas
1 1Y ! S < X a i =
wAvad uagaliideaguinnisuanuuu CAP Uudusoanuguasualiu wie
\JuuAsessovaun3eyisga 2000 To71d04: LUUTIABIAUABAAR DS
(consistency model) wiugualailadudalamudyuinaia uagundrulug)

=1

a -:gl’ = =g v % o aa v =1 vy v
Tusuasenssiunanicmnsilimanadiunuudiassideulaunianlula 4o
a1u warlvaifan: AnudumwaIuNEI (partial failure) Aodufieanlaid
abstraction Tuunegaulaiing3ee — nAMUNEIBITIENISITENTIULAT DY
AulowiFenluAsoAEIAUAIUSINIUAWINLY DARdaUNNTBINToNISWA

A A 1 a Y a a 1 Y @ Y 1
wseRegUs1uinswalanilnaoanunliiuiuuu?
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— Leslie Lamport, "Time, Clocks, and the Ordering of Events in a Distributed
System," Communications of the ACM 21, no. 7 (1978): 558-565 — eight pages
under everything above; award citation and links.
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Leslie Lamport, "Time, Clocks, and the Ordering of Events in a Distributed
System," Communications of the ACM 21, no. 7 (1978): 558-565 — uun
WN5035UNNeE1T1eRuegt19ld; award citation and links

— Fischer, Lynch & Paterson, "Impossibility of Distributed Consensus with
One Faulty Process," JACM 32, no. 2 (1985): 374-382 — the boundary of the
possible; award citation.

Fischer, Lynch & Paterson, "Impossibility of Distributed Consensus with
One Faulty Process," JACM 32, no. 2 (1985): 374-382 — unvsvesdaidy

1dJ19; award citation

— Maarten van Steen & Andrew S. Tanenbaum, Distributed Systems, 4th ed.,
2023 — free PDF at distributed-systems.net. For the practitioner's view,
Kleppmann & Riccomini, Designing Data-Intensive Applications, 2nd ed.,
O'Reilly, 2026.

Maarten van Steen & Andrew S. Tanenbaum, Distributed Systems, 4th ed.,
2023 — PDF W37 distributed-systems.net d1081nldyuuuuuauiney
9349 81U Kleppmann & Riccomini, Designing Data-Intensive Applications,
2nd ed., O'Reilly, 2026
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Security & Cryptography

A2NUUAANYLLAZINGINSShdaU

This chapter is not a floor of the tower but a stairwell cut through all of them — an
attacker enters on whichever floor you left unguarded, and is under no obligation to
use the door you built.

unillylldtunilsveanensy winetulaianznzaiiunntu — flaufidumiegulvwn
lanaaunasyasslilidauil wagliidennidnlag Nazdeslduszanaaasiali

How do strangers build trust over a wire?

aunvanuinasreanulilaturiuanslasdngls

In November 1976 the IEEE Transactions on Information Theory carried a
paper opening with a sentence academics almost never allow themselves:
"We stand today on the brink of a revolution in cryptography" (Diffie & Hell-
man, 1976). The problem it dissolved was thousands of years old, and it was
not that codes kept getting broken. It was a delivery problem. Every cipher
in history — Caesar's, Mary Stuart's, Enigma's — required that sender and
receiver already share a secret key: a courier, a meeting, a locked bag.
Scrambling the message was never the hard part. Getting the key to the far
end untouched was, and on a planetary network of strangers who will never
meet, it looked impossible.

Laaquﬂ'ﬁmau 1976 215415 IEEE Transactions on Information Theory &

a 4 e‘d' a d'l 2/ d' v a ] 14 = n. dy
nuUesnilaisesweuseloaninivinisunulidlasnandeu — "duilisn
MasduaguUYaUVRINISUIAN19IMEIN1559i@au" (We stand today on the
brink of a revolution in cryptography) (Diffie & Hellman, 1976) Usy1#
Wiesiinaraneiiongduiul uazlildinsiagnasalaisess ualutymnis
deauniemn siaaunnuuuluuseifa1ans — ves Caesar, Y89 Mary Stuart,
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v83 Enigma — fiaen1sIRRaeiugSulinauadu (key) sauduagnauunad laidn
szruAwAvas nsuanu wsenszlfiaenld nsduasudeaulieulyl
1 [ 1 P ] a I~ 1 = 1
sanlimeidudiunenn duneinfemsadnyualifsvatenalaglidlasuns
v = 1 (Y e & 2/ v o v %
B9 uazuwAsavIEsEiuAIEIThulUfmeauwlanmiriezlififuoeiu

Seatiglululyla

It is not. Two people who have never met can shout across a room where
everyone is listening and writing everything down, and finish sharing a
number no listener can compute.

ICA v M o [ ' £ v =
wisiuulule Auaesaunliweeiuuteuaiusanslinudnuesiiynau
mdsiauazaannaly udrauassienisidavsauiudmisilidgdaauluu
Annalaiag

The strangest part of that revolution is that it had already happened, in
silence. In a January 1970 report, James Ellis of Britain's GCHQ argued that
"non-secret encryption” was possible; Clifford Cocks built a working
scheme in 1973 and Malcolm Williamson another in 1974. All of it was classi-
fied. GCHQ released the papers on 17 December 1997, the day before Cocks
announced them in public — a month after Ellis had died on 25 November
1997, never permitted to say what he had done (GCHQ).

1 dl dl a wva g.ll Eglld U a g 14 1 =) 1 L4 Q’.’l
drunudaniigavesnisujifasitifedunntuluudietnadous) nouninuu
TusngsufouunsIan 1970 James Ellis Wi GCHQ v0989ne lauadn "ns
iswanuuliau” (non-secret encryption) WulUl# Clifford Cocks @519@@un
lgaulaazelul 1973 uag Malcolm Williamson @31sdnuuulud 1974
nanuatigndaduminudu GCHQ Udeeienanseenuniud 17 Suanau 1997

= o a ] = [ . a aa
nilsTunoufl Cocks azUsendfaasnsaly — nilafounasain Ellis tdeTinld
Wiadui 25 waadniew 1997 Inglimelasuayainlinaindieswineslsly
114 (GCHQ)
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Assume the enemy has your blueprints. In 1883 Auguste Kerckhoffs
published six requirements for a field cipher in the Journal des sciences
militaires. Five are period furniture. The second has outlived them all: the
system "must not require secrecy and can be stolen by the enemy without
causing trouble" (Kerckhoffs, 1883). Claude Shannon restated the rule in the
1949 paper that made cryptography a mathematical science (Communica-
tion Theory of Secrecy Systems), and modern standards still say it plainly —
security "should not depend on the secrecy of the implementation or its
components" (NIST SP 800-123). A key can be replaced in seconds by one
person; a hidden design baked into a million shipped devices cannot be re-
placed at all, needing only one captured device to become public. Concen-
trate the secrecy in the smallest, most replaceable thing you own. That
thing is the key.
auuAnAnginuAUeIvenneglulionds Tul 1883 Auguste Kerckhoffs f
WuRUanuanndedususiadauntaaunly Journal des sciences militaires
sdarduvesudsgaifuiidnaiyluuds uddefiaosogsonundantuil — szuu
"dodlidesonduninuau uazrsligndnsuluglunlinedeym” (must not
require secrecy and can be stolen by the enemy without causing trouble)
(Kerckhoffs, 1883) Claude Shannon ﬁﬁngﬁuuﬁauiuﬁlutﬂLﬂa%?J 1949 #
MlinenssiadunateduriansiBentinaans (Communication Theory
of Secrecy Systems) uazunsgrugAdagiundayansg wuUREIiY — A
Uasnaiy "Vl,ajms%uagjﬁ’Uﬂamé’waamiﬁ'ﬂiﬂifﬂma%w%azhuﬂssﬂawm
31u" (should not depend on the secrecy of the implementation or its
components) (NIST SP 800-123) nayuaiUFeulnsilaluliffunilneauauiien
winlifideulilugunsaiiudunsesiidseanluunduudeululdias ua
gunsaignialuinTeafisafilamegdansisausliiui aztulismuanudulii

]
a A

& o a Py cll = aad Y oa
Aidnngauaziasuladengainuil awiufenagua

Some doors swing one way. Multiplying two large primes takes a modern
processor a fraction of a millisecond. Recovering those primes from the
product has no known classical method that finishes in a useful lifetime.
Cryptography lives inside gaps like this — computations cheap forward and
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ruinous backward. Here is the honest part: nobody has proved such func-
tions exist. Their existence would imply P # NP; the reverse implication is
not known, so even settling that famous question would not settle this one
(status). Every encrypted payment and every signed software update rests
on a conjecture that has survived fifty years of attack — which is evidence,
not proof.

Useauauuun i liniafies nspadiulInenizaualngae s ldaa
Tusiwawesadslniumiawaafiadiund winsdoumsuauansiaesda
nuapaulifisuuueaainislnuissnduivsaieldlutnedinid
Uselovil "314a'lﬂﬂssﬁaé’umﬁ'aag"‘lw&m'mquﬁl,maz — AUt
on9 uideunduunsouunudululild daudidosanseg Ae lufflasigorild
Arilafiduvnaidien (one-way function) uuvilitegass nisfleguesiussuenidu
ffodn P = NP witonduduliidussuanely diuselvidadusaudodsde
thild AglailidnAudeiiludae (status) msseuiidnsiaynadawagnis
Sumngandusiduifuynaanseguudeduiivgudisoniunislaufian
v1aud — tufevdngiu lalduniigad

A secret can be agreed in public. The Diffie-Hellman construction is worth
understanding once, because it feels like sleight of hand and is not. Both
parties agree publicly on a large prime and a base number. Each privately
picks an exponent, raises the base to it, and shouts the result. Each then
raises the other person's shouted number to their own private exponent.
Both arrive at the same value, because exponentiation does not care about
the order. An eavesdropper holds both public results and cannot get there,
because recovering an exponent from its result — the discrete logarithm —
is one of those one-way doors. Two years later, Rivest, Shamir and Adleman
turned the same asymmetry the other way round (RSA, 1978): not hiding a
message, but signing it, so anyone can check who wrote it and no one can
forge it. Diffie and Hellman received the Turing Award for 2015 (ACM).

Aanuduanasiulunudald Taseadne Diffie-Hellman Auaniiaziaanudila

dnAsa nseiulviauidnmilounauieni Manaswuaslulvias Nsaese
anasnulunudausesdrinuanizaualvgfanilsiuiauguimile uiagee
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= dy o w & 1 LY g < qy o @ & v Ly I
wenavdiaadunisdiusi sniavgruduluasdiaaniu uanslnunadns

g 1 1 < Y] d' = 1 g @@ dy o @
aanlu antuwsazdhenendiaui dnie aelnusanui Juduavdnias
A2UMIv99AL049 NedaargazlaALReINUL Is1zn1sennidsliauladfunou
a9 AuANNedaradnsans sassassaiuslusalula insiznisdouniiay
t:’l’o % v £ a s [ & . . 2 &
Friasannaansvesliu — asn1sriuliseliles (discrete logarithm) — Aldu
Usepyapganuunilaniouiu @adUsaun Rivest, Shamir uag Adleman wan
anuliaunnsuuuRgnuiinduau (RSA, 1978) lilunisdaudaniny ue
Wunsidudnduiiu TilasAnsialainlasiduaudsu vazluilasUasuls
Diffie fiu Hellman 1@5u5197a Turing Award Usgs1U 2015 (ACM)

Encryption is one promise out of three, and usually not the one you needed.
Confidentiality means nobody else can read it. Integrity means nobody
altered it in flight. Authentication means it came from who it claims. These
are separable, and the failure mode is unglamorous: an attacker who cannot
read your ciphertext may still flip bits inside it, or replay yesterday's valid
message today. Most real protocol disasters are integrity or authentication
failures wearing an encrypted coat.

nsinstadudsuuanisluanude uasinlilidefinuiosnisase dedn
AINNAU (confidentiality) wineadlailasaususiuean mnuAsUAIL
(integrity) vanedsdaidlasunluduszninamne msingausinu
(authentication) winefsdusnainauiisiugreinduaseg Weanuegtinen
9niuld wazguuuuauaumannliviowaas — cﬁqmwmu ciphertext
vosanilisanfdsadudnddluiiuld wiaiondennuiigndesvauiioruunidu
FrTuifld mamnsuzvesinsinaealulansiedndugdeanudumaidiu
integrity 38 authentication figaandenquidrsvialfiviniues

Design against an adversary, not for a user. Every other floor in this tower
asks whether a system works. This one asks what happens when someone
actively wants it not to — and gets to choose the floor. Saltzer and
Schroeder set out the discipline in 1975 in eight principles that have not
needed revision: economy of mechanism, fail-safe defaults, complete medi-
ation, open design, separation of privilege, least privilege, least common
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mechanism, psychological acceptability (Proc. IEEE 63(9)). Least privilege is
the one to carry: every component gets exactly the authority its job re-
quires, so a compromise stays local. Heartbleed, disclosed on 7 April 2014,
was a missing bounds check in OpenSSL that let any stranger ask a server
for a slice of its own memory (CISA) — no cipher was broken; a leak two
floors down drained the secrets held above it. That is chapter 00's law of
leaky abstractions with an adversary standing at the crack.

senuuuiauiiodhensedny lulvesnuuuiivogld nn%uéuiwa%aﬁmu
wAdsvuuheldlvg uiduiinnuinezifnerlstwdleilasdnauddlasennli
fuvinaldly — udhdudenldarsinesloudidulnu Saltzer fu Schroeder 219
vanITeillslul 1975 Wundnmsuundeidslidoudlvaudeiuil —
economy of mechanism, fail-safe defaults, complete mediation, open
design, separation of privilege, least privilege, least common mechanism,
psychological acceptability (Proc. IEEE 63(9)) Fofinsiline ﬁméﬁaﬂﬁlajﬂ
(least privilege) — usazaanTmuuglEsuswaneRfufiuvesiudedld
winiu vinlidngiangfideveegudqaiien Heartbleed Millaumeiiiouii 7
W 2014 fensAuns1avauln (bounds check) Tu OpenSSL 7iudesly
auwdanuiaulufldvemheanusdunidweadsnneslug (Cisa) —
fiswaduialvugnaenias Tursesiraastudasiigaauduiifvegduuy
venlunun fiAenginde abstraction fisuauenuNd 00 Aifithenseduiy
28N5I50851INA

The weakest layer is the one made of people. The Morris worm of 2 Novem-
ber 1988 spread through an estimated 6,000 of roughly 60,000 connected
machines (FBI) — an estimate, still quoted as one. The ratio has not im-
proved: Verizon's 2026 Data Breach Investigations Report, covering incid-
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ents from 1 November 2024 to 31 October 2025, finds a human element in
62% of breaches (DBIR). Mathematics defends the wire. It does not defend
the person who is tired at the end of a shift.

G A A4 & & Ao oA o oA a
Tuigauuaigafatuninainau viueu Morris ilaiui 2 wgadniew 1988
wnwsnszangluluia3essnn 6,000 158991n7sMNAS1Y 60,000 LASDINILLBUGD
& &, (% A o A2 o ¥ [ %
aglunaunu (FBI) — udavdszanaunis iniuiindagnanadusiiay
Uszanaunisegh dndruillilafvuay — s7897u Data Breach Investigations
Report U 2026 w04 Verizon NIAS0UARNLARANITAIAILATUN 1 waAdniew 2024
§14 31 slaAu 2025 WU 62% V89n1557 badladeanuyudidiunineates
(DBIR) adinAansUasiuanvdsls uillesiuaunmiiesdneulndnuanzau

Taila

A clock is running on all of it. Peter Shor showed in 1994 that a sufficiently
large quantum computer would factor integers and compute discrete logar-
ithms efficiently — dissolving exactly the two one-way doors that public-
key cryptography stands on. No such machine exists (chapter 14 weighs
how far away it is), but encrypted traffic recorded today can be decrypted
the day one arrives, a strategy standards bodies now name openly as har-
vest now, decrypt later (NIST IR 8547). The replacement is already standard-
ized: NIST finalized FIPS 203, 204 and 205 on 13 August 2024, and selected
the code-based algorithm HQC as a backup on 11 March 2025 (NIST). The
engineering problem is not inventing the new mathematics. It is finding, in
a civilization's worth of software, every place the old mathematics was
quietly assumed.

WIRNIMANAUREAUS0IUNaMUA Peter Shor wanslilul 1994 asununes
ArRuRNNnneasLenfUsENeUTRIIIIUANLagAuInasns i lade

dl 4 ] = a a d! o =) = dIQ
\adldedwiiusz@nsnn — Fevinaneuszgnmaieidasuiunefninginis
SWASULUUNEUAANST150UE (public-key) Buaguu Galiifiiasoauuunuagasa
(Un? 14 Faiwmtnansiuddnlnaualvu) wanswinidnsialiudrtuiiniiy
133uil Aasnsialaluiunn3ssuuutuunds nagnsiinisnuuinsgusen
2819 UANELAII RURINBUil nansainds (harvest now, decrypt later)
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(NIST IR 8547) fhunuitazanunuigniuafunnsgiulunds — NIST agu
FIPS 203, 204 wag 205 Lﬁumemﬂﬁ'ﬁuﬁ 13 &9nAN 2024 wagidan
SanesTiuluy code-based Yo HQC [ufdsonila¥uit 11 flunau 2025
(NIST) Tangmsianssulaildnishnadinaranslvd unRanisnium Tu
goNALSLAYINTioNsYsTSUTlALTBuT U nnqmﬁmﬁmmam%uummmﬂ
gnauuliteus Irazdaldldaue

Connections - 1%auleg

Below: chapter 03 supplies the raw material — a key is only as good as its
unpredictability, which entropy measures. Chapters 04 and 05 hold the
roots of trust, since a kernel that can be subverted makes every guarantee
above it decorative. Alongside: chapter 09 explains why the internet's nam-
ing and routing were built for a cooperative world and had authentication
bolted on later, and chapter 10 asks how parties agree when some of them
have merely crashed — this chapter's adversary upgrades crashing to lying.
Above: chapter 12, where the adversary attacks the training data rather than
the wire.

¥ ]

(Y 1 = Y a b4 av va 1 Ao My = o
Fua1: unil 03 deingauunli — neyuaszdlanuawinfdumaelila Fein
fusngLaulnsy (entropy) uni 04 fiu 05 fesing1uvesnulilaly sz
wasiuangnaudngld vinlinssuuseiu (guarantee) Nnagsiegimilou

I3 ] o ¥ v oo a a i o & A o
nanallunAveslsEaU TudnaAes: uni 09 aSungiilunisastonaznisin
unnwwesdumesiingnaswunivelanfisauiienu uarresionnsigall
FAUIAALNNTINAS uazuni 10 arudneenneg anasnulaedislsidiouns
thourauluineg — drenssdnuluunienseduain "an" Tuidu "Tnun" Suuu:

dl dl 1 ¥ S YV dl S 1

uni 12 Ndhensstnulaufdeyamsuunuinazlaufiaiuds

Open questions - A1aundanag

Do one-way functions exist? Everything in this chapter is a bet that they do.
Can the world's deployed cryptography be migrated to post-quantum al-
gorithms before a cryptographically relevant quantum computer exists, giv-
en that nobody knows the date of either event? And the question the field
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keeps failing rather than solving: can systems be made secure and usable,
given that Saltzer and Schroeder listed psychological acceptability fifty
years ago and it remains the least-honoured of their eight principles?

3

WaAdumaheniogaselvuu? nnegrsluuniAoniswiiuindiuliegass Inens

L% L% dl 174 1 Q:I %4 YV a Y v 1 dl
siadunldausgimlanazdgluldeaneasiia post-quantum leiuneudn

= o U U lﬂl o U U ¥ = 1 a lﬁl ) Yo lﬂl

ARUNMBSMmBUGNsTAUTVInanesiaaulaaziogesluy Tulielililasiiun
VOUUANITUNIADINALAY LAZAININNNNITUITNAINGILAITUEININATINE
uAlAass — szuvazlasaie uag Tdeudtglunsendulalvu Tuilie Saltzer
fiu Schroeder 5%y psychological acceptability l3asindulnou uaasiunds
Judeignlianudrdyosiianlunlatavesninieg

Go deeper - 91Ufia

— Alfred Menezes, Paul van Oorschot & Scott Vanstone, Handbook of Applied
Cryptography, CRC Press, 1996 — the standard reference, all chapters free
with the publisher's permission at cacr.uwaterloo.ca/hac.

Alfred Menezes, Paul van Oorschot & Scott Vanstone, Handbook of Applied
Cryptography, CRC Press, 1996 — 1ana158198411957u nunmUalneuns
TnglasuayaynandtinWusii cacr.uwaterloo.ca/hac

— Whitfield Diffie & Martin Hellman, "New Directions in Cryptography," IEEE
Transactions on Information Theory IT-22, no. 6 (1976): 644-654 — PDF.

Whitfield Diffie & Martin Hellman, "New Directions in Cryptography," IEEE
Transactions on Information Theory IT-22, no. 6 (1976): 644-654 — PDF

— Jerome Saltzer & Michael Schroeder, "The Protection of Information in
Computer Systems," Proceedings of the IEEE 63, no. 9 (1975): 1278-1308 —
PDF.

Jerome Saltzer & Michael Schroeder, "The Protection of Information in
Computer Systems," Proceedings of the IEEE 63, no. 9 (1975): 1278-1308
— PDF
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CHAPTER 12

Al & Machine Learning

Jausshvguaznisisauiveuniag

This chapter is the tower's other stairwell — it touches every floor, and hides the
oldest assumption in the tower: that somebody, somewhere, wrote the rule down.

unilfevesiuladnvemiliveionsy — liuungnntu wazdouauuRgILIAILANR
vaswenayld tumsiilasdnau Nlvudnuns Weunguuliuds

Can behavior be grown from data instead of written by hand?

a P A a y A
‘Wi]Glﬂi’iudaﬂaaﬂu’]f\]']ﬂ‘ljﬂgavléﬂﬁu LLVIHVIQ%QﬂL“UEJuﬂ’JEJNEJ?

In July 1959 the IBM Journal of Research and Development published Arthur
Samuel's account of a checkers program that had started beating him
(Samuel, 1959). This should have been impossible in the terms the rest of
this book has used. Every floor below is built from rules a person stated: a
gate's truth table, a protocol's state machine, a query optimizer's cost
model. Samuel had stated the rules of checkers, not the rules of playing
checkers well — that part the program accumulated by playing, adjusting
the weight it gave to board features according to which ones had preceded
winning. Its skill existed nowhere in his source code. It existed in numbers
no human chose. Everything since has been an argument about how far that
idea goes.

1‘uLaauﬂ'ﬁﬂ§]ﬂﬂu 1959 715815 IBM Journal of Research and Development
Auitufinvas Arthur Samuel iFalUsunsaauNIINE0a (checkers) 7il31Lan
suzwasld (Samuel, 1959) Fesiimsendululildnmutoulofivisdeduil
Tdunaen nnduteunihiadrsuanngiiaudugdimun lideadunss
AIAIIUDIIVDAUNA ANALUNTTUVBIINSINADA WIBlUAARUNUVBY query
optimizer Samuel AuuanguamuIngadll unlilanmuanguasnisiau
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PUINFOALN 19 — AUNUIUSHASUALANLDIINA5EEAUDSS USUuturiinnlyinu

#1993 (feature) UuNTZATU MU feature Tnupetiludtuyus Hiloveuiul

laagluwasalanvas Samuel Nlvuae siuegludnavinlusivywdauluuaen
gj 1 g.l/ ] = = U 1 = dv 1

104 flustuIynagsRentsanitiesiuinleweillulalnaudlyu

Learning means generalizing, and generalizing is the only hard part. A sys-
tem that reproduces its training data perfectly has learned nothing; a look-
up table does that. The measure that matters is performance on data the
system has never seen, and the gap between the two — the model fitting
noise it should have ignored, "overfitting" — is what every technique in the
field is ultimately fighting. Wolpert and Macready's No Free Lunch theorem
shows that averaged over all possible objective functions, every learning or
optimization algorithm performs identically (1997). Every bit of real learning
ability comes from assumptions baked in about which problems are likely —
that nearby pixels are related, that word meaning depends on context, that
the world is smoother than it could be. A learner with no prejudices cannot
learn. Choosing the prejudices is the engineering.

= VS A ¥ o v ] . . . .
nsiseuinAenislylatuveslaiineiiiu (generalization) uag generalization
ARAIALINEINTSIY STUUNIITBYALNSU (training data) VessaLedlauaiu
Je lildiseuieslsiae tuAsauvenisnsdium (lookup table) Aadind
drdyReUszAndnmuudayaniszuuliineiiiuunneu wazdesinesznineges
28198 — luea (model) TUARAU noise NAa5tdulA 138A71 "overfitting” — Ao
dannnalialuaivdng e1ue1¥uENINaen Ngeiun No Free Lunch ¥a3

oA a4 v . . . & o

Wolpert ttag Macready wa@n431 tlaLaagu1yd objective function nauda Nidu
1Ul¢ danasiiuiSouiuse optimization ynfavinaulawiniumua (1997) A
aunsatunsiseuiasmnveauanauuigiunidsliaaniininlanduuulug
Unzindu — Anwaeglnatiuiiazineidesiv ANuRIeUIRITuAY

= = ' A < Y o A va 1o a = k4 M v
Usun lanissudreninduazilule duseuinlifienfiaeiseuieslslld nns
LANDARTULNAZABIUIAINTTY
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If every step is differentiable, the machine can debug itself. Frank
Rosenblatt's perceptron (1958) could adjust its own weights, and the US
Navy's press conference promptly told the New York Times it expected a
device that would eventually walk, talk, see, write, and be conscious of its
existence. It could not compute exclusive-or, as Minsky and Papert demon-
strated in 1969 for the single-layer case — a limit historians now think did
far less damage to the field than the surrounding funding politics (Per-
ceptrons). Stacking layers fixes the expressiveness but creates the credit-
assignment problem: with millions of weights and one number for how
wrong the answer was, which weight was at fault? Backpropagation an-
swers it by running the chain rule of calculus backwards through the net-
work, computing for every weight at once how much a small nudge would
have reduced the error, at roughly the cost of one forward pass. Rumelhart,
Hinton and Williams brought it to the field's attention in Nature in October
1986 (323: 533-536); Seppo Linnainmaa had published the underlying meth-
od as reverse-mode automatic differentiation in 1970 and Paul Werbos had
applied it to neural networks in a 1974 thesis. This is the floor's real trick,
and it is smaller than its reputation: a program you can take the derivative
of is a program improved by measurement rather than by argument.

5’11qnm§1ﬂ differentiable \aSaenaUn@L09lA perceptron Y84 Frank
Rosenblatt (1958) Usutuiinuesi el LazaunaasinIveInasinise
[y @ . LY = [V =1 a [ [

@35 N3UUan New York Times viuiiinaianisingUnsalilaziiule wald wes

@ = 14 Yo 1 v A 1a a v o . v v dl
viu Weuls waziiadnduiiogesddunge siuAuan exclusive-or laild mum
Minsky iU Papert Wetaul3Tud 1969 d1wsunsel single-layer — Yadnfndniin
Useifmansyailiweainadisanudsmelianisiesniinisidiensesuide
Anuanunn (Perceptrons) N1sdoulateasuAleynise expressiveness 16 ue
a519teym credit-assignment Fusnunu — duwinidudusa Sdavuen
ANMURANAIALARILAYY Lauina InuReRINiAnA backpropagation By
Tandiinaen155u chain rule vasuAaRaadaunauHIUATaYY AuIailinn
wniinneuuindndulinniesazananuiianain laua i fefunune
flun155u forward pass #14A33 Rumelhart, Hinton wag Williams 115831314
Aauaulavesenislu Nature Wounaiau 1986 (323: 533-536) d3u Seppo
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Linnainmaa ﬁﬂuﬂ%%ﬁa@ﬁawé’ﬂﬂu%a reverse-mode automatic
differentiation AgueU 1970 waz Paul Werbos o luldnulasstnguszan
s (neural network) Tuanentinusy 1974 dAonallinasevostuil waziu

< 1 d' = d' Y Yo d' [ Y A al' Y] %
wnninfeideandulasu — lUsunsunmeyusla Aelusunsunimunaienis
Jowa lildmenisaniaes

What gets learned is the representation, not just the answer. For decades
the labour of machine learning was feature engineering — humans deciding
which measurable properties of a photograph or a sentence the statistics
should chew on. The shift was to let those intermediate descriptions be
learned too (Bengio, Courville & Vincent, 2013). The public demonstration
came in 2012, when Krizhevsky, Sutskever and Hinton's convolutional net-
work cut the ImageNet top-5 error rate to 15.3% against the runner-up's
26.2% (NeurIPS 2012) — a margin large enough that a research community
changed direction within a year. Nobody had told it what an edge or a tex-
ture was. Those appeared in its early layers because they were useful.

a A a Y a & . I 1o 2 o aa o
Asngnisausases A representation LilvuaAnau undudulnussnunan
284 machine learning A feature engineering — uiAUABIRRAUlALDIIN
feature WsaRaaNURNInlivasgUaensoUssluanuulnunaafnIsiely

P 44 i ave o % Ly 4 Y ,
\hen galdsuReUasslimasuietunatanaitugniseusiluaie (Bengio,
Courville & Vincent, 2013) n15a15nn9a15150uesAnTUIUY 2012 nauh
convolutional network ¥84 Krizhevsky, Sutskever wag Hinton @ error rate
WUU top-5 989 ImageNet adiae 15.3% LAgUAUSUAUADIN 26.2% (NeurlPS
2012) — visnuananeNneensIdsazilasuianienelulinien ludiilasuen
JUIvBU (edge) W30NWURA (texture) Avayls Aunatuluadunnluaiwes
wsne) vosNueaws1ziuliusElawu

Scale beat cleverness, repeatedly, and the people who noticed said so
plainly. Rich Sutton's essay of 13 March 2019 states the pattern without
hedging: "The biggest lesson that can be read from 70 years of Al research is
that general methods that leverage computation are ultimately the most
effective, and by a large margin" (The Bitter Lesson). Bitter, because the hu-
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man insight painstakingly encoded into a system tends to be the part that
has to be thrown away. But scale is not a slogan; it is a quantity with a
recipe, and the recipe has already been corrected once. Kaplan and col-
leagues charted how loss falls with model size, data and compute (2020);
two years later the Chinchilla result showed the prevailing practice had the
ratio badly wrong — for a fixed compute budget, models were being built
too large and fed too little, with roughly 20 training tokens per parameter
closer to optimal (Hoffmann et al., 2022). The lesson survived. The arithmet-
ic under it did not.

aina (scale) BugANUAAIAKBUEAT AT LA uasAuTidanaiuAnanSI
Taigoudon unAMYRS Rich Sutton Juit 13 funAu 2019 venunAsuiwU
Tinsdlalas: "unGouiilugfigafisuldaneuisedyausziug (A) w1 70
U Aoismemiluiiléusslemiann computation lénadianluiian uazinin
wuufievinaann” ("The biggest lesson that can be read from 70 years of Al
research is that general methods that leverage computation are ultimately
the most effective, and by a large margin") (The Bitter Lesson) fiSuninuy
wagteyaileinveanudiladilvlussuuegeiandu dnnaneidudiud
Fosgniely wanalalvalauwnu Sufeusnaifansvesiu uasansiuasgn
uAluudananils Kaplan uazangaans1w loss anasdslmuuunalina
#oya uaz compute (2020) aasdlsivds waves Chinchilla uansiwuneiild
fuagdurndadiufinluainn — d1esu compute Asfi Tuinagnadisljiuly
wazoudayativeiulu Tneuszuna 20 training token siawisniimasing
\AgsAndilvanzaundn (Hoffmann et al., 2022) UﬂL%ﬂuﬁ'ué’qagisaﬂ du
invAdinfisesiusiulison

Attention made scale usable. Sequence models used to force a whole sen-
tence through a fixed-size bottleneck, one step at a time, remembering
worse the further back it went. The 2017 architecture proposed by eight au-
thors at Google replaced the recurrence entirely: let every position in a
sequence look directly at every other and weight what it finds relevant (At-
tention Is All You Need). What mattered was less memory than hardware —
with the sequential dependency gone, training parallelizes across the ma-
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chines of chapter 04, and the bitter lesson's compute could actually be
spent. (Readers who want that one idea traced from 2014 onward will find it
is the subject of its own book in this library.)

Attention vinlvainalteiulaass uitlamadiu (sequence model) Aastiu
waUselearunevInuunan fazaiiu uazsildudansens dedeululna
winlws aandmenssud 2017 fiauslaegidoundanuain Google unuil
recurrence Tusiaviun — Tiynsuvslugiduneslusasumistunndumis
Ialnsnse wdaaasiminaiuaaieadesiinu (Attention Is All You Need)
aafiddeylalanmissaanus usmidusisauas — we dependency mudniume
U mswsufivwuuruldiniesdnsluundi 04 uaz compute vos bitter
lesson Aldlda3sluitan (Feruflesnaulodsifudd 2014 Huguun wzwu
ifuduidevesmideraauluiesaynil)

The limits are structural, not embarrassing. These systems produce fluent,
confident, false statements — "hallucination," surveyed rigorously by Ji and
colleagues (ACM Computing Surveys, 2023). One prominent argument holds
this is not a bug to be patched but the predictable result of training and
benchmark regimes that reward a confident guess over an admission of
ignorance (Kalai et al., 2025) — one live account among several, not a settled
verdict. The deeper issue is that these systems optimize the objective you
gave them, which is never quite the thing you wanted. That gap is why the
field built machinery to train against human judgments of quality instead
(Christiano et al., 2017; Ouyang et al., 2022) — which relocates the problem
into the question of whose judgments, rather than dissolving it. And be-
cause the behavior is grown from data, the data is itself an attack surface:
poison what a system learns from and you have programmed it — chapter
11's adversary, one floor up.

fasinnseiiuteaddassaine lilvidasinens ssuuwiniaistonnui
aulua sfule usitiia — Bondn "hallucination” G4 Ji uazamizd1s29 15881
\$u99m (ACM Computing Surveys, 2023) Sel@udisniefidiminuendniildly
UniuAly wiidunadnsfiaamnldanssusunismsutaznisintuudundn

(benchmark) lvis1edadunisimnuudula unnndiniseensuinladd (Kalai et
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al., 2025) — WuuAyuuewmidlunasyuuesiigaliis lildddaauiiaunda
JaymitannintuResyuunanil optimize mnal objective sl eliae
asafuAsiiimesinldeie g desidusiemmnuaiininisasrenalnan
WsulagBan1sAnAuAMATWYRINYWEUNY (Christiano et al., 2017; Ouyang et
al., 2022) — Fedredaullegiicnanarindunisinduuedlas Taildvili
Hoymnely uazinsewniinssugnugniunnandeya deyatesiitiu attack
surface — MaginliAisTUUGsuSNgU Auidudeulusunsusuldiae i

b4 ¥

Aodhenssdu (adversary) vaaunii 11 flegtuuuduluniletu
The field's own institutions have now conceded the point. Hopfield and
Hinton took the 2024 Nobel Prize in Physics for the foundational work en-
abling machine learning with neural networks; the Chemistry prize that
year went to Baker, Hassabis and Jumper for computational protein design
and structure prediction (Nobel). A method for growing behavior from data
had become an instrument of natural science.

anduvenimsieshseniulseiuiing, Hopfield fiu Hinton las1e¥aluiua
aAndl 2024 MnauNugURvlE machine learning &g neural
network WulUld dausreiaavuaiitifeniunniluves Baker, Hassabis uay
Jumper 9n9ueenLUUlUSAWTIAIUIMLaEN15TITUNElATIAS19 (Nobel)
38nsugnngAnssutiuandeyaldnareiduniesiiovesinermanssssuui
Tuué

Connections - 1%aula

Below: chapter 02, because a gradient step is an algorithm with a cost —
and training is dominated by exactly the matrix multiplication whose expo-
nent that floor is still chasing — and chapter 04, because this floor's history
is the history of what hardware made affordable — 2012 was not a new idea
but an old idea a graphics processor could finally afford. Chapter 03 sup-
plies the framing of a model as compression, and chapter 01 draws the out-
er boundary: learning does not repeal undecidability. Sideways: like secur-
ity, learning from data is not really a floor with a single tenant. It has been
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quietly installed on nearly every floor — branch predictors in 04, query op-
timizers in 08, congestion control in 09 — which is why chapter 00's map
gave it a stairwell rather than a floor.

& 1 a . = Y A o ax adaw
TUA1E: UNT 02 151 gradient step nHlaATINADSANDINUNTAUNU — uaL
nsmsugnasaudtlaenisgauunsndiafeinuiavdinasestunugilaniy

1 o wa Y Aa wa a a 4 s 0§ v
98 — uazuni 04 wseUseifvestuilAeUsyifvesdmaniauasiinlinanglm
— ¥ 2012 luillowdelva usiluleideinnii graphics processor livganelmlu
4 o o 4 o o . o
an unil 03 uaunsavAnsadlumalugiuen15Uuda (compression) waguni
01 Iavauwnduuentiin maseushildunidnanudegulala
(undecidability) siudne: mdeufiuanudaendis msissuiaindeyalilygun
NKi1518he2939¢) dugnfnasteus Twnunngu — branch predictor Tuun
704, query optimizer Tuuni 08, congestion control Tuuni 09 — tiAe

= = A Y @ 1 % a [ ]

winnanuuituuni 00 Tidudugestulawnunosdusy

Open questions - A1aundalnag

Does the bitter lesson keep holding, or was it a description of one era with
unusually cheap compute — and how would the field tell the difference be-
fore the fact? Is generalization from data a route to understanding, or a
good imitation of it that fails in ways we notice only afterwards? And the
question chapter 00 left standing: if people increasingly command ma-
chines in ordinary language, is natural language becoming the newest floor
of the tower — a surface under which every abstraction in this book is
hidden, including the leaks?

the bitter lesson azds8usgsolulnu wisdulunaredursvesyanilan
compute 51A1NBENHEAUNR — Ka29NIFITUENANNANTLARDUNTUIIAR
q’{ a o Y P 1 [ . . v A v
Auaedsls mslolafuvesnlsiiaeiiu (generalization) 9ndeya Aetdumnaly
1 14 = < 1 a Ao ¥ = v dl
dannudnla vialuuAn1siaguluUNAveIANNLLe FBIANMATlULUUTILE
% I3 v 1 A o oa X 1% ° = = X v 1 % &
dunaiiulanseieduiniuluuds uazAaununi 00 Nedneld — dauds
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IATBIMIBATINSTTUANINTUS 089 AMwsTTUTANSREnaetTutulnsian

| 1 a A . [y =1
gnvaaanaenIaLlan — Aa (surface) NUusssU (abstraction) Nnduluiaudl
gnveusgtsle sIudeandusInlg

Go deeper - 91ufia

— lan Goodfellow, Yoshua Bengio & Aaron Courville, Deep Learning, MIT
Press, 2016 — the standard graduate text, full text free at deeplearning-
book.org.

lan Goodfellow, Yoshua Bengio & Aaron Courville, Deep Learning, MIT
Press, 2016 — f1s1szulaudinAnuuinsgiu eruatunulansy

deeplearningbook.org

— David Rumelhart, Geoffrey Hinton & Ronald Williams, "Learning
representations by back-propagating errors," Nature 323 (1986): 533-536 —
nature.com.

David Rumelhart, Geoffrey Hinton & Ronald Williams, "Learning
representations by back-propagating errors," Nature 323 (1986): 533-536

— nature.com

— Jordan Hoffmann et al, "Training Compute-Optimal Large Language
Models,' 2022 — arXiv:2203.15556.

Jordan Hoffmann et al., "Training Compute-Optimal Large Language
Models," 2022 — arXiv:2203.15556
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CHAPTER 13

HCI & Graphics

Ufjdunusuyed-naunanes uasnsiind

This chapter is the top floor — the only surface in the tower a person actually touches,
and the one that has to hide every floor beneath it from someone who never asked for
a tower.

v

uniliAatuuudn — A2 (surface) wenlurenssnauduialaass uazilutundosdounn

v
[

utnaldlinnaunlinevensnssiasiied
Where should the machine end and the person begin?

LA3DIAITAUATI LU LAIAUAITISURTIl9U?

On 9 December 1968, in Brooks Hall in San Francisco's Civic Auditorium
complex, Douglas Engelbart sat down in front of roughly a thousand com-
puting professionals with a screen, a keyboard and a wooden box on
wheels, and spent ninety minutes doing things none of them had seen
(Doug Engelbart Institute). He moved a pointer with the box. He edited a
document and it changed as he typed. He worked on the same file, live, with
a colleague thirty miles away whose face was on the screen beside the text.
Mouse, hypertext, real-time collaborative editing, video conferencing — in
one sitting, in a decade when the normal way to use a computer was to
hand over a deck of punched cards and come back tomorrow.

Tui 9 Surimu 1968 91 Brooks Hall Tunguems Civic Auditorium vaewu
Ws1uBaln Douglas Engelbart 119836 ninAUYINIUABUNLADST1INUAL

v a o s ' DY v 9 v Y a Ao a av
wiouvenIn AJusA Laznaesliide udldnanidvuniividliuilaslu
NuAgLiuLneu (Doug Engelbart Institute) LWIYSUFITAUMUIR8NADIT
wannlatenansuarsiuasulumuniun wivihauvuluaimeniu dae 59
Auieusuaunegaluandulud Janhnusingeguuaadiee deminy
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wnd lawesinng (hypertext) nsudlusiuiunuuisealngd msussyama
aa & s & a daa a v a A
FAle — nanualunsisasuien Tuganisunfivesnisldneununeshediueu

[%
LK)

A9UAT19123 (punched cards) UAIARENTUNUDINANTIL]

The demonstration is remembered for the inventions. The argument under-
neath it was more radical, and Engelbart had published it six years earlier:
the point of a computer is not to automate human work but to augment hu-
man intellect, which requires machine and person to be inside the same
continuous loop rather than taking turns (SRI, October 1962).

N15a15nAIUgNINTIUNTILAIUTEAYFH199 uidalaudenoginalasiugales

N91UUNIN waz Engelbart ANuWsulInsuAnnUnountin — gasanungves

Y @

mauwanaslilgn1sina eyl dudnludd unfans i@y afdayeyn
A

vouuywd Faneenislinasasiuauagluguraiionfsniu ununasnaniu
vinfiagie (SRI, October 1962)

An interface is shared state between two minds. The machine holds a model
of the task. The person holds a model of the machine. An interface is the
narrow channel keeping those two models in agreement, and essentially
every interface failure is a divergence between them: the file the user be-
lieves was saved, the setting they believe is off, the button they believe did
nothing. This is why feedback is not politeness. A system that acts without
visibly acknowledging it has let the two models drift, and the person will
keep operating on the stale one.

a 4 . A d' Y (% 3 a d'l
B (interface) Aoan1ue (state) NFIINAUTTNINADIAIIUAR LATO
= o CY 14 =l
fauuudiassluil (mental model) vo991uto1ld Aufio mental model Vo3

d' Y a |4 A 1 dl [ 2/ gj agl’

w3eaeld BumesinaRetesuaus Nnoesnenlin mental model Vv 9lingg
Ml UaTAUANUAIVBIBUIMBSIBUNUYNASINABYAT mental model viva0q

dl U (dl 74 nﬂl 3 U =R ¥ g.ll 1 n:l tﬂl 1A, 1
LU8999NANAY —"LWamfﬂsu (user) LWIMUUNALAI NITFNAMLVIYDIUADY
Junwgainnauadlifieslsiintu tRswnuaiinisnauaued (feedback) 1l
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Tgi5oansem szuviivhanulaglduandidiuiniuiug Uaesls mental
model visaealpsoananiu uazaunazdwinnusslyuu mental model 1N
‘ﬂl ¥ ¥

naluudn

Show the object; act on it directly. Ivan Sutherland's Sketchpad, an MIT
doctoral thesis submitted in 1963, let a user draw with a light pen on a
screen and have the drawing answer back — constraints maintained, shapes
copied and scaled (Cambridge reissue). Xerox PARC's Alto put the idea into
a research machine in 1973; the Xerox Star of April 1981 shipped it
commercially, with files as icons on a desktop (Star). Ben Shneiderman
named the principle in 1983 and gave it three properties still worth reciting:
continuous visual representation of the object of interest; physical actions
or labeled button presses in place of complex command syntax; and rapid,
incremental, reversible operations whose effect is immediately visible (IEEE
Computer 16(8)). The third is the quietly humane one. Reversibility converts
a machine from an examination into a place to think, because it makes
exploring cost nothing.

waneing udiasdienseriiuiulaenss — DAevdnnisauaulaens (direct
manipulation) Sketchpad w84 Ivan Sutherland GaduAnefinususeyeynonii
MIT Bulud 1963 Tigldadsuinniuad (light pen) vuasnIW wn1WIAR
evausInduIn — Aakeulvlild Anaonuazuiuruiagunsald (Cambridge
reissue) Alto 483 Xerox PARC tonleiivifldasluiniesiduasalud 1973 dau
Xerox Star ifauiuwigu 1981 nadwwenviadenidud lneflnadulensuuy
\nariioU (Star) Ben Shneiderman steudnnsifludl 1983 uazlinmuauis
adeidmiadldauieiuil — nsuansingiiaulestudeiiestasnin ns
nsgvhmemeastensnatuiifithesfuunulaensaimdsiidudou uay
msieiisings udu Seunduld dunadnwsueadiuldviuil (EEE
Computer 16(8)) Fafiamadofifuyuesssuogiioug nmsdounduldivten
wiesnnauuasulinaeidufidmivan mseiuilinisassfinaosgnlad
AUVULAY
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Affordance is a relationship; most of what you see is a signifier. J.J. Gibson
introduced affordance in 1966 and developed it in his 1979 ecological theory:
what an environment offers a particular creature — a chair-height surface
affords sitting to an adult and not to an infant (affordance). Don Norman
brought the word into design in 1988 in The Psychology of Everyday Things,
later retitled The Design of Everyday Things, then spent twenty-five years
watching designers misuse it to mean "visual hint" — so the 2013 revision in-
troduced signifier for the perceptible mark advertising where an action is
possible (Norman). The distinction is load-bearing on a touchscreen, be-
cause a sheet of glass affords almost nothing physically. Every apparent
edge, shadow and handle on it is a signifier someone drew — which is why
this discipline can be practiced badly with no immediate penalty: remove
the signifiers and the affordances technically remain, invisible.

Affordance AamudNWuS drudsitiiuduluade signifier J.J. Gibson 1
\@ueA131 affordance Tul 1966 wiwmuniiunelungufdeiliaal 1979 — &
nanmundenveuliddidinviianilalaeanis Nurigaszauingeli
Winejilalel usilaiigeliinisnila (affordance) Don Norman uh@nilitngaens
alaailud 1988 Tu The Psychology of Everyday Things @enneuaalasuiie
\Uu The Design of Everyday Things uaaldiaangduidgineenuuuldmilin
anuvanglUidu "drlineaienn” — aduuiuugel 2013 Jaauearin

. . ° LY Ao Py 1 o 14
signifier dmsusesseaniuilagevaniinseluurineslsla (Norman) Aruuan
AnetidnAuInUUTIrEANS U nszuaunszanunulil afford exlsludsnianw
lae WoU 11 uazlieduiiquiliouioguuas arulu signifier AitiauATuu

gj gj dld dl o’g -] 1 4 ¥ a v a v . .o
Ml — dAsmananeansiinlauglaglifiunadneiui d1en signifier
99n affordance lunamafinndeeg uansslaiiiu

The human is a component with published specifications. Robert Miller
measured the response times at which a conversation with a machine stops
feeling like one, and Jakob Nielsen restated the same three thresholds dec-
ades later: about 0.1 second for an action to feel instantaneous, about one
second to keep a person's flow of thought unbroken, about ten seconds
before attention leaves altogether (Miller 1968 / Nielsen). Paul Fitts had
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already quantified pointing in 1954 — the time to reach a target grows with
the logarithm of the ratio between distance and target width (Fitts's law),
which is why the corners and edges of a screen are its most valuable real
estate: they are targets of effectively infinite width, because the pointer
stops there. These are the only constants in this book that describe the user
rather than the machine, and unlike Moore's law they have not moved in
seventy years.

uywdRadIuUsynauniiaiUn@inunliliig Robert Miller Iaannauauedd
unaununuinsesdnsaulisdnmilouunaunuidnsely waa Jakob Nielsen
(=3 = Cd 1 = %) gt; = g-ll a ! %4 % a = dl
AnadunauauAnfeInuggnasatedullinas — 517 0.1 3uniiive
Tin1snsgvindd@nifnduiui sTimilduniiiesnwauseiissvesnuAnau
Wlailviva s1adviundineunauauleszugaliiae (Miller 1968 / Nielsen)
Paul Fitts SaA1N15TR U IAAAY 1954 wa — vatnig luaatvuneln
ANUABNISNUVDITNTIFIUTENINTEEENNUAMUNAYaR U MUY (Fitts's
law) HRomananiyuLazveuvmthasduinaniiangn — dudelwunei
=1 v @, L] a o LY é’ 1 gj d'n:l 1 d' =
fimnuninadustiunlaeng At NS12RIPrgnogn sl DADAIAITILNES

1 = 1 dydl 174 ] dl % 1 v o dl L% ]
nauhealuaninusseelld Wilvasesdns uagsainnguesiisnsaduli
inevdulasnaanInAUUNNILLN

Rendering is one integral you cannot solve, approached from two direc-
tions. Rasterization asks, for each triangle, which pixels does it cover — fast,
local, and the reason real-time graphics existed at all for thirty years. Ray
tracing asks the opposite question, for each pixel, which light arrived here,
and follows rays backwards into the scene; Arthur Appel cast the first such
rays in 1968 and Turner Whitted made them recursive in 1980, so surfaces
could reflect and refract each other (CACM 23(6)). Jim Kajiya then wrote
down what both were approximating: the rendering equation of 1986, stat-
ing that the light leaving any point is what it emits plus everything it re-
flects from everywhere else — recursive, with no closed-form solution (SIG-
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GRAPH '86). All of photorealistic rendering is sampling that integral cheaply
enough. It took until 2018 for the first GPUs with dedicated ray-tracing
units to run the honest method at frame rate (NVIDIA Turing).

4 . A a a o q! o a ¥ a MYy v = o ¥
A15L5UAB5 (rendering) Aeduiinsantlsdanuduuulalila irdwiuldanaes
14 rasterization 91191 dusuaumBsuwsazgU dungunniea (pixel) Tuu
v I3 A & a a ¢ e M ¥ a a
U9 — 157 wzi wazilumarannsiilndisealniliegliaenasnaudud
ray tracing 1NA1AIUASITINATY EnSunsasinera wasluunnnmsedl uaala
auseddoaunduidnluluain — Arthur Appel 8seduuuiiilunsausnlud 1968
uwag Turner Whitted vinlvisiudu recursive Talud 1980 vinlvinuinasviounay
wnniuiedld (CACM 23(6)) 210U Jim Kajiya Nidlaugeineaasisnigs
Uszanuaagasundugns — aunisisunes (rendering equation) U 1986 9
vaniuasiiosnangalag NAeuasigauuldesias vaniuynegieisiv
dzviounnnauneun — 1Wu recursive uaglifidnaunuudn (SIGGRAPH
'86) N13L5UABILUUANTIIIIMUANABNsdURag 9B uRinTasulignwe

1 I v dld ' . [ Qddl
A119zd GPU Mausnidinidisussulana ray tracing law1n1e a5u3snnsely
A5auillaNnsuse (frame rate) 959 NABERIY 2018 (NVIDIA Turing)

Accessibility is the floor, not a ramp bolted on afterwards. The World Health
Organization estimates that 1.3 billion people — about one in six — live with
significant disability (WHO, 7 March 2023). The web's standard, WCAG 2.2,
became a W3C Recommendation on 5 October 2023 and rests on four prin-
ciples: content must be perceivable, operable, understandable and robust
(W3CQ); its successor remains a working draft (WCAG 3, March 2026). The
argument for treating this as foundation rather than compliance chore has
a name. Disabled activists in Berkeley took sledgehammers to curbs in the
early 1970s, and the first official curb cut followed on Telegraph Avenue in
1972; the ramps turned out to serve parents with strollers, travelers with
suitcases and delivery workers with carts — the curb-cut effect, named by
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Angela Glover Blackwell in 2017 (SSIR). Designing for the constrained case
reliably produces a better general case: the rare argument in this book that
is both ethical and cheap.

Y = 4 ol ey = g.ll é’ 1 dl a A (2 13
n15uinaglel (accessibility) Aatunugiu lulvnisarnnunfinivds aadnis
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Wemdessuila 1ol Whlald uazudausawe (W3C) drususeludaluua
working draft (WCAG 3, March 2026) 9al@udiaiiuanitnisuaasesiiiiu
singu luldauvimungna ddesenveiues dnndsulunaieauinis
Tu Berkeley tordpuiauavuusuauulugsnunmIssy 1970 LaMNa1Avau
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neaawniinduiludselovliunaudnidusaduan dniunisnainnssi
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LATAUAIYDINIUTAIUAUNTTE — 15831 curb-cut effect Aaalay Angela
Glover Blackwell Tutl 2017 (SSIR) nseanuuuLiNensdingnindneuly dnli
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Sutherland received the Turing Award for 1988, Engelbart for 1997, and Ed
Catmull and Pat Hanrahan for 2019 (ACM).

Sutherland 1@5us199a Turing Award Usg31U 1988 Engelbart 1a5ul 1997
&7 Ed Catmull wag Pat Hanrahan 1a5ut 2019 (ACM)

Connections - 1%auleg

Below: chapter 04, because every principle here is rationed by hardware —
the frame budget, the specialized processors that made both interfaces and
rendering possible. Chapter 05 owns the multiplexing that keeps an inter-
face responsive while the machine does everything else, and chapter 09 is
where an interface's delays come from once the other mind is remote. Side-
ways: chapter 07, since usability must survive years of change by many
hands, and chapter 11, whose 1975 list of security principles ended with psy-
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chological acceptability — the one this floor is responsible for and the one
security most often sacrifices. Above: nothing. This is the top of the tower,
and the reason all the hiding below it was worth doing.

Fua1e: uni 04 insrenannisnndeluunilgndriausunaimessauws — su
wsu (frame budget) wagmUsaianalanIznIenin lindumnasinaguaznis
sunesidulula unit 05 1Wudrvesnisaduldeu (multiplexing) MSnwn T
a (4 d' 4' o 4' Ej 14 d' =)
dumesiwnauauaslaluvusiiaIasvinaudunvualume uaguni 09 Ao
anANMuEaITIvesdumesiwennIn WeauAndnteedlnasenlu dutn:
uni 07 isnzauldine (usability) Aesegsenstunisitasuwlamaiellng
Hovangnu wazuni 11 Fesrenisuananudasnist 1975 auasnie

. e v A8 Xo a [ v A [y
psychological acceptability — U8 NVUUSUNAYDU tagtluvanallaanny
finaaziaUsediagn suuu: lifiezlsdnuds TRetuvugavesvenss uaziiu
WnNaNNIsauYnag 19t lATiuANATIREY

Open questions - A1aundalnag

If natural language becomes the interface, what happens to direct manipu-
lation — do Shneiderman's three properties survive when the object of in-
terest is no longer continuously visible and actions are no longer obviously
reversible? Interfaces that adapt to a person must first model that person;
who holds that model, and what else it serves, is a question the field has
largely left to other disciplines. And the oldest one, unanswered since 1968:
Engelbart wanted augmentation, not automation. Sixty years on, most of
what shipped was automation. Was that a technical inevitability or a
commercial one?

1% a @ a 4 . . . 13 v 1
fanwsssuvIRnateudumesine direct manipulation az1ludslese —
AaautRaIutaves Shneiderman azdsagsanluu Weingnaulalalausing
v & 1 lﬂl = 1 o & [ vy Y] v 1 % = v
Tiusawiiaadnmaly waznisnsevinn biladeunduliagrsdnaudnuan
SumesianuSudiidraudasas1uUUTIassasauautunau Tasiduau
& ° ) YY) P a v I ° dl A v A
Dauuudasstiu waziiusultazlsdndng Wumaunienisilvasslmdusos
dl S 3_’; o dl U |dl -:! % 1a o gj 1,
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1968 — Engelbart #24n150151@54 (augmentation) lsildn1svinTdusnludia
(automation) nnaulruly dsfignaseenunldassdruluninauidunsiinlin
Wusaludi® duduanunanidedlila@aneiia vsodanidivdiuu

Go deeper - 91ufia

— Don Norman, The Design of Everyday Things, revised and expanded edition,
Basic Books, 2013 — the discipline's one indispensable general-reader book;
the author's note on the revision is at jnd.org.

Don Norman, The Design of Everyday Things, revised and expanded
edition, Basic Books, 2013 — nils@eiauifgivasmansingeruniluvinli
19 Guiinvesidewnenivatuuiuleegi jnd.org

— Matt Pharr, Wenzel Jakob & Greg Humphreys, Physically Based Rendering:
From Theory to Implementation — the full text of the 3rd and 4th editions,
free, at pbr-book.org.

Matt Pharr, Wenzel Jakob & Greg Humphreys, Physically Based Rendering:

. ' v & A P
From Theory to Implementation — 81URUUIANYBIFUN 3 LAy 4'lansn
pbr-book.org

— Douglas Engelbart, "Augmenting Human Intellect: A Conceptual
Framework," SRI Summary Report AFOSR-3223, 1962 — dougengelbart.org.

Douglas Engelbart, "Augmenting Human Intellect: A Conceptual
Framework," SRI Summary Report AFOSR-3223, 1962 —
dougengelbart.org
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CHAPTER 14

The Frontier

NWIULLAU

This chapter is not a floor. It is the scaffolding on the roof and the cracks in the
foundation — the places where the concrete is still wet, and where a reader who
wants to build something has room to stand.

unillylaau duAstsduuundiauazsesunniigiusin — ganiyudalduis waziuii
Heunesnadserlsunsegedadinivieu

Which walls of the tower are still wet concrete?

Aunsdnlvuvesenssduduyuden

In May 1981, at MIT's Endicott House, Richard Feynman raised a problem
computing had no answer for. Physicists wanted to simulate quantum sys-
tems, and the cost on an ordinary computer grows exponentially with the
number of particles: a few dozen interacting particles exhaust any machine
that will ever be built. His conclusion, published the following year, was not
that the simulation should be made cleverer but that the computer was the
wrong kind of object — nature is not classical, so a machine that simulates
nature should be built out of quantum mechanics rather than in spite of it
(International Journal of Theoretical Physics 21, 1982).

\WWouNguAIAY 1981 71 Endicott House Y83 MIT Richard Feynman sndeynnil
wnspeunanesdnaulildvunn tinWdndesindiasa (simulate) sguu
AIBUAN uiduUUUAsNnImeIlUlaLuuendln L BEamUTII

Aa ay o co M 1da o &9 v & d' 1% X ¥ =
aun1A — aynAndufdunusiuualinduiinldinsesnazasnulanninies
unun YeaglvsnBsinualdaunlilyindewinnisdnassliiaaindiu uime
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AouRnesiluingRaussiamausfu — sssuvd lildssuuemanadn
(classical) aguuIATBININABISTTURRBIAS1TUNNAMmEnSAauAY Txil
#5199UNMIAAULU (International Journal of Theoretical Physics 21, 1982)

Forty-five years on it is the most over-promised item on this list. Start with
what it buys.

1 1 14 1
t%

Ada Y a8 ¥ o o A a a a A A A a a A
gaunUlvnas dufesiensignlavaniiuasingaludanil 1suaindendu
wanu1laasanau

Quantum computers are specialists, and the specialism is narrow. Peter
Shor showed in 1994 that one could factor integers and compute discrete
logarithms efficiently — an exponential speedup, and the reason chapter 11
has a deadline (Shor). Lov Grover showed in 1996 that unstructured search
gets faster too, but only quadratically: VN queries where a classical ma-
chine needs N, and that bound is provably the best possible. The difference
between exponential and quadratic is the whole story. A quadratic speedup
can be erased by a decade of ordinary hardware progress; an exponential
one cannot be erased at all. And the class of problems most people assume
is the target — NP-complete problems like scheduling, routing and packing
— is not believed to fall. There is no proof either way, but there is an oracle
relative to which they do not, and no candidate algorithm (Aaronson). A
quantum computer is not a faster computer. It is a different instrument,
good at simulating quantum systems and at breaking two specific pieces of
mathematics we happened to build civilization's trust on.

ADUNAMDILTINIBUAN (quantum computer) Li‘]uél,%mﬂmﬁyl,awwmq hag
AU TURRAULIN Peter Shor wandlul 1994 Tuensauszneu
FunuRuLazAuIn discrete logarithm laegnafiusza@nsaim — WWunisise
AML57 (speedup) wWuuLeAGIWILUITYA LLazﬁﬁams}Naﬁumﬁ 11 fidume
(Shor) Lov Grover wansludl 1996 1nmshumuuuliiilassadnafidduldiuy
fu usifuuAfdae (quadratically) it — 14 vN a¥slunnsdum unud
zdasld N afauuuiases classical wazvouwatuRgaLdrIRTiaavinfidu
W anwsnssewivendinuudvatiuid@osoununiunveiod ns
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The engineering problem is not qubits; it is error. A qubit holds its state for
microseconds before the environment ruins it, so useful machines must
correct errors faster than they accumulate — spreading one logical qubit
across many physical ones. The threshold theorem says this works only if
the physical error rate falls below a critical value; above it, adding qubits
makes things worse. Google's Willow processor demonstrated the crossing
in a result published online in December 2024. Each increase of the surface-
code distance by two suppressed the logical error rate by a factor of 2.14 +
0.02, and a distance-7 code on 101 qubits reached 0.143% + 0.003% error per
cycle — below threshold, meaning bigger now means better (Nature 638:
920-926). That does not mean a useful machine exists. The best current
public estimate for breaking RSA-2048 is under a million noisy physical
qubits running for about a week at a 0.1% gate error rate — an architectural
calculation on paper, not a device anyone has built (Gidney, 2025). Read
every quantum announcement against that gap.

HaymmBanssulsile@ndn (qubit) usennufanatn Ardnuiiaiang
anug (state) vosfulildudliflulasiufinouiifanindouasvianesiu
wesfilFnuldnzeiadosudanuianaialiiniiituazan — daoms
nsvaeAdadmssnendeialulfuuAitananieniwvaiedi nguiun
\naudt (threshold theorem) vaninisildlafdeidosnsauianaan
mMeawEnIAIngaA1is gaﬂ'jﬂﬁ’?umiLﬁuﬁ’;ﬁmxﬁaﬁﬂﬁuém 2!
Uszanawa Willow 183 Google uansgaturuiililunadnsiimeunsooulay
dleifeusuanau 2024 nassfiiuszuzues surface code Fudeaviie Snsn
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Simulation became science's third instrument, and its leaks are epistemic.
In June 2005 the US President's Information Technology Advisory Commit-
tee put it on the record: "Computational science now constitutes what
many call the third pillar of the scientific enterprise, a peer alongside theory
and physical experimentation” (PITAC). Climate, protein folding, drug bind-
ing, galaxy formation, crash safety — these are now studied primarily inside
machines. This is an abstraction like any other in this book, with one un-
comfortable difference. When a normal abstraction leaks, something breaks
and you descend the stairs to find out why. When a simulation leaks, the
output is still a plausible number, and nothing tells you from the inside
whether a disagreement with the world is the world's fault or the model's.
The discipline that grew up to handle this — verification (did we solve the
equations right?) and validation (did we write the right equations?) — is the
most transferable idea in this chapter and the least famous.

1381894 (simulation) naneiduieTesiietufianuvesinenmans uazqaiisu
$afiduFesuasny1niinen (epistemic) ioufiguisu 2005 US President's
Information Technology Advisory Committee Tuinliidunienisin
Angnenansidaiunanouiidudsiivasauieninamdniiavesnu
MyIAANS WBUWINAUN R LAN1TNAABININIEAWN" (PITAC) gilaina
nswuihvesTusiu n1sdufivessn nsnefveaniuind amnudasaduiie
suifu — \Feswanilneuilgndnuudng egluiniesneuiiames Treuusssy
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The binding constraint is now energy. For thirty years, Dennard scaling
meant smaller transistors used proportionally less power, so every genera-
tion was free. It broke down around 2005-2007, when leakage current made
heat the limit, and chapter 04 has lived with the consequences ever since.
Efficiency still improves, but slower: the doubling time of computations per
joule has stretched from roughly 1.6 years before 2000 to nearer 2.5 years
since (Koomey's law). There is a floor underneath all of it. Rolf Landauer
showed in 1961 that erasing one bit must dissipate at least kT In 2 of energy
— about 2.8 x 10~ 2! joules at room temperature — the point in this book
where information stops being a metaphor and becomes thermodynamics,
the other half of chapter 03's story. Real processors sit between a million
and a billion times above that floor, depending how you count, so the phys-
ics is not the problem yet. The bill is. The International Energy Agency re-
ported on 16 April 2026 that data-center electricity demand grew 17% dur-
ing 2025, with Al-focused facilities climbing faster still, and projects total
data-center consumption roughly doubling between 2025 and 2030 (IEA).
For the first time in the tower's history, the question limiting what gets
computed is not what is computable, or what is fast, but what can be
powered.

UYoINARIANADUNABNAIIU AuAUUNEIULNT Dennard scaling wladn
N5 UTAn03 (transistor) Midnasldwasuiosatmudndiu azuuyngudaly
Tau 3¢ dunsassnt 2005-2007 neuiinszuaiila (leakage current)
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International Energy Agency $1891uULla U 16 luw1gu 2026 11ANNABINS
IW1ve4 data center Tntu 17% Tud 2025 Tnsgudiidu Al Taisandnuudn
wazAIANI5aIINNSIEINH9IUve4 data center aztNLTUSNADANITENING
U 2025 §4 2030 (IEA) 1uassusnlulseifaansvosnionasy NA1OIUTIIIAA
azauruezlsls lalddneslsauiald nseaylssm unrsilliduaneluy

Several walls are unfinished, and the invitations are open. Whether P equals
NP carries a million-dollar prize offered by the Clay Mathematics Institute
on 24 May 2000, and remains unclaimed (Clay) — not a puzzle for specialists
but the question of whether checking an answer is fundamentally easier
than finding one, which is to say whether creativity is real or merely an un-
optimized search. Whether one-way functions exist is chapter 11's founda-
tion and equally unproven. Neuromorphic computing — machines organ-
ized like nervous systems rather than clocked pipelines — has produced In-
tel's Hala Point, 1.15 billion neurons at Sandia National Laboratories in April
2024 (Intel), with no confirmed larger system since. Reversible computing,
which attacks the Landauer floor by not erasing bits in the first place, has
moved from theory to silicon in a 2025 prototype recovering roughly half its
switching energy (IEEE Spectrum). And room-temperature superconductiv-
ity, which would change every number above, has not arrived: the 2023
LK-99 signal was traced to a copper-sulfide impurity undergoing a struc-
tural phase transition, and no verified ambient-pressure room-temperature
superconductor exists (phys.org).

o [ v 1 < o a v a [ 1 = W& o
Auwsnanegadaasiliiade uazAntydulneg 31 P windu NP use il
U599 1 million Aeaan5a1n Clay Mathematics Institute NUsEnAlAilaiu
1 24 wauwaiau 2000 wazdalidilassulula (Clay) — Lildusaundwmsu

Hifamayianizmg uildudiaiuinnsasiedneuiteninmsmeaneulag
X - I = @A o ' a % s a A & ' P o
WUFUUTBLUAT FINADAIAININANUANATINATIANITIMTBLUULANITAUNIT

Y]
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gelaignuiulvimung dalanduniadien (one-way function) flegasanieliife
guTNvesUNil 11 uashdsigaulilfndiousu mmsfuaidsunuuszuy
Uszam (neuromorphic computing) — iA3esfidaneiamiioussuuussam
wnuitazidu pipeline ﬁLaumuﬁmumﬂmmﬁm — WaM Hala Point va4 Intel
99nUU&7 1581 1.15 billion §a7i Sandia National Laboratories Lietiou
ey 2024 (Intel) wazdslifiszuuitnaniniineusulddausiduan s
AuuEunaula (reversible computing) Felaufnuves Landauer daen1sll
audnsausiusn Tégheannguiungdaneundiluduuuud 2025 fomdsanu

'
v o Aa

a ¢ o oa v £ o
ﬁ]’]ﬂﬂ’]iﬁ’JG\‘Uﬂa‘UﬂuN'{LﬂiT}ﬂiﬂ‘WUQ (IEEE Spectrum) LLaSMIUNYIYINN

€

9aun)iithad (room-temperature superconductivity) G0 ANTUDITIRE
Wasudavnnaatieuuil deliunts — deyayias LK-99 it 2023 duluiae
MNiudadevunssuns-Auziiu (copper-sulfide) Andauagunaita
Taseade wazdslififnhgeinngan)inesuasauauussenIA i
) U Y a

dudulaass (phys.org)

None of these are conclusions. They are the parts of the tower where the
plans are still argued over, which is the only part of any building where a
newcomer's hands are genuinely needed. The floors below took roughly
eighty years to pour. Nothing about them suggests the pouring is finished.
laifidelwuluiiludeasu dufediuvemenseiinuuneasisdegnanitieeiu

[

1= 1 a A 1o & ¥ Y a % 1
g Juludiuferveenising nlievesrulnidnludesddasen susueang
THnarsnuuaduilunmsnyu lifiezlslutuvendtnsmyuasaudy

Connections - 1Uule

Below: chapter 01 owns P vs NP as a question about what is computable at
what cost; this chapter only reports that it is still open. Chapter 03 supplies
the bit, which Landauer's principle reveals to have a price in joules. Chapter
04 is where the energy wall is felt first, in the turn to specialized hardware.
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Chapter 11 is where quantum computing stops being interesting and be-
comes urgent, and chapter 12 is the largest current consumer of everything
this chapter says is scarce. Above: nothing yet — that is what a frontier is.

Fuana: undi 01 1Wudwesdiniu P vs NP lugnugaauineslsAunalad
Aunuwinls untiuasieanuimaiutudalaey uni 03 ludnun Jauanns
v & 1o & a - A o Y]
v94 Landauer wgliiliiuindisianduga uni 04 AoganATUNINEIY
(energy wall) gn3dnlanaulas neuiulumasauisianizne unil 11 Aaga
ANsALIUTIAURY (quantum computing) ntwSeshaulaudnate
@, ﬁl 1 1 dl =l Y a ldl g 1 dl dy
JuiFaasanou wazuni 12 Aeguslaasielveiiganeuilvesyneganunil
vaninunnAau Juuy: Jelifiozlsias — dunnazADAINUNNIYVDINTULAU

Open questions - A1a1undainag

Will a cryptographically relevant quantum computer arrive before the world
finishes migrating away from the mathematics it would break, and how
would anyone know in advance? If simulation is the third pillar of science,
what is the equivalent of peer review for a model nobody can independently
rebuild? Can the energy curve of computation bend without a physical
breakthrough, or does the industry's growth now depend on one? And,
quietly the largest: is P vs NP hard because we lack the technique, or be-
cause the techniques we have are provably incapable of settling it?

ABNWILABSL IR URNNITY A ARYLTNN1SIUSIE (cryptographically
relevant) aganfeneuiilanasdrgesnanadinaianinduasnaulaiasanse

' % v R v ° I3 o A a s
wWan udalasaziaraninlagsls dnrsdrasaduamaniauvesinerdians
azlsAedsiiguin peer review dwmsulunanlifilasasnsdnlaeses1edasy
wWulasmasnuresnsawnezlasaclalaglifedinnuiuiinsiadnd
Asslnayluy wiadnnisiivlnvegpannssunauilioananuAIniuuLE
wazgA U NEALUUEBUS AB P vs NP 1Aws1815189namatia 15

v q

a dl a a ¢ v 1 1 v a U 14
L‘Wi']%L‘VIﬂUﬂ‘VILﬁ']ll‘W?jQuLLﬁ'J'J’]VLlINVﬂ\‘lG]ﬂﬁuNuVLﬂ
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Go deeper - 91Ufid

— Michael Nielsen, Quantum Computing for the Very Curious, 2019 — a free,
unusually honest introduction that assumes no physics, at
quantum.country/qcvc.

Michael Nielsen, Quantum Computing for the Very Curious, 2019 — Uni
W3nnsslunsauniinuni laddeslinugiuil@nduineu 91 quantum.country/

qcve

— Clay Mathematics Institute, The Millennium Prize Problems — the standing
list, including P vs NP, at claymath.org.

]
[

Clay Mathematics Institute, The Millennium Prize Problems — AanNgediu
a8 573 P vs NP 678 11 claymath.org

— Rajeev Acharya et al., "Quantum error correction below the surface code
threshold," Nature 638 (2024): 920-926 — nature.com.

Rajeev Acharya et al., "Quantum error correction below the surface code
threshold," Nature 638 (2024): 920-926 — nature.com
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CLOSING — THE TOWER, SEEN WHOLE

CLOSING

Closing — The Tower, Seen Whole

Untay — 119A2YLIDNDININAT

This chapter is the roof — the place to stand when the climbing is done, and the map
handed back on the way out.

v '
=l [ i

unilfendin — NrsulisUwasaudl uasunuindsaunouwiusonly
What does the whole tower look like — and how does one person climb it?

Y o v & @ P = A W MY
ﬁaﬂaﬂﬂdﬂaﬂﬁu’lm’uﬂumh — LLa’Jﬂuﬂuﬁuﬂf\]%‘UuulﬂﬂaEJ']\‘iVI,i

Press send.

NA&EY

A message to a friend on another continent: one tap of a thumb. The inter-
face that took the tap is a sheet of glass whose every apparent edge and
button was drawn there by hand, a signifier standing in for an affordance
the glass does not have (13). The app that acted on it was written in a nota-
tion built for people to read, then lowered — stage by exact stage, each one
easy because the one before made it easy — to instructions no person will
ever see (06). It ran as one process among hundreds on a machine that lies
to each of them, carefully, about how many machines there are (05), and the
instructions executed on billions of switches that do not know what a num-
ber is, arranged so that arithmetic appears in the arrangement itself (04).
The message became bits — units of surprise, priced by a theory that re-
fuses on principle to ask what they mean (03) — and was cut into packets
that found their own separate ways across a network nobody owns, carried
by senders who slow themselves down voluntarily so that strangers can also
talk (09). It traveled encrypted, under mathematics that lets two people who
have never met agree on a secret in a room full of eavesdroppers (11). At the
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far end it landed in a database that wrote its intention to a log before
touching the data, so that a power cut between any two instructions could
not make it lie (08), on replicas that cannot agree what time it is and have
protocols for agreeing on things anyway (10). A model grown from data, its
skill written down by nobody, decided the message was worth showing (12).
And under the whole descent the bedrock held: everything that happened
was computable, cost what the mathematics of cost says it must (02), and
stayed inside the fence drawn in 1936, before any of these machines existed
(01).
1% & a = =% L 59 O a P Ao O A
FJoAudLNaudnyIURi: ueziallasafen sumesinansunisunziufe
' a oA’ = Yy A Y- N
WNUNTZANNYNVOULAZYNTILAUYNIMAIUNNNIYNE LUURIUSTY (signifier) NiBu
dl a a dl o g.ll = ¥
unu affordance nszanlaifiads (13) weUNvingumunIsuaztuleuAIY
deunsainadrsunliiauguld udignantuasun — aztueg1ausiug uiazau
iladnemsizdunouniinliduing — sunanaidumdsnldfinywdaulnu
< LYY < = [ Y & a
azLiiuay (06) tusulunilslulwsiva (process) naneivsfavuiazaeiilnmn
1 1 ad a o 1A 4‘ |dl 4‘ o QIJ 1 gj
usiazlwsigang WNaNALINNATod8ENAT04 (05) wagAdumaItugnUsyana
navuaIndiuRuauinliiiedrinduavasesls dniuauavadin
Usngauannsdnnnetiuies (04) deanunateiuin — nihevssniu
Uszuannla fsialaengufiufiasinendnn1snazaiuindiununenauii
1% o @ 2z & A o o v
azls (03) — uagnanuuiniin (packet) IIINIYBIFIBIUENAUTY
= 1 av &, v ] ¥ a Y o & 4
wIstenlidlasdudnves vwdidleuidenvanveaniaslasainsla el
auwdanutinaudulanadie (09) dudAuniswuudisia neldndnaansa
[ 4 av Y] YY) 4 A 14 [
iliauaesnunlingeiuanasnnuauiuldluiesiiuluareauanis
(11) Yanemadulunnigrudeyaiifsuanuvesivasiuiin (log) nouuns
Yoyaass inalilnduseninsindsassadslaidinisvinladiulnunle (08) uu
o . a [ M vy % dydl 1@ 1% &
dun (replica) innasiulaladrediineuiinlug uanilnsinaealinnasises
1 U (=l dl é{ v U U 1 =)
A9 Auagh (10) lunavenduaindeya invsvsaluliilasideuasluies
& v a (4 dy 1 1 Y &
Wuaudnauindeanuiaisaunnisuanslimiu (12) uaznasnn1sasun
Manun §1us1ndInteg: Nnegeiiiatuanald (computable) WaduyuMN
NAnAIAASIAIBAUNUUENIRBREY (02) wazaglusanUalinudt 1936
: & A | a A o a X
NAULATBININULAULALATBILAYITNANLUAYY (01)
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One tap; every floor. And no one who touched the message on its way — no
author of any layer, however expert — holds all of it in mind at once.
Chapter 00 said that this is not a failure of education but the design. Fifteen
floors of descent and ascent later, the sentence should read differently: it is
the achievement. The tower stands because each floor is a real language,
precise on its own terms, and because the people on each floor could afford
to take the floors below on trust.

uazAsaAe nntuiney uaghiflasiiunzdonruilseineme — Lifidideu
Fulviuay seliideavngualv — fidennegraliluimdonsuldvisnun undi
00 venliitlildmnudumaivesnisine udfonisoenuuu Autuves
nsasuaztusiuluugs Uselonimserusnseenly: duile mudse venos
fuaglfinmzusazduiuniueds uiugludeulvvesiiies uazwsizay
vuwsazturslatuansldlaglidemsoaouies

Seen from the roof, the whole building repeats three refrains. Each floor
hides machinery and offers a surface simpler than what it conceals — that is
the one trick, performed fifteen ways. Every surface leaks, and expertise in
computing is mostly a nose for which floor a leak is coming from — the slow
loop that is really a memory problem (04), the "saved" file that is really a
directory-entry problem (05), the hijacked route that is really a trust prob-
lem (09). And two of the shafts running through the building are not floors
at all but stairwells: the adversary (11) and the learner (12) enter on every
level, which is why no floor can be finished without them. The roof itself is
unfinished — wet concrete, open problems, an energy bill newly due (14) —
and the bedrock is still being argued over (01). A building like that is not a
monument. It is a construction site that happens to be inhabited.

UBIWINUAIAAINT BIANTNIMEIATIEUVDUNAN unazdudounalnly uay
A a o P A Ao oa o & A 2 A1 % a w a
Uil (surface) N1enI@MiuUATe — TuABNARYINAUTIFUNILUU VK7
Fnaue warANUFEIvIlunnIsrenNIwesdulngAsayninueeninsey
Frunantuluu — quithdenses udndulgmiviieainusi (04) Iwan "wwn
wan" G939 1uileywn directory entry (05) dunaiigniIdeases iWuldaym
dl 1 1 dl 1 gj U 1 g.’l 1
AUTBLA (trust) (09) wazvesasstasinzguuatnsnavaslildtuasus
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[%
1 v

Dudule: dhensetnu (11) Augieu (12) Whanldyau Sadunawailifiv

% < 1 o 1 =1 Y] [ % 1 <
Tuuadraasauysallalaglifineassedneil ndannedsasneliiass — Yuds
=, dl v A 1 a 1 [ d' a ) @ v
\en Jgymndalaeg Jasndsnuiieasuiimun (14) — wazgiusinnda
= ¥ ] = 1 ad v oA o 1 v d' o a =
gnanidiesiueg (01) easuuuilldlyeyandid dufeludineasrivadeyiiau
2oy

The thirty-day route - 1&un149 30 i

The route below assumes what every chapter assumed: intelligence, and no
coursework. Two days per floor. On the first day, reread the chapter with its
primary source open beside it — the sources were chosen because they are
readable, and reading Turing or Shannon in the original is the fastest cure
for the belief that foundations are beyond you. On the second day, put a
hand on the real thing. Every resource here is canonical in its field and free;
the links were verified as this book went to press. Two hours a day for a
month will not make anyone an expert. It does something better: it makes
every floor a place you have stood, so that nothing in computing is a rumor
to you anymore.

@4 (route) Teansiissag uuanufignufeiununluauil Aediaflayayn
wazlidesdinussuuineu aasiusenilatu Junsneruunuudilnedaunas
Voyaugugil (primary source) 139139 — unasayamaniigniaaninsigsu
Y a ' . a v o A ) Aa a
16939 wazn1581u Turing %58 Shannon nduatuAenNISNEINTINGR
dM5UANIBNIIIINGWINAUAMUAINITOVDIAIEN Tundedliasile
a P L dd & d
WATVDIDTY WNESEU (resource) NTUNT TNV RS IUluaIV I TULAENS
Manun aangnasvdeudIneufiauilidlssnun Juasassinluadunamil
P 1o [ v XY o a ada Y Y o 1% ]
weulivililasnanelugiteigey uwadivindamnnniiuy — uvinlvinngu
[ A S ¥ a 1 a ¢ & 10
nanadunnisuaeduniudnses aulifieslslunisnreunamesiluuadn
adedmiuisdnsely
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Days Floor The two days' work

1-2 00 The Map Reread ch. 00. Then start the lower tower for a general
reader: Petzold's Code companion (codehiddenlanguage.com)
and the Nand2Tetris materials (nand2tetris.org) you will use
on days 9-10.

3-4 01 Theory of Turing 1936, §9, with ch. 01 as guide (PDF); then the Church-

Computation Turing entry in the Stanford Encyclopedia
(plato.stanford.edu).
5-6 02 Algorithms & MIT OCW 6.006, first lectures (ocw.mit.edu); implement one
Data Structures divide-and-conquer algorithm by hand and time it against the
naive version.
7-8 03 Information &  Shannon 1948, Part I (PDF); then MacKay's opening chapters
Coding (inference.org.uk).
9-10 04 Computer Nand2Tetris projects 1-3: from a single gate to an ALU.
Architecture Arithmetic will appear in the arrangement, under your own
hands.

1-12 05 Operating OSTEP, the virtualization dialogues and intro chapters

Systems (pages.cs.wisc.edu/~remzi/OSTEP); list the processes on your
own machine and find what each one is lying about.

13-14 06 Languages & Crafting Interpreters through the scanner and parser

Compilers (craftinginterpreters.com) — a compiler's tower, built floor by
floor in your editor.

15-16 07 Software Software Engineering at Google, chs. 1-2 (abseil.io); put

Engineering something of your own under version control and write one
test that would catch you changing your mind.

17-18 08 Databases Readings in Database Systems (redbook.io); then write ten SQL
queries against any real dataset and let the optimizer route
them.

19-20 09 Networks Computer Networks: A Systems Approach, ch. 1
(systemsapproach.org); then Jacobson & Karels 1988 (PDF) —
the network that ate itself, and the fix your phone still runs.

21-22 10 Distributed Lamport 1978 (podc.org); then van Steen & Tanenbaum, ch. 1

Systems

(distributed-systems.net).
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Days Floor The two days' work
23-24 11 Security & Cryptopals, Set 1 (cryptopals.com) — break real ciphers with
Cryptography your own code; Handbook of Applied Cryptography, ch. 1
(cacr.uwaterloo.ca/hac).
25-26 12 Al & Machine Karpathy, Neural Networks: Zero to Hero, first two lessons
Learning (karpathy.ai) — build backpropagation yourself; Deep Learning
as the reference shelf (deeplearningbook.org).
27-28 13 HCI & Nielsen's three response-time limits (nngroup.com); Physically
Graphics Based Rendering, ch. 1 (pbr-book.org); then take one interface
you use daily and separate its affordances from its signifiers.
29-30 14 The Frontier Quantum Computing for the Very Curious (quantum.country);
the Millennium Problems (claymath.org); then write your own
list of open questions. That list is the exam, and you grade it.
fu Tu nuwsisesiuiu
-2 00 uWuh 81uunil 00 41 NUUITINEABETUANEMSUNE W LU
Petzold's Code companion (codehiddenlanguage.com) wag
18n&15 Nand2Tetris (nand2tetris.org) Naglaluiun 9-10
3-4 01 mgugms Turing 1936, §9 Iagldunii 01 1Uulad (PDF) a1ntiususide
AN Church-Turing Tu Stanford Encyclopedia (plato.stanford.edu)
5-6 02 danesniuuay MIT OCW 6.006 Lanive3 (lecture) usne) (ocw.mit.edu) asile
Tassasrevoya WeUTAND3TNUUUWUILAINTA (divide and conquer) tBIdNAY
%9 LAIIUANAYUAULUU naive
7-8 03 @5aUNALaY Shannon 1948, Part | (PDF) anatus1uuniaued MacKay
ASIUSIE (inference.org.uk)
9-10 04 anUnenssu Nand2Tetris projects 1-3: nanas e luaunis ALU
ABUNAADS LAUANAALUIINGTUINNITININNDY AEHBLTIEY
=12 05 53uuUfufinis  OSTEP umaumunised virtualization fuuni
(pages.cswisc.edu/~remzi/OSTEP) a@1 list TWsIoauuLAIDs
fted udnIusagiiadlnuniseseslseg
13-14 06 My Crafting Interpreters 3uf9&2U scanner AU parser
poulwiaes (craftinginterpreters.com) — viensgussnaulniass Nasned

aztuluefmasuaasies
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fu tu Nuesaasuin
15-16 07 J@anssu Software Engineering at Google, Un# 1-2 (abseil.io) L8191
YONAUIS VOIFNDIANFULTITZUUAIVANLIBSTU (version control) ke
Weumaanisianezdulaansnlasulanienas
17-18 08 grudeya Readings in Database Systems (redbook.io) 31nUUTLUAT
(query) SQL Aushiuyadeyassednyn uarUasali query
optimizer L@onNLEUNI9LO4
19-20 09 1AT0%NY Computer Networks: A Systems Approach, uni 1
(systemsapproach.org) 21n1iu Jacobson & Karels 1988 (PDF)
— 1AseUNAUAILBRUN AUISUATINSANIvaus 8ty
udannuil
21-22 10 53UUNSTRY Lamport 1978 (podc.org) 21n1u van Steen & Tanenbaum Un
71 1 (distributed-systems.net)
23-24 11 anudaenny Cryptopals, Set 1 (cryptopals.com) — nang/laiwes (cipher)
UAZINYINSITRAAU  939A281ARYDIALD9 91n1U Handbook of Applied
Cryptography, U 1 (cacr.uwaterloo.ca/hac)
25-26 12 Ugygy1Useivg  Karpathy, Neural Networks: Zero to Hero, ﬁm‘umﬁﬂuuiﬂ
LLasmiﬁ'ﬂujﬁJm (karpathy.ai) — as'm backpropagation Aaeiiats1Laq Nt
ERN Deep Learning utumisdedndda (deeplearningbook.org)
27-28 13 YjAunuS °uco1mﬂﬂnmmauauaqmmuﬂwaa Nielsen (nngroup.com)
qué—ﬂauﬁama% Physically Based Renderlng, un 1 (pbr-book.org) Nt
waznsind Laaﬂaumail,wsuwL'i'fl‘mqmuaﬂm waauen affordance aan
210 signifier Yot
29-30 14 WSUUAU Quantum Computing for the Very Curious (quantum.country)

the Millennium Problems (claymath.org) 91nUULITgUARRAA"
awiidulnogvesiies dafiuuvaziededeu uazisnluau
TiimzuuuLeg
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The license to be curious - Tuauaaliioains

There is no credential for what this book assumes, and none for what it
hopes to leave behind. The people in these chapters mostly did not wait for
one. A student refuted his professor's conjecture within a week of hearing it
(02). An engineer, tired of losing his weekends to a machine that could de-
tect errors but not fix them, invented the codes that let machines repair
their own mistakes (03). An operating system that runs the world's servers
was written in a month because the budget refused anything larger (05). A
psychologist's word for what a chair offers a body became the working
vocabulary of every screen you touch (13). None of these people had per-
mission in any form that mattered. They had a question they could not put
down, and the nerve to believe the question was theirs to ask.
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That is the license, and it was never anyone's to grant. What this book has
tried to supply is only the map that makes the license usable: the names of
the floors, the load-bearing ideas on each, the places where the surfaces
leak, and the honest admission — chapter by chapter — of what nobody
knows yet. The fences that matter (01) are drawn by mathematics, not by
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gatekeepers. Everything inside them is climbable, and the chapters above
have shown that each floor, met on its own terms, is not just climbable but
simple — one or two ideas, held with precision, doing all the work.
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Chapter 00 ended its tour with a child dragging a photo across a screen,
commanding billions of switches with one finger and needing to under-
stand none of them. That is the tower working. But needing was always the
wrong measure. Wanting to understand is another matter entirely, and
wanting to is the whole of the license. The concrete at the top is still wet.
The stairs are lit. Climb.
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