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« Wikipedia, Factor of safety — https://en.wikipedia.org/wiki/Factor of safety

« Hansson, Safety Factors, Encyclopedia of Science, Technology, and Ethics — https://
www.encyclopedia.com/science/encyclopedias-almanacs-transcripts-and-maps/safety-
factors

« Beal, A history of the safety factors, The Structural Engineer 89(20), 2011 — https://
anbeal.co.uk/safetyfactorhistory.html

« Beal, Factors of Ignorance?, The Structural Engineer 79(20), 2001 — https://
www.istructe.org/journal/volumes/volume-79-(published-in-2001)/issue-20/factors-of-
ignorance/

* Pugsley, Concepts of Safety in Structural Engineering, 1951 — https://
www.icevirtuallibrary.com/doi/abs/10.1680/ijoti.1951.12755

« Rankine, A Manual of Applied Mechanics, 1858 — https://archive.org/details/
manualappmechaO0rankrich

« 14 CFR 25.303, Factor of safety — https://www.ecfr.gov/current/title-14/chapter-1/
subchapter-C/part-25/subpart-C/subject-group-ECFRead4cbb3048b817/section-25.303

» Zipay, Modlin & Larsen, The Ultimate Factor of Safety for Aircraft and Spacecraft, NASA —
https://ntrs.nasa.gov/api/citations/20150003482/downloads/20150003482.pdf

« Gray, Elisha Otis' "Improved Elevator", Elevator World — https://elevatorworld.com/article/
elisha-otis-improved-elevator/

« Gray, Elisha Otis at Crystal Palace, part 2, Elevator World — https://elevatorworld.com/
article/elisha-otis-at-crystal-palace-part-2/

« EDN, 1st commercial elevator starts running, March 23, 1857 — https://www.edn.com/1st-
commercial-elevator-starts-running-march-23-1857/

« Pierce, The Evolution of Structural Design Specifications in the United States, STRUCTURE,
2015 — https://www.structuremag.org/article/the-evolution-of-structural-design-
specifications-in-the-united-states/

* Greene, Decoded: Fail Safe vs. Fail Secure — When and Where? — https://idighardware.com/
2023/10/decoded-fail-safe-vs-fail-secure-when-and-where/

* Greene, Decoded: Quick Tips — Delayed Egress — https://idighardware.com/2014/10/
decoded-quick-tips-delayed-egress/
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« Henderson Engineers, Door Locking Requirements in NFPA 101 — https://
www.hendersonengineers.com/insight article/door-locking-requirements-in-nfpa-101/

« IAEA INSAG-10, Defence in Depth in Nuclear Safety, 1996 — https://www-pub.iaea.org/
MTCD/Publications/PDF/Pub1013e web.pdf

« Wellock, Defense in Depth — A War for Safety, NRC — https://www.nrc.gov/reading-rm/basic-
ref/students/history-101/defense-in-depth

- Wikipedia, Defence in depth (non-military) — https://en.wikipedia.org/wiki/
Defence in depth (non-military)

« Reason, The contribution of latent human failures to the breakdown of complex systems,
1990 — https://royalsocietypublishing.org/doi/10.1098/rstb.1990.0090

» Larouzée & Le Coze, Good and bad reasons: The Swiss cheese model and its critics, Safety
Science 126, 2020 — https://www.sciencedirect.com/science/article/pii/
S0925753520300576

« Larouzée & Le Coze, open-access deposit — https://ineris.hal.science/ineris-03318305v1/
document

« Wikipedia, Normal Accidents — https://en.wikipedia.org/wiki/Normal Accidents

« Perrow, Normal Accidents, Princeton University Press — https://www.jstor.org/stable/
j.ctt7srgf

« LaPorte & Consolini, Working in Practice But Not in Theory, JPART 1(1), 1991 — https://
academic.oup.com/jpart/article-abstract/1/1/19/978459

« Sagan, The Limits of Safety, 1993 — https://press.princeton.edu/books/paperback/
9780691021010/the-limits-of-safety

« Sagan, Learning from Normal Accidents, Organization & Environment, 2004 — https://
web.archive.org/web/20040714202943/http://iis-db.stanford.edu/pubs/20276/
sagan oe dec03.pdf

« Shrivastava, Sonpar & Pazzaglia, Normal Accident Theory versus High Reliability Theory,
Human Relations, 2009 — https://journals.sagepub.com/doi/10.1177/0018726709339117

« Pidgeon, In retrospect: Normal accidents, Nature 477, 2011 — https://doi.org/
10.1038/477404a
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LAAIVDINIALL:

« mMlanuulsid — Usziin1enisves WSDOT - https://wsdot.wa.gov/tnbhistory/bridges-
failure.htm

« mlanuulsid — Billah & Scanlan, American Journal of Physics 59(2), 1991 - https://
pubs.aip.org/aapt/ajp/article/59/2/118/1053909/Resonance-Tacoma-Narrows-bridge-
failure-and

« Mlanuulsad — Billah & Scanlan, PDF - https://www.aapt.org/store/upload/
tacoma_narrows2.pdf

« ABLIIA — Aerossurance, Comet misconceptions - https://aerossurance.com/safety-
management/comet-misconceptions/

« ABLIIN — FAA Lessons Learned, Comet 1 - https://lessonslearned.faa.gov/ll main.cfm?
TablD=1&LLID=28&LLTypelD=2

« ABLIIN — S189UAAEBUAIU CAP 127 - http://lessonslearned.faa.gov/Comet1/G-
ALYP Report.pdf

. PBLIN — 5’1&1\1’1'14@13'?11,1/163 G-ALYY - https://asn.flightsafety.org/reports/
1954/19540408 COMT G-ALYY.pdf

« lvmdin — $7997U Wreck Commissioner @au Board of Trade's Administration - https://
www.titanicinquiry.org/BOTIng/BOTReport/botRepBOT.php

« lumdin — élinnswes Chalmers - https://www.titanicinquiry.org/BOTIng/
BOTIng23Chalmers01.php

« lumdin — énlinswes Archer - https://www.titanicinquiry.org/BOTIng/
BOTIng25Archer01.php

« lnfin — McLean, "Regulation run mad" - https://www.nuff.ox.ac.uk/Users/MclLean/
Titpaper.PDF

« Hyatt Regency — NIST - https://www.nist.gov/el/walkway-collapse-kansas-city-
missouri-1981

« Hyatt Regency — NBSIR 82-2465 - https://nvlpubs.nist.gov/nistpubs/Legacy/IR/
nbsir82-2465.pdf

« Hyatt Regency — agudaasuuas NBS, UPI 26 nuaA1AuS 1982 - https://www.upi.com/
Archives/1982/02/26/Here-is-a-summary-of-conclusions-by-the-National/6635097243860/

« Hyatt Regency — miLﬁﬂaauiUﬂqimm, UPI 1986 - https://www.upi.com/Archives/
1986/01/22/The-two-engineers-who-designed-the-Hyatt-Regency-Hotel/5084506 754000/
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LUAIYaINIAL:

« Kerckhoffs — FemmanfiuntelSaea Glauﬁﬁﬁ\‘i - https://www.petitcolas.net/kerckhoffs/
la_cryptographie militaire i.htm

« Kerckhoffs — 518a2188AUSTANUNTULAZA85UNEVRY Petitcolas - https://
www.petitcolas.net/kerckhoffs/

« Kerckhoffs — aunuauatu mau‘ﬁlwﬁa - https://www.petitcolas.net/kerckhoffs/
crypto militaire 1 b.pdf

* a9UAdU 1851 — Rudimentary Treatise on the Construction of Locks atuiiud 1853 -
https://gutenberg.org/files/63128/63128-h/63128-h.htm

- apuABY 1851 — UNfinilauu Wikisource - https://en.wikisource.org/wiki/
Rudimentary Treatise on the Construction of Locks/Chapter 1

» a9uUMaU 1851 — Linda Hall Library, Alfred Charles Hobbs - https://www.lindahall.org/about/
news/scientist-of-the-day/alfred-charles-hobbs/

- a9UABU 1851 — Bramah lock - https://en.wikipedia.org/wiki/Bramah lock
- a9UABU 1851 — Chubb detector lock - https://en.wikipedia.org/wiki/Chubb detector lock

« le chiffre indéchiffrable — Kasiski examination - https://en.wikipedia.org/wiki/
Kasiski examination

« le chiffre indéchiffrable — Franksen 1993, Mathematics and Computers in Simulation -
https://www.sciencedirect.com/science/article/abs/pii/037847549390063Z

* le chiffre indéchiffrable — MacTutor, Babbage and deciphering - https://mathshistory.st-
andrews.ac.uk/Extras/Babbage deciphering/

 Enigma — Marian Rejewski - https://en.wikipedia.org/wiki/Marian Rejewski
« Enigma — John Herivel - https://en.wikipedia.org/wiki/John Herivel
« Enigma — Hans-Thilo Schmidt - https://en.wikipedia.org/wiki/Hans-Thilo Schmidt

« Enigma — NSA, Solving the Enigma: History of the Cryptanalytic Bombe - https://
media.defense.gov/2022/Sep/29/2003087366/-1/-1/0/SOLVING%20THE %20ENIGMA%20-
%20HISTORY%200F%20THE%20CRYPTANALYTIC%20BOMBE.PDF

« Enigma — Cryptologia, Human factors and missed solutions to Enigma design weaknesses -
https://www.tandfonline.com/doi/full/10.1080/01611194.2015.1028680

e Zimmermann — Zimmermann telegram - https://en.wikipedia.org/wiki/
Zimmermann telegram
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https://www.tandfonline.com/doi/full/10.1080/01611194.2015.1028680
https://en.wikipedia.org/wiki/Zimmermann_telegram
https://en.wikipedia.org/wiki/Zimmermann_telegram

« Zimmermann — GCHQ, U535y 3183 GCHQ AUN151a9Asuesansy - https://
www.gchg.gov.uk/information/century-how-work-gchgs-predecessors-contributed-us-
entering-world-war-i

« Zimmermann — FRUS, Page fi4 Secretary of State, 3 iunau 1917 - https://history.state.gov/
historicaldocuments/frus1917Supp01v01/d181

« VENONA — Venona project - https://en.wikipedia.org/wiki/Venona project
* VENONA — Meredith Gardner - https://en.wikipedia.org/wiki/Meredith Gardner
« VENONA — Richard Hallock - https://en.wikipedia.org/wiki/Richard Hallock (Venona Project)

* The Thing — Crypto Museum - https://www.cryptomuseum.com/covert/bugs/thing/
index.htm

« The Thing — Murray Associates, Great Seal bug part 1 - https://counterespionage.com/
great-seal-bug-part-1/

« The Thing — SufinAmzaunIAIMTUAT S/PV.860, 26 WeEA1AN 1960 - https://undocs.org/
en/S/PV.860

« The Thing — History of the Bureau of Diplomatic Security #1 136-137 - https://
2009-2017.state.gov/documents/organization/176589.pdf

« Van Eck — unanuduatul 1985 - http://www.tscm.com/vaneck85.pdf
« Van Eck — DOl ¥83unA14 - https://doi.org/10.1016/0167-4048(85)90046-X
« Van Eck — Tempest (codename) - https://en.wikipedia.org/wiki/Tempest (codename)

e Van Eck — Kuhn, Compromising emanations, 2003 - http://www.cl.cam.ac.uk/techreports/
UCAM-CL-TR-577.pdf
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« Karger uag Schell, Multics Security Evaluation: Vulnerability Analysis, ESD-TR-74-193 Vol. II,
ﬁquwu 1974 — https://csrc.nist.gov/files/pubs/conference/1998/10/08/proceedings-of-
the-21st-nissc-1998/final/docs/early-cs-papers/karg74.pdf

« Karger uag Schell, Thirty Years Later: Lessons from the Multics Security Evaluation, ACSAC
2002 — https://www.acsac.org/2002/papers/classic-multics.pdf

« Thompson, Reflections on Trusting Trust, CACM 27(8), &1Au 1984 — https://
www.cs.cmu.edu/~rdriley/487/papers/Thompson 1984 ReflectionsonTrustingTrust.pdf

» Wheeler, Fully Countering Trusting Trust through Diverse Double-Compiling — https://
arxiv.org/pdf/1004.5534

« Cox, Running the "Reflections on Trusting Trust" Compiler, 2023 — https://
research.swtch.com/nih

« FBI, The Morris Worm: 30 Years Since First Major Attack on the Internet — https://
www.fbi.gov/news/stories/morris-worm-30-years-since-first-major-attack-on-
internet-110218

« United States v. Morris, 928 F.2d 504 (2d Cir. 1991) — https://law.justia.com/cases/federal/
appellate-courts/F2/928/504/452673/

« Washington Post, No Jail Time Imposed in Hacker Case, 5 Waun1au 1990 — https://
www.washingtonpost.com/archive/politics/1990/05/05/no-jail-time-imposed-in-hacker-
case/3f8fbd6c-e9e3-4249-8c51-bf72c43e2055/

« Aleph One, Smashing the Stack for Fun and Profit, Phrack 49, 8 wg@dn1eu 1996 — https://
phrack.org/issues/49/14
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« rain.forest.puppy, NT Web Technology Vulnerabilities, Phrack 54, 25 §121A4 1998 — https://
phrack.org/issues/54/8

« NFENTNYASIINANTF, A983 Albert Gonzalez, #am1AN 2009 — https://www.justice.gov/
archives/opa/pr/alleged-international-hacker-indicted-massive-attack-us-retail-and-
banking-networks

« Heartland Payment Systems, 518471 10-Q ”mea?:l'uz;lﬂ 31 fiurAn 2011 — https://
www.sec.gov/Archives/edgar/data/0001144354/000114435411000011/
hpy0331201110q.htm

+ ISIS, Stuxnet Malware and Natanz, 22 §u31AN 2010 — https://isis-online.org/isis-reports/
stuxnet-malware-and-natanz-update-of-isis-december-22-2010-reportsupa-hrefl

« CISA, ICS Advisory ICSA-10-238-01B — https://www.cisa.gov/news-events/ics-advisories/
icsa-10-238-01b

« Kaspersky, The Man Who Found Stuxnet: Sergey Ulasen, 2 waa?n1gw 2011 — https://
eugene.kaspersky.com/2011/11/02/the-man-who-found-stuxnet-sergey-ulasen-in-the-
spotlight/

« Netcraft, Half a Million Widely Trusted Websites Vulnerable to Heartbleed Bug, Luw1au 2014
— https://www.netcraft.com/blog/half-a-million-widely-trusted-websites-vulnerable-to-
heartbleed-bug

« CISA, OpenSSL Heartbleed Vulnerability CVE-2014-0160, 8 tuw18u 2014 — https://

www.cisa.gov/news-events/alerts/2014/04/08/openssl-heartbleed-vulnerability-
cve-2014-0160

« The Register, Linux Foundation Core Infrastructure Initiative, 24 tunau 2014 — https://

www.theregister.com/2014/04/24/linux foundation core infrastructure

« The Register, Robin Seggelmann w.a¢ Heartbleed, 11 tiw18u 2014 — https://
www.theregister.com/2014/04/11/openssl _heartbleed robin seggelmann/

« Antonakakis LiagAgue, Understanding the Mirai Botnet, USENIX Security 2017 — https://

www.usenix.org/system/files/conference/usenixsecurity17/sec17-antonakakis.pdf

« CISA, Heightened DDoS Threat Posed by Mirai and Other Botnets, 14 fatay 2016 — https://
www.cisa.gov/news-events/alerts/2016/10/14/heightened-ddos-threat-posed-mirai-and-
other-botnets

- msTaufi Dyn sauferunases Dyn 1389 1.2 Thps — https://enwikipedia.org/wiki/
DDoS attacks on Dyn

« GAO-18-559, Data Protection: Actions Taken by Equifax and Federal Agencies, #411Ax 2018
— https://www.gao.gov/assets/gao-18-559.pdf

« Equifax, Cybersecurity Incident, 7 iugneu 2017 — https://investor.equifax.com/news-
events/press-releases/detail/237/equifax-releases-details-on-cybersecurity-incident

« Apache Software Foundation, Laadi5e4 Struts wag Equifax — https://news.apache.org/
foundation/entry/media-alert-the-apache-software
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« House Oversight Committee, The Equifax Data Breach, §1421A4 2018 — https://
oversight.house.gov/wp-content/uploads/2018/12/Equifax-Report.pdf

« CISA, Petya Ransomware, 1 n5n)1AU 2017 — https://www.cisa.gov/news-events/alerts/
2017/07/01/petya-ransomware

« Axios, White House confirms NotPetya attribution, 15 qumﬁ’ué 2018 — https://
www.axios.com/2018/02/15/white-house-confirms-notpetya-1518728781

« The Register, FedEx NotPetya damages, 20 fiugneu 2017 — https://www.theregister.com/
2017/09/20/fedex notpetya damages/

« CyberScoop, NotPetya cost Merck — https://cyberscoop.com/notpetya-ransomware-cost-
merck-310-million/

« Control Engineering, How NotPetya took down Maersk — https://www.controleng.com/
throwback-attack-how-notpetya-accidentally-took-down-global-shipping-giant-maersk/

« CrowdStrike, SUNSPOT Malware Technical Analysis — https://www.crowdstrike.com/en-us/
blog/sunspot-malware-technical-analysis/

« SolarWinds Security Advisory FAQ — https://www.solarwinds.com/sa-overview/
securityadvisory/faq

« The Record, SolarWinds says fewer than 100 customers were impacted — https://
therecord.media/solarwinds-says-fewer-than-100-customers-were-impacted-by-supply-
chain-attack

« CyberScoop, Neuberger on SolarWinds, 17 Qum‘ﬁué 2021 — https://cyberscoop.com/
solarwinds-cyber-espionage-russia-neuberger/

» Cyber Safety Review Board, Review of the December 2021 Log4j Event, 11 nnf)1AU 2022 —
https://www.cisa.gov/sites/default/files/publications/CSRB-Report-on-Log4-
July-11-2022 508.pdf

« CERT/CC, VU#930724 Log4j — https://www.kb.cert.org/vuls/id/930724

« InfoWorld, How developers scrambled to secure the Log4j vulnerability — https://
www.infoworld.com/article/2271392/how-developers-scrambled-to-secure-the-log4j-
vulnerability.html

« CISA, Alert AA21-356A — https://www.cisa.gov/news-events/cybersecurity-advisories/
aa21-356a

« CISA, The Attack on Colonial Pipeline: What We've Learned — https://www.cisa.gov/news-
events/news/attack-colonial-pipeline-what-weve-learned-what-weve-done-over-past-two-
years

. nszmqawé’wwuaﬁg, Colonial Pipeline Cyber Incident — https://www.energy.gov/ceser/
colonial-pipeline-cyber-incident

* Morrison Foerster, DOJ Retrieves Millions in Colonial Pipeline Ransom, 9 ﬁquwu 2021 —
https://www.mofo.com/resources/insights/210609-doj-retrieves-millions

« Cox, Timeline of the xz open source attack — https://research.swtch.com/xz-timeline
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« Boehs, Everything | know about the xz backdoor — https://boehs.org/node/everything-i-
know-about-the-xz-backdoor

« Help Net Security, xz backdoored: affected distros, 31 funAu 2024 — https://
www.helpnetsecurity.com/2024/03/31/xz-backdoored-linux-affected-distros/

« Red Hat warns of backdoor in xz tools — https://www.bleepingcomputer.com/news/security/
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LNAIUDINIAL:

« NIST SP 800-63B (2017) 41%151 5.1.1 — https://pages.nist.gov/800-63-3/sp800-63b.html
« NIST SP 800-63B-4 (2025) — https://pages.nist.gov/800-63-4/sp800-63b.html

« UsgTRNSANUN SP 800-63B-4: 514150 16 5.A. 2022, $19a04 21 4.A. 2024, aTuasa 31 n.a.
2025 — https://csrc.nist.gov/pubs/sp/800/63/b/4/final

« Google Cloud blog tUada Titan key, 30 &1An 2018 — https://cloud.google.com/blog/
products/identity-security/titan-security-keys-now-available-on-the-google-store

* Krebs on Security, 23 n3n)1AU 2018 — https://krebsonsecurity.com/2018/07/google-
security-keys-neutralized-employee-phishing/

« Lang uagAeuy, Security Keys, FC 2016 — https://research.google.com/pubs/archive/
45409.pdf

« Weinert, Microsoft Security blog, 20 &A1 2019 — https://www.microsoft.com/en-us/
security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-
account-attacks/

» Meyer iiagAady, How effective is multifactor authentication at deterring cyberattacks?, 1
WewAAN 2023 — https://arxiv.org/abs/2305.00945

« CISA, Multi-Factor Authentication Fact Sheet, 1n31A4 2022 — https://www.cisa.gov/sites/
default/files/publications/MFA-Fact-Sheet-Jan22-508.pdf

« CISA, Implementing Phishing-Resistant MFA — https://www.cisa.gov/sites/default/files/
publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf

« Let's Encrypt asudul, 9 Suanau 2025 — https://letsencrypt.org/2025/12/09/10-years
« Let's Encrypt @@ii (Firefox Telemetry) — https://letsencrypt.org/stats/

* Aas uagmaly, Let's Encrypt, ACM CCS 2019 — https://jhalderm.com/pub/papers/letsencrypt-
ccs19.pdf

« Google Security Blog, memory safety Tu Android, 25 fusnau 2024 — https://
security.googleblog.com/2024/09/eliminating-memory-safety-vulnerabilities-Android.html

« Alexopoulos wazmalg, How Long Do Vulnerabilities Live in the Code?, USENIX Security 2022
— https://www.usenix.org/conference/usenixsecurity22/presentation/alexopoulos

* MSRC, A proactive approach to more secure code, n5n§1A1 2019 — https://
msrc.microsoft.com/blog/2019/07/a-proactive-approach-to-more-secure-code/

« CISA uazWusiing, The Case for Memory Safe Roadmaps, 6 5u11Au 2023 — https://
www.cisa.gov/sites/default/files/2023-12/The-Case-for-Memory-Safe-Roadmaps-508c.pdf

« Saltzer uag Schroeder, The Protection of Information in Computer Systems, 1975 — https://
www.cs.virginia.edu/~evans/cs551/saltzer/

« ulsuUnatnedoslwives CERT/CC — https://certce.github.io/certcc disclosure policy/
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« Finifter, Akhawe Wag Wagner, USENIX Security 2013 — https://dl.acm.org/doi/
10.5555/2534766.2534790

« Walshe ttaz Simpson, IEEE 2020 — https://ieeexplore.ieee.org/document/9034828/

« AsAIANET Chromium wag Firefox, ACM Web Conference 2023 — https://dl.acm.org/doi/
10.1145/3543507.3583352

« HackerOne unasganazay 300 A1unoaans, #anAu 2023 — https://www.hackerone.com/
press-release/hackers-surpass-300-million-all-time-earnings-hackerone-platform

« Google VRP U 2024 mu518971u917 — https://www.securityweek.com/google-paid-out-12-
million-via-bug-bounty-programs-in-2024/

« 0SS-Fuzz README, sitauiawguniau 2025 — https://github.com/google/oss-fuzz

« Uszne 0SS-Fuzz, 1 5W11AN 2016 — https://opensource.googleblog.com/2016/12/
announcing-oss-fuzz-continuous-fuzzing.html

« Google, Al-Powered Fuzzing, &11Au 2023 — https://security.googleblog.com/2023/08/ai-
powered-fuzzing-breaking-bug-hunting.html

« Google, Leveling Up Fuzzing, wgAln1eu 2024 — https://security.googleblog.com/2024/11/
leveling-up-fuzzing-finding-more.html

» Ho uazaeue, Understanding the Efficacy of Phishing Training in Practice, IEEE S&P 2025 —
https://people.cs.uchicago.edu/~grantho/papers/oakland2025 phishing-training.pdf

* LOAYUBY UC San Diego — https://today.ucsd.edu/story/cybersecurity-training-programs-
dont-prevent-employees-from-falling-for-phishing-scams

« Lain wagAasg, Phishing in Organizations, IEEE S&P 2022 — https://arxiv.org/abs/2112.07498

« MUNUNIU 69 N15ANYI, Computers & Security 2024 — https://www.sciencedirect.com/
science/article/pii/S016740482400511X

o Al ATAC 1, ORNL, @1An 2023 — https://arxiv.org/abs/2308.14835

« Botacin ilazaaig, We need to talk about antiviruses, Computers & Security 2020 — https://
www.sciencedirect.com/science/article/abs/pii/S0167404820301310
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LUAIYaINIALL:

« Simon Willison, "Prompt injection attacks against GPT-3", 12 fiugneu 2022 — https://
simonwillison.net/2022/Sep/12/prompt-injection/

« Simon Willison, "I don't know how to solve prompt injection”, 16 fiugnau 2022 — https://
simonwillison.net/2022/Sep/16/prompt-injection-solutions/

« Simon Willison, "You can't solve Al security problems with more Al", 17 Aug1eu 2022 —
https://simonwillison.net/2022/Sep/17/prompt-injection-more-ai/

« Simon Willison, "The lethal trifecta for Al agents”, 16 ﬁqm&lu 2025 — https://
simonwillison.net/2025/Jun/16/the-lethal-trifecta/

* Meta, "Agents Rule of Two", 31 Aa1AU 2025 — https://ai.meta.com/blog/practical-ai-agent-
security/

« Microsoft Security Response Center, CVE-2025-32711 — https://msrc.microsoft.com/
update-guide/vulnerability/CVE-2025-32711

« Simon Willison, EcholLeak, 11 ﬁqmﬂu 2025 — https://simonwillison.net/2025/Jun/11/
echoleak/

« arXiv 2509.10540, UNAUI1928 EcholLeak, Augnau 2025 — https://arxiv.org/abs/
2509.10540

« The Record, OpenAl fixes ShadowlLeak — https://therecord.media/openai-fixes-zero-click-
shadowleak-vulnerability

« Simon Willison, "Model Context Protocol has prompt injection security problems", 9 Lluw18U
2025 — https://simonwillison.net/2025/Apr/9/mcp-prompt-injection/

« Simon Willison, GitHub MCP exploited, 26 wawn1Au 2025 — https://simonwillison.net/
2025/May/26/github-mcp-exploited/

» MCP Security Best Practices, spec 2025-06-18 — https://modelcontextprotocol.io/
specification/2025-06-18/basic/security best practices

100


https://simonwillison.net/2022/Sep/12/prompt-injection/
https://simonwillison.net/2022/Sep/12/prompt-injection/
https://simonwillison.net/2022/Sep/16/prompt-injection-solutions/
https://simonwillison.net/2022/Sep/16/prompt-injection-solutions/
https://simonwillison.net/2022/Sep/17/prompt-injection-more-ai/
https://simonwillison.net/2025/Jun/16/the-lethal-trifecta/
https://simonwillison.net/2025/Jun/16/the-lethal-trifecta/
https://ai.meta.com/blog/practical-ai-agent-security/
https://ai.meta.com/blog/practical-ai-agent-security/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-32711
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-32711
https://simonwillison.net/2025/Jun/11/echoleak/
https://simonwillison.net/2025/Jun/11/echoleak/
https://arxiv.org/abs/2509.10540
https://arxiv.org/abs/2509.10540
https://therecord.media/openai-fixes-zero-click-shadowleak-vulnerability
https://therecord.media/openai-fixes-zero-click-shadowleak-vulnerability
https://simonwillison.net/2025/Apr/9/mcp-prompt-injection/
https://simonwillison.net/2025/May/26/github-mcp-exploited/
https://simonwillison.net/2025/May/26/github-mcp-exploited/
https://modelcontextprotocol.io/specification/2025-06-18/basic/security_best_practices
https://modelcontextprotocol.io/specification/2025-06-18/basic/security_best_practices

 MCP blog, spec revision 2026-07-28 — https://blog.modelcontextprotocol.io/posts/
2026-07-28/

» NSA, MCP Security Design Considerations, 20 Wwewa1AN 2026 — https://www.nsa.gov/
Portals/75/documents/Cybersecurity/CSI MCP_SECURITY.pdf
« Practical DevSecOps, MCP security statistics 2026 (vendor-compiled) — https://

www.practical-devsecops.com/mcp-security-statistics-2026-report/

« Souly et al., "Poisoning Attacks on LLMs Require a Near-constant Number of Poison
Samples", arXiv 2510.07192 — https://arxiv.org/abs/2510.07192
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